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Abstract—New features are often added incrementally to avionics systems to minimize the need for redesign and recertification.
However, it thenbecomesnecessary to check that the timing constraints of existing aswell as newapplicationsaremet.We facilitate these
checksby introducing anewdata switch that bounds the latencyof end-to-endcommunicationsacrossanetwork. This switch runsa clock-
driven switching algorithm that is throughput-optimal with a bounded worst-case delay for all feasible traffic. We propose associated
heuristics that determine whether the timing constraints of an integrated modular avionics (IMA) system network that uses this switch are
met, even if new features have caused traffic to increase, and then search for alternative network configurations if necessary. Virtual
integration is used to make a combined analysis of the worst-case delay in the network and the local buses of individual computing
modules. This analysis considers the shared network topology, local hardware architectures, and specified IMA configurations. Our
approach can be used by a systemarchitect as an effectivemethod for quickly determiningwhich possible systemarchitectures should be
pursued tomeet timing constraints, and it allows the cascading effects of changes to be tracked andmanaged.Wedemonstrate how these
heuristicswork throughan example inwhich changesaremade to an environmentalmonitoring facility within an avionics system that uses
our switch.

Index Terms—Virtual integration, end-to-end latency, real-time switch, integrated modular avionics (IMA)

1 INTRODUCTION

Afast and predictable response is an essential characteris-
tic of avionics and other real-time systems. Therefore

it is critical to bound the end-to-end latency of data transmis-
sion across such systems. Avionics systems contain multiple
computing modules running applications that receive sensor
data and send commands to actuators. In modern avionics
systems, thesemodules are usually connected through ahigh-
speed switched network [1], which is shared by many appli-
cations so as to reduce weight, power consumption, and
maintenance cost. Moreover, industry constantly seeks to
increase the number of applications that can run in an avionics
system, so as tomeet requirements for new features, aswell as
to make the most of improvements in the hardware infra-
structure. However, increasing the number of applications
complicates system design since each application has to be
assigned to a computing module, and as dictated by compu-
tational efficiency, additional modules may be needed to
handle the increased workload.

The Integrated Modular Avionics (IMA) design concept
has been proposed to simplify the development of airborne
real-time networked systems and applications [1]. The IMA
concept consists of an integrated architecturewith application
software that is portable across an assembly of common
hardware modules. Multiple applications can be assigned
to temporally scheduled IMA partitions to isolate different
processor activities from each other.

An IMA network can connect computingmodules running
many diverse applications with different levels of timing
criticalities. Assigning an application to a particular computing
module or partition will influence many subsequent network
configuration decisions. The ARINC 664 [2] standard, which
describes a star-topology switched Ethernet avionics network
based on IEEE 802.3, is designed to ensure that multiple data
paths sharing network connections are scheduled in away that
guarantees the bandwidth of each path. However, even when
the entire set of applications and the network infrastructure are
known, determining a configuration that satisfies the worst-
case latency requirements of each transaction is difficult and
costly. In practice, this requires repeated tests, so that ‘design’
time can end up being predominantly spent on refining the
partial solution that is already in place.

Because certification ismandatory in the avionics industry,
it is highly desirable to employ established types of comput-
ing modules. Even if a newly designed module is more
efficient than that which it is intended to replace, its intro-
duction may require many existing applications to be reas-
signed to different modules: the reprogramming, testing,
documentation, certification, and maintenance required to
integrate a new module can incur a total cost that outweighs
any gains in efficiency. Even if the logical behavior of a new
computing module has been verified, the attempted
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integration of that module may result in cascading failures in
relatedmodules. In particular, the addition of new computing
modules or the new constraints placed on network paths
resulting from the introduction of additional applications can
increase network traffic and significantly delay existing ap-
plications and modules. In fact, even quite limited changes to
existing avionics systems can be challenging. For example,
reconfiguring an existing module may not affect existing
applications directly, but their performance may be impaired
by the reallocation of system resources. These pressing issues
motivate the search for faster and more cost-effective ways of
introducing new computing modules and applications into
avionics networks. This search would be easier if the archi-
tectures of networked systems were more readily extensible,
so that networks could be updated more easily, and hence
more frequently over their lifetimes.

One promising method of building extensible systems is
virtual integration [3], in which an abstract model of a system
is constructed and used for early analysis to improve the
prognosis for high-level design decisions without an actual
hardware or software implementation. Virtual integration is
currently being adopted by the avionics industry aswell as by
othermanufacturers of cyber-physical systems [4], [5], includ-
ing the automotive and medical industries. This method is of
particular relevance to these sectors because it allows de-
signers to consider safety requirements at an early stage in
the building or extension of networked systems, as well as
making them more predictable and easier to upgrade.

In this paper,wepropose a real-time switching algorithm that
is specifically designed to facilitate the virtual integration of
an IMAsystembecause the switching algorithm that is used is
a fundamental determinant of the manageability of a net-
worked IMA system. Our switching algorithm is an imple-
mentation of an optimal clearance-time policy [6], which
performs clock-driven scheduling [7] with guaranteed
optimal throughput, so as to ensure that any feasible traffic
is switched in two clock periods. This bound on the switch-
ing periodmakes it much easier to determine the worst-case
delay in the switched network. And when we have found
the worst-case network delay, we can model local data
traffic using I/O configuration semantics to support the
assignment of applications and estimate theworst-case local
bus delays in the computing modules. We do this modeling
by virtual integration, using our ASIIST [8] tool, which can
make an accurate assessment of the worst-case end-to-end
latency of an IMA system.

We also present a heuristic method for reconfiguring a
switchednetwork so as to re-satisfy theworst-case end-to-end
latencies of all the applications in a system after the network
traffic has increased as a result of adding applications, parti-
tioning existing applications, or adding computing modules.
We use examples to explore the implementation of this
heuristic method in the context of our overall objective of
achieving incremental design of real-time environmental
monitoring avionics systems to satisfy timing constraints.

Our main contributions to the evolution of the avionics
design process are the combination of our switch with heu-
ristic network reconfigurationmethods, and the use of virtual
integration to obtain amore accurate evaluation of the end-to-
end latency of IMA systems.Our approach allowsus tomodel
the sharing of a network amongmultiple applications running

on different computing modules and even the sharing of local
bus components among applications assigned to different
partitions within a single computing module. Thus, we can
determine whether almost any type of new feature will com-
promise the timing constraints of existing applications in a
system. We also provide a heuristic that makes it easier to
reconfigure a data network to cope with increased traffic,
before a new configuration is implemented, by finding a
network topology and configuration with a high likelihood of
runningbothnewandexistingapplications ina timelymanner.

The remainder of this paper is organized as follows:
In Section 2, we introduce the timing constraints required for
real-time avionics systems and outline the issues that these
raise. In Section 3, we show how to estimate the worst-case
local bus delays in individual computing modules. In Sec-
tion 4, we describe our real-time switching algorithm, which
facilitates the analysis of the delay in a switched avionics
network. In Section 5 we present a heuristic method of
networkmanagement that ensures that the timing constraints
of all applications continue to bemetwhen an avionics system
is modified. In Section 6 we assess the effectiveness of our
heuristic method on some examples. In Section 7 we review
related work. Finally, conclusions are offered in Section 8.

2 PROBLEM STATEMENT

2.1 Timing Constraints in Avionics Systems
An avionics system must be designed to handle external
events predictably within appropriate timing constraints,
evenwhen several simultaneous events compete for the same
service and resources. As new modules are added to an
existing avionics system, the performance of other applica-
tions in the system should be degraded as little as possible;
any unavoidable degradation should occur gracefully, pre-
dictably and in a localizedway. To achieve these goals, all the
computing modules in an avionics system must exhibit de-
terministic behavior; and the entire system must meet the
time-constrained functional requirements of the processes
that the system is designed to control before it can be adopted.

2.2 Research Motivations and Objectives
Avionics systems should require as little hardware as possi-
ble, so as to reduce aircraft weight and maintenance costs.
An obvious example of this policy is the use of IMA for
computation and the introduction of switches to simplify
network cables. Avionics companies are also trying to use
more commercial off-the-shelf (COTS) hardware components
to reduce costs and accelerate system integration. However,
because COTS devices are not purpose-built, their use can
reduce the predictability of avionics system behavior.

IMAhas been successfully applied to commercial airliners,
such as the Boeing 777; but this required a specialized back-
plane data bus called the SAFEBus [9], designed to handle
unpredictable I/O traffic [10]. Recent avionics applications
that provide crew with visual assistance require more data
throughput; this has resulted in the introduction ofmanyhard-
ware components with commodity internal bus architectures,
such as those in the PCI family. All the known side-effects of
introducing COTS components need to be accounted for
when estimating the delay within a module. Since avionics
systems are safety-critical, this involves a worst-case analysis.
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There has been considerable research on the use of high-
speedCOTS switches and routers in a network infrastructure,
but this has largely focused on handling traffic in a best-effort
manner.Weneed to ensure that datawill still be transferred in
an accurate and timely manner, even after new modules or
applications are introduced. Methods of finding worst-case
delayboundsfor real-timetraffichavebeenproposed,but they
do not isolate streams of traffic, and thus a change to just one
stream requires the validity of all delay bounds to be recon-
firmed.ARINC664 [2]networks are able toachieveadegreeof
isolation through traffic prioritization. This guarantees that a
lower-priority message does not preempt a higher-priority
message, which in turn ensures that a lower-priority applica-
tionwill not delay a higher-priority application. This attribute
contributes to system safety but not to system flexibility. To
achieve both safety and flexibility, we need to identify the
extent to which other network connections will be affected by
an increase in the traffic througha switch.ARINC664 requires
that a message which is not delivered within its allowable
maximum delay is discarded. If the high-priority traffic be-
tween somemodules increases, applications running on other
modules and transmitting lower-prioritymessages need to be
re-evaluatedbecause of the overall change innetwork latency,
which is a considerable task in large networks. The present
‘check and drop’ policy needs to be replaced with something
moreaccurate:weproposean incrementalprocedurebasedon
predicted transmission delay.

3 MODEL-BASED DESIGN FOR LOCAL DELAY
ANALYSIS

To examine the end-to-end latency of a data connection across
a network, it is necessary to consider the local delays in the
source and destination modules. Even if a processor is sche-
dulable, and the latency in the network is sufficiently small, a
bottleneck in a local bus can intermittently cause applications
to experience extendedwait times tomake dowith old sensor
data, and to respond late. Even though IMA permits the safe
execution of multiple applications on a single processor, the
I/O traffic generated by each application can still mutually
interfere on the local buses, making it difficult to analyze the
worst-case local delay.

3.1 Side-Effects of I/O In IMA Systems
In an IMA system, applications are assigned to time-slots,
called IMApartitions, which are executed on a cyclic schedule,
followingapredefined timetable.TheARINC653standard [11]
defines the APEX (Application Executive) interface between
the applications and the operating system (OS) that provides
this partitioned service. Only one application from a single
partition can be executed at any given time.However, I/Odata
canflowbetween partitions. In otherwords, I/Odoes not have
to be partitioned to be ARINC 653 compliant. This is beneficial
to performance because large data can arrive for an application
while a second application in a different partition is being run
by the same processor. Data of this sort has to be saved in local
memory until it can be processed, which occurs when the
partition containing the receiving application is activated.
While this permits reasonable performance, the interaction of
I/O traffic created by applications in different partitions can
cause side-effects that are not restricted to a single partition.

When the aggregate amount of I/O data required by all of the
applications that share a processor is large, the bus delay that
results from this I/O traffic side-effect can become sufficiently
significant to affect the design of a system.

The way in which this I/O side-effect interacts with differ-
ent bus topologies is illustrated in Fig. 1. In both of the
example topologies shown in this figure, an application is
assigned to partition A and another to B. The application in
partition A is constantly receiving a large amount of data
through the network adapter, which has to be saved in local
memory. The application in partition B must run frequently,
and when it does, it sends a small amount of data to the
display adapter. Fig. 1(a) is a simple architecture with a
common PCI bus. The data that is received through the
network adapter will delay data that is sent to the display
adapter when the application in partition B is running. If this
applicationhas towait for the other application’s data transfer
to complete, that wait time must be considered in analyzing
schedulability. Since the application in partition B runs fre-
quently, processor utilization (computation time divided by
period) will increase greatly even with a small I/O wait time
increase. The bus topology in Fig. 1(b) eliminates the conten-
tion between the two bus transactions. The drawback is an
increased delay in reading from local memory, as data must
now cross two bridges to get to the CPU. This example shows
that a full evaluation of local I/O delay and its effect on the
schedulability of an IMA system requires simultaneous con-
sideration of many factors: bus architecture, I/O configura-
tion, and IMApartition scheduling. This evaluation forms the
basis for performance estimation and feasibility checking
when a new application is added to an avionics system.

3.2 Local Delay Analysis Using ASIIST
Model-based engineering (MBE) is aimed at reducing system
design errors by using high-level models that can be auto-
matically analyzed before integration of the actual system.
Thus the designer is guided towards an architecture which is
more likely to be successful. We apply MBE by using the
Architecture Analysis and Design Languages (AADL) [12]
and the Application-Specific I/O Integration Support Tool
(ASIIST) [8]) to analyze local bus delays. Given an initial
AADL model of the system, including the hardware and
software architectures, ASIIST can determine the worst-case
local delays for a set of applications that are assigned to the
partitions of an IMA system.

Fig. 1. Examples of different bus architectures.
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The evaluation of different IMA partition assignments is
facilitated by an extension to ASIIST which can process I/O
configuration semantics and automatically update all I/O-
related properties in an AADL model of a partition assign-
ment. We have defined a number of I/O configurations that
canbe saved in theAADLmodel of an application.ASIIST can
interpret these I/O configurations using pre-defined seman-
tics to create and display physical data paths. Fig. 2 shows an
example set of I/O configurations for a simple bus architec-
ture. The logical connection between the two threads shown
in Fig. 2(a) are realized into physical data-flows by creating a
set of read and write bus transactions for each possible
configuration. Thread A is an application that is running on
the local CPU, whereas Thread B may be an application
running on another network-connected CPU.

The following is a list of AADL properties that represent
I/O configurations. These properties are associated with
sending and receiving computing modules by attaching the
postfixex Src and Dst.

IO_Configuration (required): represents the type of I/O
configuration and can take one of the values Direct,
Main_Memory, or Local_Memory.
IO_Controller (optional): refers to a device that is capable
of initiating a read orwrite bus transaction tomove copies
of the I/O data.
IO_Network_Adapter (optional): specifies the arrival and
departure points of the I/O data on a hardware platform.

IO_Local_Memory (optional): refers to a local storage
memory component that is used to store data
temporarily.

Table 1 shows the set of eight valid I/O configurations.
More complicated configurations may exist, but we expect
them to be very rare, and any unusual path that is required
can be described by listing the hardware components in the
path of a bus transaction. Fig. 3 shows the set of physical data
paths that is generated for Case 5 of Table 1. The value of
IO Configuration specifies a type of configuration in which
data is immediately read or written by the CPU. In Fig. 3(a),
data isfirstwritten to themainmemory and then copied by the
I/O controller to the local memory, after which the network
adapter reads the data from the local memory. This arrange-
ment can be specified by assigning properties as follows:

Src IO Configuration Main Memory

Src IO Controller

Src IO Network Adapter

Src IO Local Memory

The properties of the destination module in Fig. 3(b) are
assigned by giving values to Dst IO Configuration,
Dst IO Controller, Dst IO Network Adapter, and Dst IO

Local Memory. In this case, the values are identical because
the same component names are used in the destination mod-
ule, but the data paths that are derived are opposite in
direction, and the read and write bus transactions are inter-
changed in the destination module. Other I/O configurations
can be similarly interpreted. Some types of configuration, such
as Cases 1 and 6, are used for local communication where the
sending and receiving applications are assigned to the same
CPU but different IMA partitions. These I/O configuration
descriptors allow us to capture existing data-flows efficiently,
so as to analyze the local bus delay and support the assignment
of applications to processors.

The user assigns applications to partitions by drag-and-
drop in the GUI provided by ASIIST. If the application is
moved to a processor that is connected to a different bus
architecture, ASIIST would search for matching hardware
components, based on their names and types, which would
allow I/O configuration properties to be applied correctly.
Fig. 1 has already shown how the same I/O configuration can
produce different sets of physical data-flows.

When the data-flows have been generated, ASIIST finds all
the data-flows which interfere. This involves knowing which

Fig. 2. Example I/O configurations.

TABLE 1
Valid I/O Configurations

(Same for source and destination modules)
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component initiates the bus transaction, comparing bus pro-
tocols and examining partition assignments, within the con-
text of IMA. For example, a bus transaction initiated by an
application only exists during the partition to which the
application is assigned. ASIIST assumes that bus transactions
initiated by an I/O controller can exist during any partition as
long as it is not configured differently. Depending on bus
protocols, bus transaction types also affect how interfering
andaggregatedflowsaredetermined for subsequent analysis.
After the worst-case local delay has been calculated, memory
access wait times (for reading or writing to or from memory)
can be used to modify estimated execution times of applica-
tions. The schedulability analysis is then repeated to check
whether any increase in partition sizes are necessary. If all the
new partitions can still fit into the processor, the new appli-
cation is considered to be schedulable.

If it is possible to define the operational modes (e.g. take-
off, flying, landing) of an aircraft, they can be modeled by
assigning AADL modes to applications and their connections
to separate the corresponding data-flows. Hardware-based
isolation can be achieved by using certifiable hardware com-
ponents that regulate data traffic using pre-configured sche-
dules. Our model does not require such AADL modes or
hardware devices; but ASIIST supports model-based specifi-
cation of both. When multiple modes are used, the user can
select any combination and analyze the corresponding laten-
cy values. To facilitate hardware-based isolation, we have
defined AADL property types that can be used to model real-
time bridges which store incoming and outgoing network
data and forward it during designated IMA partitions at
configurable data-rates. We have extended the functionality
of ASIIST to support these considerations for IMA systems
and to provide a designer with analytical information based
on IMA properties when alternative designs are being
explored.

4 DESIGN OF A REAL-TIME SWITCH FOR AVIONICS
NETWORKS

It is easier to design a practical real-time avionics system in
which modules are connected by a packet-switched network
using a switch with a known latency; and this also favors
incremental development. We have designed a real-time

switching algorithm that can guarantee a bounded switching
delay with any feasible traffic. The underlying hardware
fabric that we adopt is virtual-output queue (VOQ)
crossbar [13]. The data bus from each input intersectswith the
data bus of each output. The intersections can be turned on or
off during runtimeby the switch scheduling logic. To facilitate
the design of the switching logic, crossbar switches transfer
packets in fixed-size fragments called time-slots. Therefore,
the scheduling logic works periodically: it determines a
matching between inputs and outputs at the beginning of
each time-slot; then all scheduled packets are transferred
synchronously across the crossbar fabric, taking one time-
slot; and then the next period starts, so on and so forth.Wewill
also use the widely-adopted VOQ architecture, where each
inputmaintains a virtual output queue for each output. VOQs
eliminate head of line blocking [14], but packets fromdifferent
inputs’ VOQs still contend for the same output. Thus it is
required to reduce this contention, so as to improve the
hardware utilization.

4.1 Clock-Driven Scheduling as a Virtual-machine
Task

Clock-driven scheduling [7] is widely applied to real-time
virtual-machine tasks (VM-tasks) [15]–[17]. Suppose a
VM-task P is served times during each clock period
P. Let denote the th real-time flow from input port to
output port , where , so that is the total
number of flows from to . The flow is additionally
associated with a VM-task P , because has
packets to be served. The delay to will be bounded as
long as the switching algorithm can guarantee a worst-case
bound on the time required to forward all packets of this
flow.

Let denote the total number of packets to be forwarded
from to during one clock period, so that ;
and in this present analysis wewill assume that each packet is
served within a single time-slot. For the set of VM-tasks
P , , , , we in-

troduce a feasibility condition for the real-time traffic gener-
ated during each clock period P, which contains time-slots,
as follows:

Infeasible traffic, which does not meet these conditions, is
naturally unschedulable.

4.2 Clearance-Time-Optimal Switching Policies
In order to design a switching algorithm with a guaranteed
delay, we introduce a clearance-time-optimal policy. Let

denote the number of packets in queue ( ) at time-
slot . If every queue in the switch initially contains
packets, and there are no further arrivals, then there is one-shot
traffic; and the clearance time is that required to serve every
packet in the switch. We will express a clearance time as the
number of time-slots required to serve every packet in the
switch; it can easily be converted to a delay measured in

Fig. 3. Physical data paths for Case 5.
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seconds bymultiplying by the length of a time-slot. A switch-
ing policy that minimizes the clearance time is called a
clearance-time-optimal policy.

Because no more than one packet can be switched at any
port of a switch in one time-slot, due to the crossbar constraint,
the minimum clearance time is obviously the maximum
number of packets waiting at any input port, so that:

This minimum clearance time can be achieved by a
critical-port scheduling policy. Port is critical if its weight [18],
that is the length of its queue, is no smaller than that of any
other port; and a critical-portmatchingmatrix serves every
critical port. A critical-port scheduling policy is one that
generates a critical-port matching at every time-slot, which
guarantees aminimal clearance time and optimal throughput
for one-shot traffic. See the proof in Appendix.

4.3 Design of a Real-Time Switch with Clock-Driven
Scheduling

We can now combine the concepts of clearance-time opti-
mality and a critical-port policy to design a switching algo-
rithm with a VM-task architecture that can guarantee a
bounded switching delay for any feasible traffic, as defined
in (1) and (2).

The traffic arriving during each clock period is buffered
and served in the next clock period. This is one-shot traffic,
and permits clearance-time-optimal scheduling; and that in
turn guarantees that any feasible traffic is served in two clock
periods. In effect, we are accepting an additional switching
delay of one clock period to ensure a deterministic delay
bound of P.

Most switching algorithms do not provide a tight upper
bound on worst-case delay, and their performance must
therefore be assessed in terms of average delay. But the timing
constraints on real-time traffic make a bound on the delay
more important than a low average delay. Also the cost of an
extra clock period which we propose to pay for this bound is
not in any case excessive, because the clock periodP is usually
much shorter than the typical delay constraint for real-time
applications. Also, existing network traffic remains bounded
as new traffic is added, right up until the total traffic going
through the switch becomes infeasible. This is a significant
contribution to incremental development, as we will demon-
strate on an example system architecture in the following
section.

5 ENSURING LIMITED WORST-CASE END-TO-END
LATENCY DURING UPGRADES OF NETWORKED
AVIONICS SYSTEMS

5.1 Target System Architecture
Fig. 4 is a diagrammatic representation of an aircraft’s
environmental monitoring system, which consists of several
line-replaceable units (LRUs); each unit potentially is a

complicated device such as a COTS computing module. The
LRUs are sealed units that can be replaced quickly, reducing
both system development cost and maintenance time. In the
example system, sensor modules, which are LRUs containing
cameras, allow a pilot to look in different directions without
having to turn the aircraft; this feature can be found on
military aircraft. These sensor modules are connected to a
switch in the data network, which relays image data from the
cameras to a designated LRU for monitoring, which we call a
monitoring module.

In order to design such a system, we first need to askmany
questions, suchas:howmanysensors can thenetworksupport
inreal timewithoutdamagingexistingdata-flows?andwhat is
a feasible network topology?We need answers to these ques-
tions before beginning physical integration, when the discov-
ery of scheduling problems can lead to expensive changes.

The environmental monitoring system shown in Fig. 4 can
be partitioned into modules that perform computing tasks,
and those that comprise the data network. Each sensor mod-
ule, which sends data, consists of a network adapter and the
circuits connecting it to cameras. The monitoring module,
which receives data, consists of a network adapter and the
circuits connecting it to monitoring devices. The image data
has to be preprocessed so that real-time annotations and alerts
can be provided to the pilot. The sensor and monitoring
modules should also be able to act as common computing
modules which can perform general tasks, so as to maximize
hardware utilization.

The cabling that connects the network adapter on the
sensor module to the network adapter on the monitoring
module includes several switches that form the data network.
If environmental monitoring is a new feature, then a system
designer needs to know whether it can be supported by the
existing data network, taking into account the data-flows
generated by the modules already installed. The timing con-
straints of the combined operation of the existing and the new
applications must also be verified.

Fig. 4. Example architecture of an avionics system for environmental
monitoring.
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5.2 Assessment of the Worst-Case End-to-End
Latency

Fig. 4 shows potential sources of delay in the example archi-
tecture: let denote theworst-case delay introduced between
a camera and its network adapter in the sensor modules; and
let denote the worst-case delay introduced by internal bus
communication between the network adapter and the pilot’s
monitor in the monitoring module. These modules contain
processors, storage elements, and peripheral I/O devices,
and use PCI-based COTS components for communication.
We used ASIIST to analyze the delay incurred in bus com-
munications between these complicated modules.

Each sensor module has a CPU, a main memory, a local
memory and a network adapter, which are interconnected
through a PCI bus to receive visual data from cameras and
forward it to a monitoring module. The monitoring module
has a general-purpose CPU which is shared with other ap-
plications, and a display adapter that is used to show the
processed visual data to the pilot. We estimated the local
worst-case bus delay in the sensor module to be 0.156 ms
when four cameras are connected to a single PCI bus, and
0.313 ms for eight cameras; this assumes that each camera
acquires 625 bytes of data in each successive period of 10 ms.
In the airplane there are a total of five LRUs which are
continuously sending their data to the monitoring module
in the cockpit, as depicted in Fig. 4. The bandwidth of the
front-side bus and the PCI bus bandwidthwere assumed to be
19.2 Gb/s and 1,064 Gb/s respectively, and the maximum
amount of data that can be retained in a bridge within any
sensor or monitoring module is assumed to be 1 kb.

The local worst-case bus delay in the monitoring mod-
ule incurred from storing the visual data from all the LRUs
and forwarding them to the display adapter depends on the
number of cameras that sends data through the network as
well as the set of applications, bus architecture, and I/O
configurations of the monitoring module. As for the data that
arrives from the LRUs, they are initially saved in a local
memory because of their large size. The data is then fetched
from the local memory every 10ms and sent for display every
100ms. Any I/O interference from other existing applications
aremodeled and analyzed altogether to estimate aworst-case
delay for .

Because the propagation delays between the switches and
the modules are negligible, the total delay experienced by a
packet traversing the data network between the network
adapters of the sensor and those of the monitoring modules
canbe simplified to ,where is the switchingdelay
introduced by a switch , and is the hop count, which
denotes the number of switches in the data network traversed
by each packet.

The switching algorithm proposed in Section 4 can be used
to ensure that the end-to-end network latency between
the sensor module and monitoring module has the
following bound:

P

where P is the clock period of the switching algorithm
running in the th switch in the route from to . This
formulation relies on the assumption that the traffic input to

all the switches is feasible, implying that it must satisfy the
following conditions:

where denotes the total number of packets to be
switched from to during one clock period at the th
switch from the sensor module , which is running the set of
VM-tasks P , , . The
length of the clock period P of the th switch, in time-slots,
is , and it can be calculated as follows:

C P

where C is the port capacity of the th switch from the
sending module , and is the size of a packet. Note that all
packets are of the same fixed size and that the transmission of
each packet takes exactly one time-slot. Finally, theworst-case
end-to-end latency between and can be calculated as
follows:

The system will meet the timing constrains if feasibility
conditions (5) and (6) are satisfied for all switches, and the
worst-case end-to-end latency on each connection between all
pairs of modules connected to the data network does not
exceed ,which is themaximum latency allowable between
and , so that

5.3 Algorithms to Ensure the Achievement of Timing
Constraints in an Environmental Monitoring
System

When a new traffic flow occurs, because of the addition of a
new sensor or monitoring module, or both, these new mod-
ules can be virtually integrated into an existing model of an
avionics platform, which is then tested using the procedure
shown in Fig. 5. To ensure that the avionics system will meet
its timing constraints, we first check that the overall feasibility
of the network traffic is not affected by the new flow. If the
feasibility test fails, then the network topology has to be
modified until it satisfies the feasibility condition. Secondly,
we check the maximum latency of all flows. If the network
fails this test, it is again necessary to modify the network
topology to satisfy the latency requirement without
compromising feasibility.

5.3.1 Traffic Feasibility
The additionalflowwhich is createdwhen a sensormodule
and a monitoring module are installed in an existing
avionics system, in which all the existing connections meet
their timing constraints, only affects the feasibility of the
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traffic through the switches on the path between and .
Thus feasibility only needs to be verified for these switches.

Algorithm 1 Feasibility check at a switch component

1: function NODEFEASIBILITYCHECK( , , )

2: : clock period of

3: : input ports of

4: : output ports of

5: for do

6: : flows in that pass through and

7: (maximumnumberofpackets of in )

8: end for

9: number of time-slots in

10: for do

11: if > then

12: return Failure

13: end if

14: end for

15: for do

16: if > then

17: return Failure

18: end if

19: end for

20: return Success

21: end function

We first connect the twomodules and to the switches
that are physically closest to them. We then check the feasi-
bility of traffic through a single switch using Algorithm 1,
which adds the new flow to the virtually integrated avionics
platform. The parameter contains the network topology
(including the link bandwidth information), contains in-
formation about all the flows in the network, and identifies

the switch component at which feasibility is to be verified.We
run Algorithm 1 for all the switches along the path, as shown
in Algorithm 2.

Algorithm 2 Feasibility check for a path

1: function FEASIBILITYCHECK( , , , )

2: Let ( ) be the networkpath from to in

3: for do

4: if NODEFEASIBILITYCHECK( , , then

5: return Failure

6: end if

7: end for

8: return Success

9: end function

If this test fails, we have to modify the network topology.
One simple modification is to reconnect the new modules to
different switches in the network. This can be done using
Algorithm 3. The parameters of this algorithm are the existing
network topology ( ) without the new switch components,
the existing flows ( ), and the new flow ( , ). If Algorithm
3 succeeds, then the modified topology will satisfy the
feasibility condition. This is the easiest way of achieving
feasibility after the addition of traffic, and the cost of the
resulting modifications is low. However these modifications
mayaffect the feasibility of other existingflows. If and do
not have nearby switches that provide a feasible path, thenwe
need to modify the topology of the existing network in
another way.

Algorithm 3 Check nearby switches for a feasible path

1: function FINDFEASIBLEPATH( )

2: and a new flow ( )

3: where is a switch that can
be directly connected to

4: where is a switch that can
be directly connected to

5: for all ( ) s.t. and do

6: new topology obtained by adding switches
between and , and connections ( ) and
( )

7: if FeasibilityCheck( then

8: return

9: end if

10: end for

11: return Failure

12: end function

Fig. 5. Overview of the algorithms for virtual integration.
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Fig. 6(a) shows an example of an avionics system which is
stable in terms of timing constraints. It supports six flows,

, , , , , and . We
assume that the backbone network has sufficient bandwidth to
handle all the traffic in the system. We will now analyze the
configuration in terms of numbers of flows, referring to Algo-
rithm 4; note that this is a simplified procedure and a practical
feasibility test needs to check rates of packet transmission.

When the newflow is added, as shown in Fig. 6(b),
the links and become overloaded, because
they do not have sufficient capacity to handle four flows.
To solve this problem,we can install three new switches, , ,
and , to create an alternative path for traffic
from to . Algorithm 4 creates this newpath, starting from
the switch closest to the backbone network, byduplicating the
switches that are carrying toomuch traffic, and thus creating a
complete parallel path to the end-module. The number of new
switches that are required is equal to the hop count, on the old
path, from the switch closest to the backbone network to the
end-module. The network topology produced byAlgorithm4
is shown in Fig. 6(c); and now the path between and
passes the feasibility test without making the worst-case
latencies of the existing flows exceed their limits; thus all the
flows in Fig. 6(c) are feasible. Although this method of
restoring feasibility has no influence on other existing flows,
it carries the additional cost of installing new switch compo-
nents in the avionics system.

Algorithm 4 Install new switches to create a new feasible path

1: function FIXFEASIBILITY( )

2: the path from to

3: if passes through the backbone network then

4: the path from to the backbone network

5: the path from to the backbone network

6: else

7: the path through the backbone network of
the switches along with the shortest hop count

8: the path from to

9: the path from to

10: end if

11: FixFeasibilityPath( )

12: FixFeasibilityPath( )

13: end function

14: function FIXFEASIBILITYPATH( )

15:

16: ( - has overflowed)

17: if exists then

18: Disconnect from

19: Add new switches

20: Connect - - - - -

21: end if

22: end function

Algorithm 5 Fix the latency

1: function LATENCYFIX

2: Required latency of the flow

3: While MaxLatency( ) > do

4: is the path from to

5: the cost of connecting to

6: the cost of connecting to

7: If < then

8: Disconnect and in

9: Connect and in

10: else

11: Disconnect and in

12: Connect and in

13: end if

14: end while

15: return G

16: end function

Fig. 6. Achieving feasibility by creatinganalternativepath.Each line is labeledwith thenumberof flows that it carries.Unlabeled linkshaveonlyone flow.
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5.3.2 End-to-End Latency
Once the traffic in the system is feasible, the next step is to
check the end-to-end latency of each connection. Because the
method of establishing feasibility described in the previous
section does not affect any of the paths used by existing
flows, the end-to-end latencies of these flows are not affected.
Therefore it is onlynecessary to check themaximumlatencyof
the new flow, which can be obtained from (8).

If the flow between and fails this latency check, then
the network topology needs to bemodified,without violating
the feasibility condition. This can be done using Algorithm 5,
which reduces the number of hops between and by
removing a sufficient number of intermediate switches from
the path to meet the maximum latency requirement . this
can be done by omitting either the first or the last switch in the
path. We select whichever is more effective in terms of an
appropriate cost, such as cable length. Whichever switch is
omitted, this method of restoring an acceptable end-to-end
latency is simple and requires littlemodification of the system
architecture.

6 EXAMPLES

We now present some examples based on an environmental
monitoring application (EMA) running in a networked avi-
onics system. When a new sensor module is added and the
trafficflowing through the data network increases,we need to
ensure timely delivery of the new flowwhile assuring that the
worst-case end-to-end latencies of existing flows remain
within their limits.

Fig. 7 illustrates a simple network architecture for envi-
ronmental monitoring. The sensor modules that collect envi-
ronmental images are attached to switches on the edge of the
network through a normal link. These switches are also
connected to the switched backbone network, in which the
switches are connected by high-bandwidth backbone links.
The switches at the edge of the network are assumed to be

crossbar switches with a port capacity of 100 Mb/s.
The backbone switches are with a port capacity of 100
Gb/s. The size of a packet isfixed at 10 kbits. Ifwe also assume
that all the switches have the same clock period P, of 10 ms,
the switches and the links at the edge of the network can
handle 100 packets during each clock period, whereas the
backbone switches and links can handle 100,000 packets.

In our example system, there are six sensor modules , ,
, , , and , each of which has a matching monitoring

module , , , , , and . Thus there are six flows
, , , , , and

in the network, beforeweadd twonewmodules and and
theflow from to . Switches and are closest to and

respectively, and are therefore connected appropriately.
Details of the flows are shown in Table 2.

6.1 Example 1: Feasibility Check
Whenmodules and are added to the network, it fails the
feasibility check at switches and , because has an
output traffic of packets per
clock period, which exceeds its link (or port) capacity of
100 packets in a clock period. The input traffic to also
exceeds its link capacity.

Fig. 8 shows the solution to this problemwhich is found by
Algorithm4.Because and have insufficient link capacity,

must be connected to a different switch. Therefore, we add
twonew switches, and , to the network anduse themas
relays connecting to . The resulting topology passes the
latency check because the traffic which pass through
in Fig. 7 is now distributed between and .

6.2 Example 2: Internal Bus Delay
After having derived an initial network topology, we need to
estimate the worst-case internal bus delay for the sensor
module as well as the monitoring module. The internal bus
delay is then used in evaluating the end-to-end latency re-
quirement and should be updated whenever any changes are
made to the internal architecture of the modules. This in-
cludes, but are not limited to, adding additional sensors to the
sensor modules, adding new applications to share the CPUs,
or using alternative hardware architectures.

We assume that the CPUs of the sensor modules are not
shared with any other application. Thus, the local delay ( )
depends on the number of sensors that are directly connected.
Asmore sensors are added, the contention in the PCI bus that
is directly connected to the network adapter increases. For the

Fig. 7. Existing environmental monitoring architecture. Ordinary links are
shown as thin lines, and backbone links as thick lines.

TABLE 2
Flows in the System of Fig. 7. Each Camera Supplies

Data at 5 Mb/s

Fig. 8. Network topology modified by Algorithm 4 has feasible traffic.
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pre-existing monitoring modules ( , , ), we also as-
sume that it has a single EMA that processes the sensor data to
forward it to display. These modules have the hardware
architecture, as described in Fig. 4. Delay depends on the
total amount of sensor data that is received through the
network from multiple LRUs.

For the newly added monitoring module ( ), we will
assume that its CPU is shared with a set of applications.
An advanced Search And Rescue (SAR) system is considered
to coexist with the EMA through IMA partitioning. The
additional set of tasks and features that the SAR system
supports includes the following:

Flight Control System (FCS).
InertialNavigation System (INS)/Global Positioning Sys-
tem (GPS)/Doppler navigation system that uses motion
sensor (accelerometers, gyroscopes) and satellite data.
Forward looking infrared radar (FLIR) for human detec-
tion and imaging in sea water.
Night vision imaging system (NVIS).
Color Weather Radar (CWR) system for weather visuali-
zation via satellite.

Safety-critical hard real-time tasks, such as the FCS and
INS/GPS/Doppler navigation system, which are directly
related to the aircraft’s safety are included. Other tasks are
focused on visual displaydata because they constitutemost of
the heavy data traffic in modern avionics systems. In a IMA
system, these tasks should safely share the resources of a
computer system. With multi-functional systems and ad-
vanced hardware, more tasks are included to be analyzed
for schedulability in modern avionics systems.

Special hardware components which are required for the
new monitoring module to handle the aforementioned fea-
tures are shown in Fig. 9. Some components such as the flight
display or the flight control panel are used by multiple
applications. These components must be connected through
predefined buses and bridges to build a well connected
hardware platform for the system.

Multiple data from external devices can come through a
common network adapter depending on network protocols

the device supports. We have assigned all the hardware
components in Fig. 9 to 5 different network adapter devices.
Table 3 shows each assignment. The hardware architecture is
described in Fig. 10 which also includes a display adapter.
EMA receives sensor data through Net_adapter_5 and sends
its output through the display adapter. The local memory is
used to save arriving sensor data during any IMA partition.
This is initiated by an I/O controller. Each application is
already assigned to a partition depending on other criteria
such as fault containment and safety. Some applications will
be sharing partitions as shown in Table 4. Any connection
with large visual data traffics is configured to make use of the
I/O controller and the local memory. Control related connec-
tions which have relatively small data sizes would directly
store the data in the main memory to minimize latency for
control. With the addition of the new application EMA in a
shared partition (vm3), all partition sizes are update based on
the local delay analysis and the memory access wait time that
is applied to the each applications. The new partition size and
schedule is proven to be valid with the given values shown in
Table 4. Fig. 11 shows a screen shot of ASIIST after analyzing
the local bus delay for the newly added application EMA.
Beneath each incoming and outgoing connection, it shows all
bus transactions that exist in each IMA partition due to the
logical connection. For incoming data, which is sent from the
Camera and received by the EMAThread has a worst-case of
27.39 ms delay. Data that is sent to the display adapter has a
19.64 ms delay. is the total value of 47.03 ms. Note that it is
not recommended to change the bus architecture when add-
ing a new application to an existing certified system. Gener-
ally, the cost of re-certifying the physical platform is very high

Fig. 9. Hardware components.

Fig. 10. Hardware model of monitoring module.

TABLE 3
Hardware Component to Peripheral Assignment TABLE 4

Partition Assignment of Applications for
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and thus it should be considered as one of the last changes to
try depending on cost comparison to other possible solutions
such as adding a new module to the network.

6.3 Example 3: Latency Check
We now perform a latency check on the network topology
shown in Fig. 8. Table 5 shows the worst-case latencies
between sensor and monitoring modules measured by
ASIIST, for the architecture and configuration of the PCI bus
described in Section 5.2 and Fig. 10, the resulting boundon the
end-to-end latency of each flow, and themaximum allowable
latency of each flow. The parameters of each flow are given in
Table 2 and the network topology is that shown in Fig. 8.

In this example, all the switches have the same clock
period, so the upper bound on each latency is proportional
to the path length. Two flows, and , have
three intermediate switches; twoflows, and ,
have six intermediate switches; and three flows, ,

, and , have seven intermediate switches.
Therefore, the upper bounds on the latencies of these group
offlows are 60ms, 120ms, and 140ms respectively. Summing
the latencies in the sensor and monitoring modules, the
maximum latency of the new flow is 128.8 ms if the
new sensor module contains four cameras, which is less
than the maximum permitted latency of 180 ms. But if the
number of cameras is increased to eight, the worst-case
latency of the new flow is too high.

This problem can be addressed by reducing the hop count
between and . Fig. 12 shows one possible topology, in

which ismoved from switch to .Now, theflow from
to has only six intermediate switches between and
and so the maximum latency in the data network becomes
120 ms. This satisfies the latency requirement for this flow.
A possible drawback of this approach is that it may increase
the connection cost, because the newer is no longer connected
to the physically closest switch.

7 RELATED WORK

Themost widely used standard for aircraft data networks has
been ARINC 429 [19], which supports transmission speeds of
up to 100 kb/s. The more recent ARINC 629 [20] was success-
fully applied to the Boeing 777,with a data-rate of 2Mb/s, but
this required customized hardware. Previous work on the
analysis of IMA systems [21], [22] has relied on ARINC 629,
sometimes in the form of its implementation, SAFEBUS, to
protect against the side-effects caused by using COTS com-
ponents. SAFEBUS is designed to be fault tolerant and deter-
ministic, but it is an expensive proprietary bus.

As COTS modules become more advanced, and are more
widely used by avionics companies to make cost reductions
[23], [24], new standards, such as ARINC 664, are being
developed to address the problems inherent in using these
modules more directly [25]. Legacy ARINC 429 network
modules can now be connected to ARINC 664 networks
through appropriately specified gateways and routers, and
methods of estimating end-to-end latencies in ARINC 664
networks are receiving increasing interest [26].

With the Ethernet-based speed of ARINC 664, customized
internal hardware architectures using COTS components,
such as PCI bridges and buses, are being developed and used

Fig. 11. ASIIST local bus delay result for EMA in (4 Cameras).

TABLE 5
Latency in the System of Fig. 8. The Numbers Inside the

Parenthesis Represent the Number of Cameras in the Sensor
Module, Each of Which Supplies Data at 5 Mb/s

Fig. 12. Reducing the number of hops usingAlgorithm5 to reduce end-to-
end latency.
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to replace SAFEBUS.While these architectures provide higher
average performance, they require comprehensive analysis to
guarantee latency. Model-based engineering (MBE) provides
the designing environment for implementing such analysis
that identifies sets of data flows that interfereswith each other
for every bus segment in a computing module.

Previous work that use MBE for latency analysis either
consider local delay as homogenous [27], or simplify the bus
architecture [28] for static analysis, or rely on testing and
simulation to measure delay [29], [30]. Such approaches do
not require a detailed hardware architecture model but also
removes the potential of identifying problems and solutions
from a hardware design perspective. They also rely on special
hardware that guarantees such constant performance for
analysis results to be accurate which is generally not the case
with COTS components.

Considerable effort has been devoted to analyzing the
performance of high-speed switches and routers and to ob-
taining their delay bounds [31], [32]. The scheduling of cross-
bar switches can be reduced to a search for a matching array
within a graph, for which fast matching algorithms have
already been developed [33]. However, because these algo-
rithms are based on a stochasticmodel of traffic patterns, they
provide asymptotic performance bounds that are not suffi-
cient for real-time avionics systems in which predictability is
critical. There have been some recent studies on the design of
real-time switches [14], [34]. In particular, an efficient switch
design for real-time applications was proposed by Qixin et al.
[14],whoprovide amechanism for guaranteeing that a certain
number of communication slots are allocated to a task over a
fixed time interval, under the assumption of deterministic and
periodic real-time traffic.

To the best of our knowledge, none of the work reviewed
above employs the virtual integration of a real-time switch to
create support for the creation of feasible network paths;
neither does it consider the internal I/O architecture within
computingmodules, which is a necessary step in determining
the true end-to-end latency of a networked COTS-based
avionics system. The key difference in our approach is its
ability to evaluate the contribution of each system component
to latency and to determine whether added workload will
affect the delay bounds on existing network connections.

8 CONCLUSIONS

In hard real-time systems with tight timing constraints, a
small change to one component can cause a sequence of
adverse consequences: in this paper we have shown how to
track andmanage these cascading effects.We believe that this
is the first example of support for system architecture deci-
sions being provided so early in the design of networked
avionics systems.We showed howAADLandASIISTmodels
can be used to analyze the local bus delay in a computing
module of an integrated modular avionics system. We went
on to propose a real-time switching algorithm based on clock-
driven scheduling, and established that it can provide a
bounded switching delay for any feasible traffic. Then we
demonstrated how model-based engineering enables us to
accurately assess the end-to-end latency of applications run-
ning on integratedmodular avionics systems. In addition, we
have proposed a heuristic algorithm to verify the real-time

constraints of an avionics system in terms of traffic feasibility
and end-to-end latency, and another heuristic to search, when
necessary, for a new network topology that satisfies timing
constraints. Finally, we constructed an example avionics
platform containing instances of our real-time switches, ana-
lyzed a test case in which network traffic increases due to the
installation of newcomputingmodules, andpresented results
that demonstrate the effectiveness of our approach.
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