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This article presents an attack-resilient architecture
for cyber-physical systems (CPSs). As a case study, the
authors build a radio-based train control testbed and
validate the proposed resilient design architecture. The
target CPS application s a hierarchical control system.

yber-physical systems (CPSs) are next-gen-
eration engineered systems that require
tight integration of computing, communi-
cation, and control technologies to achieve
the required performance level while satisfying such
characteristics as stability, reliability, robustness, and
resilience.l In particular, because many societal infra-
structures are built in the framework of CPSs, resilience
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becomes critical in CPS des.ign.s'7 The term resilience
implies systems that can tolerate a certain level of mali-
cious external attacks or internal faults, secure core
functions if full operation is not possible, and fail grace-
fully when inevitable.

In this article, we introduce an attack-resilient CPS
architecture. Then, as a case study, we implement a train
control testbed and empirically validate the proposed
resilient architecture under various safety-critical sce-
narios. Attacks on passenger trains have occurred® and
hence received attention.'™1?
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FIGURE 1. The conventional architecture for hierarchical control systems.
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Our target CPS application is a hier-
archical control system as shown in Fig-
urel, which consists of physical systems
equipped with local embedded control-
lers, a supervision module that man-
ages high-level operation of physical
systems, and a computer network con-
necting physical systems to the super-
vision module. The hierarchical control
architecture is prevalent in many CPS
applications, including autonomous
ground and aerial vehicles.

In particular, we design a resilient
architecture for attacks on each com-
ponent—that is, physical systems,
embedded controllers, and network.
For physical systems, we introduce an
attack-detection algorithm that can
tolerate sensor failure as long as one
sensor remains intact. For embedded
controllers, we propose a switching
mechanism between high-perfor-
mance (HP) and high-assurance (HA)
modules upon detection of failure. For

networks, we consider a software-de-
fined networking (SDN) method for
real-time recovery of networks.

We build a train control testbed to
validate the proposed architecture
under various safety-critical scenar-
ios. Our testbed is based on a commer-
cial train control and supervision soft-
ware.Inaddition, the railway-installed
sensors and other related mechanisms
are implemented reflecting the actual
train control and supervision system,
whereas the train dynamics are com-
puter simulated. Our empirical case
study with the testbed validates the
resilience of the proposed architec-
ture under various attacks on sensors,
embedded controllers, and networks.

RESILIENT CPS
ARCHITECTURE

An attack-resilient architecture is pro-
posed in this article for the purpose of
increasing resiliency of the target CPS

systems. The proposed architecture is
illustrated in Figure 2, where several
architectural changes are introduced
to the basic architecture of the target
CPS system in Figure 1. The changes
introduced in the physical layer include
software-based functional isolation
capability with the use of hypervisors.
This allows multiple operating sys-
tems (OSs) to be run in isolation from
each other so that a level of resiliency
is ensured in case of failure. Specifi-
cally, live migration of critical control
algorithms from one OS to another may
be enabled. Also included is a simplex
structure!® with an HA computing
module to ensure graceful failure.
Multiple sensors are introduced in
the physical systems and support algo-
rithms for sensor attack detection and
countermeasures. We also introduce
SDN technology** in the network layer
so that the layer has a level of intelli-
gence and the means to detect and
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recover from attacks or faults on
the network.

Finally, although not explicitly shown
in Figure 2, we can further implement
a method in the supervision layer that
monitors the operations of the entire sys-
tem and provides online corrections to
the SDN controller in the network layer
and the embedded systems in the phys-
icallayer.

Software isolation in a CPS

A hypervisor provides multiple isolated
virtual machines (VMs) and enables
a VM toback up the functions of another
VM that fails due to attacks or faults.
The machine that hosts the hypervi-
sor monitors the other VMs and initi-
ates prepared countermeasures when it
detects abnormal situations. A primary
VM runs processes that operate each
physical system, and a backup VM is
prepared to receive primary processes,
resuming when the primary VM is not
available to proceed.15
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Supporting graceful failure

Figure 2 shows that each embedded
system controlling a physical plant
includes separate HP and HA hard-
ware modules. The HP module fulfills
the task allotted to that system, and
the HA module monitors the HP mod-
ule. Normally, the HA module simply
passes control-related data from the
HP module to the physical system. If
abnormal behavior is detected, the HA
module isolates the HP module from
the physical plant and directly con-
trols that system to maintain a set of
critical core tasks or fails safe.

Sensor-attack-resilient algorithms
Multiple sensors provide resilience
against sensor attacks.1ot7 Existing
methods to detect attacked sensors and
algorithms to assess the state of the physi-
cal system in the presence of a sensor attack
can be implemented in the HP module.
Most existing algorithms rely on
principles similar to triple modular

redundancy.'®19 This implies that the

number of attacked sensors the system
can tolerate is, strictly, lower than the
number of intact sensors. One notable
distinction is found in Yu and Eun,?°
where a method is proposed for the
system to correctly function as long as
there is one sensor that is intact. The
condition for the method to be applica-
ble is that a dominant disturbance to
the systemis known a priori. Examples
of such cases include a train control
system where a dominant disturbance
comes from the slope and curvature of
the tracks and is known in advance.
This algorithm is adopted in our radio-
based train control testbed and will
be explained later.

CPS with SDN capability

For network resiliency, we use SDN tech-
nology. SDN enables network anomaly
detection by periodically collecting
network statistics. In addition, SDN is
capable of rerouting network traffic

WWW.COMPUTER.ORG/COMPUTER



] ] @ ] @ @ Q@
/N N N PN N N
=N —~ T ~ N —_
— Wired
g — — - Wireless
g watp1|_©
waTP2 | ©
ATS
- >_\
=Y
OATO OATP Precefjing
Train
[@O) @) @0
] @ @ () () (] @ (]

FIGURE 3. A communication-based train control system. AP: access point; WATP: wayside automatic train protection; OATO: onboard
automatic train operation; OATP: onboard automatic train protection; ATS: automatic train supervision.

upon failure detection. Based on these
SDN functions, we can implement real-
time recovery of networks, which is
critical for resilient CPSs.

Resiliency in the

supervision layer

Detection of some malfunctions may
be more straightforward if it takes
place in the supervision layer rather
than other layers. Examples include
the case where messages from the
supervision layer are corrupted while
being delivered to modules in another
layer. In this case, abnormal behav-
iors can be detected only at the super-
vision layer. The hot-patching tech-
nique can modify the functionality of
processes without shutting down the
system.?! Upon detection of abnormal

behavior, the supervision layer with
the hot-patching technique can initi-
ate patching of the algorithms being
executed in the SDN controller, HP
module, or HA module.

RADIO-BASED TRAIN
CONTROL TESTBED

Train control and supervision

A metro nicely fits with the target CPS
architecture of hierarchical control
systems. Each train is equipped with
an embedded feedback controller and
operates by command of the central
operation unit. Messages containing
the locations of each train and com-
mands from the central unit to each
train are sent and received through a
communication network.

Communication-based
train control systems
Communication-based train control
(CBTC) systems?? use wireless commu-
nication technology to enable a real-
time observation oftrainlocationsand
improve the efficiency of transport by
allowing shorter intertrain distances
than conventional systems. For this
reason, CBTC systems have recently
been adopted in many countries.

However, CBTC systems are exposed
to malicious threats more than conven-
tional systems because of wireless com-
munication. Therefore, we demonstrated
the effect of malicious attacks and the
resiliency of the proposed CPS architec-
ture on our testbed of CBTC systems.

The operation of the CBTC system
is illustrated in Figure 3, where system
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RESILIENCY IN CYBER-PHYSICAL SYSTEMS

components and interconnections are
shown. Automatic train supervision
(ATS) monitors the entire operation
of the trains and, when safety proto-
cols are violated, manually sends
commands to wayside automatic train
protection (WATP). There are many
WATP units on the track. Each WATP
oversees the train operation within
a specified segment of the track (the
shaded portion in Figure 3) and notifies
the trains in the segment of the max-
imum velocity and distance they are
allowed to travel. This information is
received by the onboard automatic train
protection (OATP) unit on each train.
Then OATP calculates the velocity pro-
file the train has to follow and sends it
to onboard automatic train operation
(OATO). Finally, OATOfeedback controls

Supervision Layer

Network Layer

the train using encoders and tag sen-
sors. OATP also monitors whether the
train operation respects the maximum
velocity and allowed distance given
by WATP. If not, OATP applies the emer-
gency brake and stops the train. In
addition, Figure 3 shows rails, trains,
tags on the rail, and access points (APs)
along the track. Wired and wireless
communication between modules
is also shown with solid and dotted
lines, respectively.

Radio-based train control

testbed implementation

The testbed implements most of the
components in CBTC systems real-
istically. The ATS is implemented
on a desktop PC with a Windows OS
and commercial ATS software. Track

Physical Layer

"
Ettercap

(a)

information is taken from an actual
line, which contains four stations.
The WATP is also implemented on the
same desktop computer, following
closely the operation of actual systems.
Communication between the two is
emulated based on the Korean CBTC
standard KRS-SG-0069.23 In the
testbed, only one WATP is included
because a single WATP is enough to
cover the track segment of four stations.

As shown in Figure 3, the hierarchi-
cal control system of a metro includes
many trains. Each train is equipped
with OATP and OATO. However, for
the sake of simplicity, only one train
in the testbed is implemented with the
actual OATP and OATO following the
proposed structure; the rest are imple-
mented virtually.

(b)

FIGURE 4. The radio-based train control system testbed. (a) The front view of the testbed. (b) Each monitor is connected with a laptop

on the table behind. SDN: software-defined networking; ARP: Address Resolution Protocol.
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The detailed train is constructed as
follows. A single desktop implements
both OATP and OATO. Some functions
of OATO, for example, door control,
are removed for simplification, and
the motion control module is imple-
mented on a separate laptop computer
and an Odroid XU4. The laptop is
installed with the Linux operating sys-
tem, and it implements the HP module
with a host machine running two ker-
nel-based VMs. The Odroid XU4 takes
the role of an HA module for graceful
degradation. For the detailed train, the
dynamics are simulated on another
Windows-based desktop using a sim-
ulator, which receives motor and brake
commands from OATO and returns
the signals from the encoders and tag
sensors. Three onboard encoders are
included in the simulator, and attacks
can be generated and applied to each of
them. For the virtual trains, OATP and
OATO are combined and simplified so
that the train information is reported
to ATS.

The network consists of a laptop
with SDN controller and four Rasp-
berry Pis with OpenvSwitch. Open-
Flow 1.3 is used as an SDN protocol.
One Raspberry Pi operates as a router
and an AP, and the other three operate
as routers to provide multiple paths
between WATP and OATP.

The HP module contains sensor
attack detection algorithms,20 a live
migration algorithm, and a hot-patch-
ing platform.?! The SDN contains a
countermeasureagainstlink failovers.
Figure 4 shows the whole testbed.

ATTACK RESILIENCY UNDER
VARIOUS SAFETY-CRITICAL
SCENARIOS

In this section, we validate the resil-
iency of the proposed architecture
under various attacks that can result in
the collision of two trains with the con-
ventionalarchitecture. Our evalu-
ation scenario sufficiently captures
all of the key operational aspects of
the train control system. Performance

evaluation with a full-scale scenario is
a subject of future work. In our experi-
mental study with the testbed, the train
operation scenario shown in Figure 5
is as follows:

1) Train 0002 stops at Station B;
the passengers enter and exit
the train.

2) Train 0001 at Station A departs
to Station B.

3) Duetoacertainissue, Train
0002 is unable to depart from
Station B.

4) Afterreceiving the information
on Station B from the WATP,
Train 0001 lowers its speed to
maintain the safety distance to
Train 0002.

In this setting, we show the resiliency
ofthe proposed architecture under var-
ious safety-critical attack scenarios.

Resiliency against encoder attack
Here, we consider the attack sce-
nario where two of the three encod-
ers are compromised. Specifically,

FIGURE 5. Station A, Station B, Train 0001, and Train 0002 displayed on the ATS screen.
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FIGURE 7. (a) The OATP velocity profiles and (b) the positions of Train O001.

two encoders are attacked so that the
velocity measurements from them
are lower than actual train speed by
6 m/s. Figure 6 shows the movement
of Train 0001 in two cases. First, the
resiliency algorithm®® that can toler-
ate a single sensor failure is included
in the HP module. Second, the
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algorithmthat cantolerate the failure
of up to two sensors2? is in the HP
module. In the first case (solid red),
Train 0001 violates the maximum
allowed position set by WATP (shown
by the blue dotted line). Nevertheless,
no collision occurs because OATP
applies an emergency brake. In the

second case (solid green), Train 0001
does not violate the limit.

Resiliency against Address
Resolution Protocol

spoofing attack

We consider the scenario where the
maximum allowed position sent from
WATP to OATPisincreased from 566 m
to 866 m by an Address Resolution Pro-
tocol (ARP) spoofing attack.

We can provide resiliency against
the ARP spoofing attack by two methods.
First, we use hot patching of the com-
munication protocol so that the altered
packet is invalidated. In case of abnormal
behavior, the ATS triggers the hot patch-
ing to change the communication proto-
col to the maximum allowed position sent
from WATP to OATP. The other method
is, upon detection, to reroute network
traffic around the compromised node
using SDN capability. SDN captures a
suspicious connection, removes the com-
promised node from the network, and
reroutes the data from WATP to OATP.

Figure 7(a) shows the velocity pro-
file computed by OATP in the following
three cases: Case 1 (blue) has no attack,
Case2 (red)isnotunderthe ARPspoofing
attack,and Case 3 (green)isunderattack,
but hot patching is deployed immedi-
ately. Clearly, the profile in Case 3 is
similarto the onein Casel, whereas Case
2 exhibits great deviation. Figure 7(b)
shows the positions of Train 0001 in the
three cases, respectively. Cases 1 and 3
operate normally, whereas Case 2 results
in collision of the two trains. Unlike
the encoder attack case, OATP cannot
prevent the collision because the attack
has introduced a deceptive maximum
allowed travel position.

Resiliency against OATO failure
OATO may show abnormal behav-

iors due to system software errors or
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hardware malfunctions. In this situ-
ation, the conventional CBTC system
stops the train. However, in the pro-
posed architecture, the HP module
recovers from the software error by
migrating the train control process
to back up the VM.

Resiliency against

network link failure

We implement a link failover algorithm
that is based on the switch state informa-
tion and changes the original path to the
alternative one. Our experiment shows
that the link can be restored within 30 ms,
which is sufficient to deliver control
information to the train control system
in aresilient architecture.

n this article, we introduced a design

method for resilient CPSs. In partic-

ular, we focused on the hierarchical
control architecture that is prevalent in
many CPS applications. To validate the
proposed scheme, webuiltaradio-based
train control testbed. Then, we verified
the resiliency of the testbed under var-
ious safety-critical attack scenarios.
For further validation, we are currently
working on other applications, such as
autonomous cars and drones.
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