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Abstract. The behavior of selfish users, which does not respect the backoff pro-
cedure of IEEE 802.11 WLAN, has been nicely studied in game-theoretic frame-
works. However, in these studies, the effect of physical carrier sense has not
been properly incorporated into the analysis. In this paper, we study the prob-
lem of how carrier sense misbehavior can affect network performance in addi-
tion to backoff misbehavior. Our analysis shows that a cheater can increase its
throughput by ignoring the carrier sense mechanism while a well-behaved user
significantly loses its throughput. Consequently, not only a malicious user, but
also a selfish one is motivated to disregard the carrier sense mechanism, which
will result in significant throughput degradation of well-behaved ones. Our anal-
ysis also shows that carrier sense misbehavior corresponds to the case of virtually
increasing the channel access probability of the cheater in the backoff procedure.
We provide our preliminary simulation results, which verify our analysis.

Keywords: IEEE 802.11 MAC, physical carrier sense, wireless network secu-
rity, MAC-layer misbehavior.

1 Introduction

With the ubiquitous deployment of wireless networks such as IEEE 802.11 Wireless
Local Area Network (WLAN), it becomes critical to protect the network from mali-
cious and selfish users. In particular, the Medium Access Control (MAC) protocols
in wireless networks typically adopt distributed contention resolution schemes for the
shared wireless channel. Hence, a misbehaving user that does not respect MAC pro-
tocols can significantly degrade network performance by diminishing the bandwidth
share of well-behaved users. For example, the IEEE 802.11 WLAN MAC adopts the
Distributed Coordination Function (DCF), which basically consists of the CSMA/CA
with the exponential backoff mechanism. Consequently, a malicious or selfish user,
which disregards the IEEE 802.11 DCF, may cause significant performance degrada-
tion of well-behaved ones.

Recently, selfish or greedy behavior in IEEE 802.11 MAC has been substantially
studied [1,12,3114,5L/6]. In particular, the selfish behavior disregarding the exponential
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backoff mechanism has been nicely formulated in game-theoretic frameworks [2}3]
S|]. These studies have shown that the selfish behavior of disregarding the exponential
backoff mechanism can significantly increase the bandwidth share of a cheater at the
expense of that of a normal user. In addition, several efficient detection mechanism for
misbehavior of a cheater have been proposed [2}/4,l5]. However, in these studies, the
effect of physical carrier sense has not been considered in the analysis.

In this paper, we study the problem of how carrier sense misbehavior affects net-
work performance in IEEE 802.11 WLAN. Since the basic IEEE 802.11 MAC consists
of physical carrier sense and the exponential backoff mechanism, carrier sense misbe-
havior provides another line of possibilities for a cheater in addition to disregarding the
exponential backoff mechanism. We consider the case when a cheater does not respect
the carrier sense mechanism with a certain cheating rate when it has a packet to send.
We first derive the saturation throughput of a cheater and a well-behaved user as a func-
tion of the cheating rate, respectively. Then, we show that the throughput of a cheater
increases while that of a normal user decreases as the cheating rate increases. Conse-
quently, similarly as in the case of the backoff misbehavior, the cheater can increase its
bandwidth share by sacrificing that of the normal user. Our analysis further shows that
carrier sense misbehavior corresponds to the case of virtually increasing the channel
access probability of the cheater in the exponential backoff mechanism. Our simulation
results validate our analysis.

The remainder of the paper is organized as follows. We introduce recent studies
on wireless network security in Section 21 Then, in Section 3, we introduce the IEEE
802.11 DCF and the Bianchi’s model for the exponential backoff procedure, which will
be used in our analysis in subsequent sections. In Section 4] we derive the saturation
throughput of a cheater and a well-behaved user as a function of the cheating rate,
respectively. Then, we show that the throughput of a cheater increases while that of a
normal user decreases as the cheating rate increases. Simulation results that verify our
analysis are given in Section [3 Finally, our conclusion follows in Section 6l

2 Related Work

The IEEE 802.11 standard has seen successful widespread deployment because of its
unlicensed spectrum and low hardware cost. The original security protocol of IEEE
802.11, called Wired Equivalent Privacy (WEP), was designed to provide privacy and
authenticity of data. However, it has been shown by Fluhrer et al. [7] that weakness
in the encryption algorithm used by WEP can be exploited to allow the discovery of
session keys. After this study, various related attacks have been demonstrated, for ex-
ample, [8,9].

Bellardo and Savage [[10] have implemented and demonstrated an attack that targets
the authentication/association scheme of IEEE 802.11. They showed that the deauthen-
tication and disassociation messages are not encrypted in the scheme, and thus an at-
tacker can easily forge these messages. The attacker can then send the deauthentication
message to the access point before client’s data is received, or the attacker can send the
disassociation message to the client before the client’s data is transmitted. They further
showed in [10] that the 802.11 carrier sense mechanism can be easily exploited. For
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example, in 802.11 networks, a node can only send data a certain time after the channel
stops being busy. In particular, if not due to retransmission or fragmentation, a user can
only transmit data DCF InterFrame Space (DIFS) after channel is available; otherwise
the user can transmit data Short InterFrame Space (SIFS) after, where SIFS < DIFS.
Bellardo and Savage then presented a sophisticated scheme exploiting the virtual car-
rier sense mechanism. The 802.11 standard specifies that the MAC frame header of all
packets should contain a duration field, which specifies how long others have to wait
before transmission is allowed in order to avoid collision. Users update their Network
Allocation Vector (NAV) with this duration information and keep quiet for the specified
duration. Thus an attacker can repeatedly request long channel occupancy time, thereby
starving normal clients of channel occupancy.

Another type of attack that disregards the backoff procedure in 802.11 MAC has
been substantially studied [1,2}/3]. In these studies, game-theoretic frameworks have of-
ten played a key role for analyzing the network behavior [2,3]. For example, it has been
shown in [2f] that the backoff misbehavior leads to a significant unfair share of band-
width between the cheater and the well-behaved users. Then, an efficient game-theoretic
framework has been proposed to drive the network operating point to a pareto-optimal
one. More recently, Pelechrinis et al. [6] showed in their empirical studies that carrier
sense misbehavior significantly degrades the performance of well-behaved users while
the cheater can substantially increase its bandwidth share. Based on this observation,
They proposed a scheme for detecting this misbehavior in IEEE 802.11 WLAN. Their
key idea is as follows: Since the cheater will ignore low-power receptions as legitimate
packets, by intelligently sending low-power probe packets, an AP can detect the cheater
with high probability.

Our study here lies in the direction of these studies on carrier sense misbehavior.
Our main focus is on investigating the performance of each user with carrier sense
misbehavior, which has not been considered in the analysis of previous studies. Though
the throughput performance with carrier sense misbehavior has been empirically shown
in [6], there has been few analytical studies on this issue. Consequently, we look into
this problem in an analytical manner, which we expect will be a building block for
developing efficient detection and prevention mechanisms for carrier sense misbehavior
in the future.

3 Preliminaries

3.1 IEEE 802.11 DCF Mechanism

The basic CSMA/CA mechanism in IEEE 802.11 DCF operates as follows. When a
station has a frame to transmit, it senses the medium first, which is called physical car-
rier sense. After the medium is sensed idle for a time interval of Distributed InterFrame
Space (DIFS), it starts to transmit the frame. Otherwise, the station defers its transmis-
sion according to a exponential backoff algorithm: It maintains a random backoff timer,
whose value is uniformly distributed in [0, CW], where CW stands for the contention
window size. CW is always 1 less than a power of 2 (e.g, 15, 31, 63, ...). CW is initially
set to its minimum value of C'W,,;,, moves to the next greatest power of two, up to its
maximum value of CW,, .., after each time the frame incurs a collision. The backoff
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timer is decremented by one for each physical slot time o when the channel is idle,
suspended whenever the channel is busy, and reactivated after the channel is sensed
idle again for a DIFS. The node transmits when the backoff timer reaches zero. After
transmitting frame except broadcasting message, the source node expects to receive a
positive acknowledgement (ACK) frame from the destination node within an interval of
Short InterFrame Space (SIFS). If an ACK is not received in SIFS, the sender assumes
the frame has experienced a collision, and schedules a retransmission for this frame
while updating CW according to the exponential backoff algorithm.

3.2 Markov Chain Model for the IEEE 802.11 Exponential Backoff Mechanism

Here, we briefly introduce the Markov chain model for the IEEE 802.11 exponential
backoff mechanism in [[11]] for completeness, which will be used in our analysis in the
next section. For a given node, each state is represented as (i, k) where i is the backoff
stage and k is the current backoff counter. The backoff window size at stage ¢ is denoted
by W;. Since the minimum backoff window size is W, W; becomes W; = 2iWW with
the binary exponential backoff[] The maximum backoff stage is m. Then, the one-step
transition probabilities are as follows:

Pli,k|ik+1} =1, ke (0,W; —2),i€(0,m);
P{0,k|i,0} = “V;—P) € (0, W0 —1),i € (0,m);
P{ik|i—1,0} =&, k (OW—l), € (i,m);
P{m,k|m,0} = &=, k€ (0, —1).

Now, let b; ; denote the stationary probability of state (i, k). Then, we have the follow-
ing relation.

Pmbo,o

bi_’() = pibo,o, 0<i<m;
bmo = Ty

Then, we have

W, —k .
bi,k = Tbi’o, S (O,m), ke (1,W1 — 1)

Finally, b; j, can be expressed as a function of by ¢ as follows:

{bi,k — W()O 0, ] (0 m — ), ke (1,VVZ — 1), (1)

bm,k:pg(vgiwm)boo, ke(l Wi).

Now, by o can be obtained by applying the normalization condition of the Markov chain
as follows:
W;—1 W;—1
bi k- 2)
k=1

[F

Il
o

bix = i bio +

=0 7

i=0 k=

(=)

"'Tn fact, W; and W correspond to CW + 1 at stage ¢ and CWy,i,, + 1 in the previous section,
respectively.
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By using (), @) gives

2(1—2p)(1 —p)

boo = . 3
"0 T2 (W + 1) + s (1L )7 ©
From (@), the channel access probability T can be obtained as follows.
- 2(1 - 2p)
T = b@ = . (4)
20 = T g 17 T @)

4 Performance Analysis with Carrier Sense Misbehavior

In this section, we present an analytical framework for modeling a heterogeneous IEEE
802.11 WLAN, where a cheater and a well-behaved user coexist. In our analysis, we
assume that there exist one misbehaving user and one normal user in the network. A
more general analysis will be an issue of future work.

4.1 System Descriptions and Assumptions

There are basically two ways for a cheater to disregard the carrier sense mechanism.
First, it can intentionally ignore the ongoing transmission of a well-behaved user during
the exponential backoff procedure and attempt to transmit by decrementing its backoff
counter without freezing. In this case, if the transmission of a frame takes longer than a
usual backoff window, it is clear that both of the transmissions will fail because of the
collision, which is apparently malicious to both the cheater and the well-behaved user.
Another way is to disregard the carrier sense mechanism at the beginning, and starts to
transmit without entering into the exponential backoff mechanism. Here, we consider
the latter case, under which the cheater may benefit from its misbehavior.

Without loss of generality, let User 1 denote the cheater and User 2 the well-behaved
one. The conditional collision probability and the channel access probability of each
user are denoted by p; and 7;, ¢ = 1, 2, respectively. In addition, the cheater ignores
the carrier sense mechanism with a cheating rate of g, i.e., with a probability of ¢, the
cheater accesses the channel without carrier sense (which also results in bypassing the
exponential backoff mechanism). Consequently, the cheater can affect the throughput
performance of both users by adjusting the value of g. Our analysis has the following
two goals; to derive the throughput of each user as a function of the cheating rate ¢ and
to identify the effect of ¢ on the throughput of each user based on the derived model.

Note that it is not a simple task to discover the analytical relation between the
throughput of each user and the cheating rate because of the exponential backoff proce-
dure. In addition, it should be noted that the channel access probability of the cheater,
71, is defined as the conditional channel access probability when the cheater has decided
not to cheat (which occurs with a probability of (1 —¢)). The actual channel access prob-
ability of the cheater seen by the well-behaved one is different from 7. We will discuss
this issue in the subsequent section.
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4.2 Markov Chain Model for the Exponential Backoff Mechanism with Carrier
Sense Misbehavior

Here, by using (4), we derive the systems of equations for the exponential backoff
mechanism with carrier sense misbehavior. Note that our analysis is different from the
homogeneous case in [11]] in the sense that we consider the heterogeneous situation
where 7;’s and p;’s are different, respectively, because of the introduction of the carrier
sense cheating rate q.

As already introduced in the previous sections, let p; and 7;, ¢ = 1, 2 denote the colli-
sion probability and the channel access probability of the cheater and the well-behaved
user, respectively. Since the event of cheating is independent of the well-behaved user’s
channel access, the conditional collision probability of the cheater, p;, becomes

p=1-(1-7n)=mn. )

In the meantime, the channel access of the well-behaved user will succeed if the cheater
has decided not to cheat and further decided not to transmit according to the exponential
backoff mechanism. Hence, p2 becomes

pp=1=(1=g)(l-—m)=1-[1-{(1-g)n +q¢}] =, ©6)
where 71 = (1 — q)71 + ¢. In addition, from (), we have
2(1 —2p; .
7= U~ 2p) i=1,2. (7)

(1 =2p)(W + 1) + p;W (L = (2p;)™)’
Hence, from (@), (6), and (), we have

B B 2(1 — 27’2)
n=F) = T W D s R = ) ®
and
T =G(11,q) = 22 ®

(1—=2m)(W+1)+7W(1—(2r)™)’

where 71 = (1 — ¢)71 + ¢. Similarly as in the homogeneous case in [[11], and (@)
constitutes a nonlinear system of equations for 71 and 7». It should be noted in (9)) that
the access probability of the well-behaved user, 72, is determined by the exponential
backoff procedure in @) as if the cheater accesses the channel with 71 = (1 —¢)71 +gq.
We have the following relation for F in (8):

Lemma 1. F(73) in (8) is a decreasing function of T».

Proof. From (8), we can easily show that dF'(12)/dm < 0. O
In addition, we have the following result for G in (9):

Lemma 2. For a given value of 71, G(71, q) is a decreasing function of q.

Proof. 1t is straightforward from (@) that 0G(7, q)/9q < 0. O
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From Lemma [Tl and Lemma 2] the solution to the systems of equations in (8) and @)
has the following property:

Theorem 1. Let (75,75 ) denote the solution to the system of () and Q). Then, (77, 75)
is unique. Furthermore, T{ increases with q while T3 decreases with q.

Proof. From (@), F(0) = 2/(W + 1) and F(1) = 2/(2™W + 1). Similarly, from
@, we have G(0,q) = 2(1 —2¢)/ [(1 — 2¢)(W + 1) + ¢W (1 — (2¢9)™)] = F(q) and
G(1,q9) =2/(2™W+1) = F(1).Since 0 < ¢ < 1 and F is a decreasing function from
Lemmalll we have F'(q) > F(1). Hence, it can be concluded that (75, 75) is unique.
Furthermore, since G is a decreasing function of ¢ from Lemma[2, 7 is an increasing
function of ¢ while 75 is a decreasing function of g. O

From Theorem[I] we have the following corollary:

Corollary 1. The virtual access probability of the cheater, denoted by 71 = (1—q)71 +
q, is an increasing function of q.

Proof. By differentiating 7| with respect to ¢, we have

8’7'{ 8’7’1
9n_q - 1- )2,
4 (1-m)+1-q) 94
Since 0 < ¢, 7 < 1 and 971 /9q > 0 from Theorem[I] we have d7{/dq > 0. O

Remark 1. Our analysis shows that the effect of carrier sense misbehavior is to virtu-
ally increase the channel access probability of the cheater seen by the normal user from
7110 11 = (1 — q)11 + q. From Corollary[ll the virtual channel access probability of
the cheater increases as the cheating rate q increases. It should be noted that T, is still
determined according to the ordinary exponential backoff mechanism as given in (8).

4.3 Saturation throughput of Heterogeneous IEEE 802.11 WLAN with Carrier
Sense Misbehavior

Let v;, 7 = 1, 2 denote the virtual slot time, which is the average time for each event of
User 7. Then, we have

v=va=1—-q)[(1—m)1—m)o+{n(l—"m)+l—m)}Ts+nmT]
+4q {(1 - 7—2)T5 + T2Tc}
=1-m)1-n)o+{r(1—-"m)+nl—"1)}Ts + 7T, (10)
where o, T, and T, denote the slot time, the time for successful transmission, and that

for collision, respectively.
Let S;, 7 = 1, 2 denote the saturation throughput of User 4. Then, from (&), we have
(-gn+q9@—p1) 7(l-—m)

S1 = = )
U1 U1

where 7{ = (1—¢)71 +¢ and vy is given in (I0). We have the following relation between
S and ¢:
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Theorem 2. The saturation throughput of the cheater is an increasing function of the
cheating rate q.

Proof. By applying the chain rule,

05, _980ri  0510m 050
dq Or] 0g  0m Oq¢  Ov Oq
(1—m) 07 7012 71(1—"12)0u

—— 11
U1 0q v Oq v? dq (v

In the meantime, from (10),

vy _ O Oy | Ovi Om

—_— = . 12
0q 0t Oqg Ot Oq (12)
By plugging (12) into (II), we have
%:(1—@) 1_T_{6U1 on _m 1+(1_T2)% % (13)
dq v vy 011 | Oq V1 vy Om| Oq
Let vy = A(m2)7] + B(72). Then, from (IQ), we have
81)1 ’
A(r) = 37 = (1—7)(Ts—0)+7(Ts — T,) > 0. (14)
1
Furthermore, B(72) = v1|r/=0 = (1 — 72)Ts + 72T, > 0. Hence, we have
GO A(ro)T{ <1 (15)

ac’)_ﬁ a A(TQ)T{ + B(Tg)

In a similar manner, let v; = C(7{)72+ D(7]). Then, for positive C(7]), by (I3), Theo-
rem[I} and Corollary[T] the right-hand side of (I3)) becomes positive. When C(7]) < 0,
we have

(A-m)du| | Clm)A-m) | _|Clm)|_,
v On| O+ D(m)| ~ [D(m)|
because D(71) > |C(71)|. Consequently, we have 9,51 /9¢ > 0 for all cases. O

In a similar manner, from (@), we have

52:M.

V2
Then, we have the following result for the relation between S5 and q.

Theorem 3. The saturation throughput of the well-behaved user, S, is a decreasing
function of the cheating rate q.
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Proof. By symmetry, from (13)),

95, (1-m) [1_7_2%] ory T [Hu—ﬁ)avg} o7

V2 87'2 3_q (16)

dq V2

vy O

5‘q V2
Letvg = A’(71)72 + B’(11). When A’(1]) is positive, we have

T2 Ovg A'(1])72

v 0y Al(r)r2 + B'(7])

Hence, in all cases, the right-hand side of (16) is negative by virtue of Theorem [I] and
Corollary[dl 0

5 Simulation Study

In this section, we perform a simulation study to verify our analysis. We use ns-2.34
with the MAC model in [12]. For saturation condition, we generate downlink UDP
traffic of 6 Mb/s from the AP to each user. The default parameters used in our simulation
is given in Table 1l For each given value of ¢, simulation run of 100 seconds has been
performed for 20 times. Each point in figures is shown with a confidence level of 95%.

Table 1. Default parameters used in ns-2 simulations

802.11a modulation|BPSK (6Mbps)|| Data rate 6 Mb/s
CWonin 15 CWiaz 1023
RTS/CTS Disabled Thermal noise|-96 dBm
SINR threshould 10dB Rx threshould|-82 dBm

First, we consider the case when both of the users adopt the exponential backoff
mechanism in Fig. [[I When the cheating rate g is zero, both users show the same
throughput performance. However, as ¢ increases, the throughput of the cheater in-
creases while that of the normal user decreases, which agrees with our analysis. As ¢
reaches one, the cheater takes most of the bandwidth share, and the throughput of the
well-behaved user becomes almost zero.

Now, we take look into the case when both of the users use a fixed value of 15 for
the contention window size in Fig. 2l Similarly as in Fig. I} both users evenly share
the bandwidth when g is zero. In addition, as ¢ increases, the throughput of the cheater
increases while that of the well-behaved user decreases in a similar manner. However,
if we compare Fig. 2] with Fig. [Tl carefully, it can be noticed that the rate of change in
the throughput is smaller in Fig. 2l This difference results from the fact that the well-
behaved user does not back off as ¢ increases, but accesses the channel with a fixed
contention window sizes (CW) of 15.

In Fig. Bl we consider the case when the cheater uses a fixed CW of 15 while the
well-behaved user adopts the ordinary exponential backoff mechanism. As one can eas-
ily expect, the cheater accesses the channel in the most aggressive manner in this case
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Fig. 1. Throughput performance vs. cheating rate when both users adopt the exponential backoff
mechanism
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Fig. 2. Throughput performance vs. cheating rate when both users use a fixed CW of 15

among all three ones. Even when g is zero, there is a difference between the throughput
of the cheater and that of the normal user. Since the cheater uses a fixed CW of 15,
which is the minimum possible value for the normal user, the cheater can take more
bandwidth than the well-behaved one in this case. As ¢ increases, similarly as in the
aforementioned cases, the cheater has more bandwidth share while the normal user
loses its share.
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Fig. 3. Throughput performance vs. cheating rate when the cheater uses a fixed CW of 15 while
the normal user adopts the exponential backoff mechanism
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Fig. 4. Throughput performance vs. cheating rate when both users adopt the exponential backoff
with RTS/CTS enabled

Finally, in Fig.[] we consider the case when both users adopt the exponential backoff
mechanism with Request to Send (RTS)/Clear to Send (CTS) enabled. Even though we
have not considered RTS/CTS in our analysis, Fig. @ shows that the trends are quite
similar with those in the previous figures. Consequently, we can conclude that our
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analysis is valid with the RTS/CTS procedure. A more detailed analysis of the network
performance with the RTS/CTS mechanism will be an issue of future research.

6 Conclusion and Future Work

We have shown that a cheater can significantly increase its throughput by ignoring
the carrier sense mechanism in IEEE 802.11 WLAN while a normal user will lose its
throughput. In fact, our analysis shows that the carrier sense misbehavior corresponds
to the case of virtually increasing the channel access probability of a cheater. Conse-
quently, not only a malicious user, but also a selfish one are motivated to disregard
the carrier sense procedure, which will result in significant degradation in throughput
performance of well-behaved users. One important issue in future research is how to
efficiently detect and penalize the carrier sense misbehavior of a selfish user to protect
well-behaved ones from significant performance degradation.
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