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Abstract— In CPS, the network connecting the cyber and the 

physical systems is critical for ensuring stability of the physical 

system. A controller switching scheme using software-defined 

networking is proposed as a recovery method under network 

failure in CPS. We apply the controller switching scheme to the 

drone control system and validate its performance with empirical 

study.  
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I. INTRODUCTION  

Recently, the term of cyber-physical systems (CPS) has 
gained a great interest and substantial research has been 
conducted [1, 2]. In CPS, networks play a critical role in 
ensuring reliability and stability of systems. In particular, 
networks deliver sensing and control messages between the 
cyber and the physical systems. Consequently, networking is 
crucial to ensure control performance of CPS.  

In this work, we propose a controller switching scheme 
using software-defined networking for recovery from network 
failure in CPS [3]. Then, we validate the proposed architecture 
with a drone testbed.   

Fig. 1. Configuring a testbed for controller switching experiments.  

II. CONTROLLER SWITCHING IN DRONE CONTROL SYSTEM 

A. Testbed Configuration Environment  

In order to make an environment in which the drones are 
controlled via an SDN, a testbed is constructed as shown in 
figure 1. The testbed is implemented using SDN for switching 
of ground control station (GCS). We use ONOS as the SDN 
controller [4]. In addition, openvSwitch, a software-based 
switch, and hostapd, which performs function of an access 
point (AP), are installed in RaspberryPi-3 [5, 6]. We use 
Pixhawk X8 drones [7]. 

B. Experiments 

The experimental scenarios are as follows: In the situation 
where GCS1 (Flow1) controls the drone, an attacker attacks 
GCS1 by using ICMP flooding. Here, we assume that the 
attacker has already entered the network. When a sender sends 
a request packet, it responds by sending a reply packet. By 
exploiting this feature, ICMP flooding attack overwhelms the 
receiver by flooded request packets. GCS1 that has been 
attacked by ICMP flooding will become busy replying ICMP 
packets, which blocks proper communication for drone control. 
Therefore, in order to guarantee the reliability of the drone 
control, the GCS2 (Flow2), which is a backup GCS, needs to 
take over the control function in real time using SDN.  

(a) Drone log record of GCS1 

(b) Drone log record of GCS2 

Fig. 2. Drone log record of GCSs. 

In order to check the switching delay, we investigate the 
drone log file recorded in GCSs. As shown in Figure 2, GCS1 
termination time is 5.350 seconds and GCS2 connection time is 



5.781 seconds. Hence, the switching delay can be obtained as 
the difference of these two values. As a result of 10 
experiments, we observe that the average switching time takes 
around 564 ms. For Pixhawk drones, the heartbeat message for 
drone control is delivered with a period of 1 second. If the 
heartbeat message is missed for more than 3 times, it will 
operate in failsafe mode. Our experimental results show that 
the proposed SDN-based architecture can switch the feedback 
controller within the period of heartbeat messages, which can 
guarantee reliability of drone control under network attack 
scenarios.  

III. CONCLUSIONS  

In this work, we have proposed a real-time recovery 
scheme for network failure in CPS, which can provide 
resilience of CPS. We have validated the proposed scheme 
with a drone testbed. In our future works, we plan how to 
detect the attack flow and when to perform controller switching. 
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