Detecting UAV Attacks through Network Monitoring
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ABSTRACT

The use of unmanned aerial vehicle (UAV), or so-called drone, is increasing in various fields such as agriculture,
commercial, and transportation. UAVs are controlled over the network by ground control system (GCS).
However, UAVs controlled by the network are vulnerable to attacks such as DoS attack, GPS spoofing and so
on. In this paper, we propose a UAV attack detection method through network monitoring.

INTRODUCTION

In cyber-physical system (CPS), the unmanned aerial
vehicle (UAV) system, or so-called drone, is a typical
application [1,2]. The uses of drone are increasing in
various fields such as agriculture, commercial, and
transportation. However, there was an incident in which
Iran forces captured the United States drone through GPS
spoofing attack in December 2011. Thus, we can see that
the drone is vulnerable to attack.

Since drones are vulnerable to security, they are targets of
various attacks (ex. GPS spoofing, jamming attack,
network attacks, etc.). In order to respond to the attack,
detection of the attack must be prioritized. Therefore, the
detection mechanism is important in the first step to
prevent from UAV attacks.

In this paper, we propose a method to detect UAV attacks
through network monitoring and packet analysis. We use
various attack characteristics to detect attacks. By our
proposed detection method, we can detect various UAV
attacks without any physical equipment.

PROPOSED DETECTION MECHANISM

The proposed detection mechanism uses Snort for packet
analysis. Snort is an open source intrusion detection
system (IDS) that records traffic analysis and packets in
real time. Snort can detect attacks by setting various rules
[3]. Figure 1 shows how the processing of snort works.

Detecting DoS attack

First, we describe how to detect the DoS attack. DoS
attack generates large amounts of traffic at the same time,
which causes the system to run out of resources and makes
normal operation impossible. Figure 2 shows that the
amount of packets exchanged between the drone and the
GCS through the experiment. Based on this information,
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Figure 1. Process of Snort.
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Figure 2. Amounts of packets between Drone and GCS.

we determine the maximum number of packets to detect
the DoS attack. The maximum number of traffic is 104. So,
we assume that a 20% increase in the number of packets
exchanged between drone and GCS is DoS attack. That is,
more than 120 packet/seconds can be considered a DoS
attack.

Detecting GPS spoofing attack
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Second, we describe how to detect the GPS spoofing
attack. GPS spoofing attack is to send a wrong GPS signal
to prevent the drone from performing its normal mission.
Drone periodically sends the GPS packet containing its
location information to GCS [4]. At this time, the IDS
detects and extracts packets containing the GPS
information of the drone. At this time, the IDS detects and
extracts packets containing the GPS information of the
drone. Using this information, the GPS spoofing attack
can be detected if the drone’s movement path deviates
from the mission.

SIMULATION RESULT

We use the snort IDS in the Windows environment for
simulation. It also uses the basic analysis and security
engine (BASE), a public analysis tool that can store and
analyze snort detection in the database. Drone uses the
software-in-the-loop (SITL) simulator [5], and the GCS
uses the mission planner [6]. Table 1 shows the packet
payload used for DoS attack. Figure 3 shows the log file
that records DoS packets detected by Snort. Our proposed
method can detect the DoS attack. Figure 4 shows that our
proposed method can extract the GPS information.
Transmit the extracted GPS information to the drone
simulator of IDS. In Figure 5, the yellow line represents
the mission path and the purple line represents the
movement path of the drone. Figure 5 shows that the
movement path of the UAV is off the mission path, we can
detect that it has been attacked by a GPS spoofing attack.

CONCLUSIONS

We have proposed the UAV attack detection method
through network monitoring and packet analysis. We have
detected the DoS attack, GPS spoofing attack by our
detection method. Our detection method has the advantage
of detecting various attacks at the same time. We have
confirmed our proposed detection method through
simulation. In future work, we will study a more advanced
detection method.

Table 1. Packet used for DoS attack.
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Figure 3. DoS attack detection by the snort log file.
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Figure 4. GPS information detected by Snort.

Figure 5. GPS spoofing attack detection by GPS
information.
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