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Abstract—Cyber-physical systems (CPS) are considered the
integration of physical systems in the real world and control
software in computing systems. In CPS, the real world and
the computing systems are connected through networks with
real-time information exchange. The introduction of networking
technologies in CPS has substantial advantages in terms of system
efficiency, scalability, maintenance, and many more. However,
CPS are vulnerable to malicious attackers intruding on the
network. The attackers aim to destroy the physical systems
with cyber-physical attacks, in which the main objective is
to remotely cause malfunctions in physical systems through
networks. Therefore, extensive research on cyber-physical secu-
rity has been conducted to detect cyber-physical attacks and
guarantee the stability of the physical systems under cyber-
physical attacks. In this survey, we conduct an exhaustive review
of the literature on threats to CPS and on resilient CPS design
strategies. First, we discuss the structure of CPS, considering
physical dynamics, computing systems, and networks. Then, we
provide a taxonomy of cyber-physical attacks with three proper-
ties (attack space, attack location, and stealthiness). These three
attributes represent the requirements for the implementation of
cyber-physical attacks. We review existing studies on anomaly-
detection strategies against cyber-physical attacks in terms of
physics, networks, and machine learning techniques. Moreover,
we analyze the impact of typical cyber-physical attacks and the
constraints on attack implementations. In particular, for each of
the well-established cyber-physical attacks, we present numerical
examples that clearly illustrate the time responses of the physi-
cal systems with a conventional physics-based anomaly detector.
We also review advances in the typical cyber-physical attacks
and the detection methods for these attacks. Furthermore, we
review resilient CPS designs in the context of control theory,
network management, and data-driven technologies. We conclude
the survey by identifying future research directions.

Index Terms—Cyber-physical systems, cyber-physical attacks,
cyber-physical security, attack detection, attack resiliency.
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I. INTRODUCTION

CYBER-PHYSICAL systems (CPS) are basically net-
worked control systems (NCS) in the sense that multiple

physical systems in the real world and control software in
the cyber world are connected through networks. Wired and
wireless networks create feedback control loops between the
physical and cyber worlds [1]–[4]. With the advancements in
communication technologies, real-time information exchange
between the real world and the cyberspace has become
feasible. This improved connectivity allows for the control
software to provide more precise and intelligent services
to physical systems in real-time [5], [6]. In addition, the
wired/wireless networks of CPS reduce the configuration
costs and improve flexibility compared to the conventional
point-to-point, connection-based control systems [1], [4].

Owing to its advantages, including real-time capability
through the development of communication technologies,
CPS are emerging as core technologies in various indus-
tries, such as smart factories [7], intelligent transporta-
tion systems [8], [9], medical systems [10], and smart
grids [11]. For example, in an autonomous transportation
system, vehicle-to-vehicle (V2V) and vehicle-to-infrastructure
(V2I) communications are essential technologies for the
autonomous driving of vehicles and for traffic congestion con-
trol [9]. Bidirectional communication in a smart grid provides
intelligent services to customers, including power demand
prediction, power production control, and fault-tolerant power
transmission.

However, improved connectivity in networks renders CPS
vulnerable to external threats [12], [13]. To damage the tra-
ditional embedded control systems, a malicious user must
physically access the system. However, CPS can be remotely
accessed by a malicious attacker through networks. In partic-
ular, a malfunction in CPS for social infrastructure can cause
economic loss, equipment damage, and serious personal injury.
In 2015, the Blackenergy attack, which was launched on the
Ukrainian power grid through an unsecured network, caused a
massive blackout [14]. In 2014, a malicious attacker invaded
a German steel mill company’s network and inactivated the
blast furnace on the production line, causing major damage to
the facility [15].

The purpose of this survey is to provide a comprehensive
review on how cyber-physical attacks damage physical systems
through networks and how we can design resilient CPS against
cyber-physical attacks. We analyze the time response of phys-
ical systems with respect to cyber-physical attacks by using
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TABLE I
COMPARISON OF OUR SURVEY WITH EXISTING ONES

control theory as an analytical tool. The contributions of this
survey are as follows:

• From a networking viewpoint, we provide a comprehen-
sive survey of cyber-physical attacks up to date.

• We show the time response of the physical system with
respect to each cyber-physical attack and check the stabil-
ity of the physical system by systematically implementing
illustrative numerical examples.

• We provide resilient CPS design strategies from the per-
spectives of networking, control theory, and data-driven
approaches.

II. PRELIMINARIES

A. Cyber-Physical Attacks and Cyber-Physical Security

A cyber-physical attack is defined as the exploitation of
CPS by inflicting harm on networks to connect computing
and physical systems [5], [12]. The objective of cyber-
physical attacks is to remotely cause malfunctions in phys-
ical systems via networks [16]. To implement cyber-physical
attacks, intruders utilize methods like malware injection and
man-in-the-middle (MITM) attacks [17] using network proto-
col vulnerabilities, network resource exhaustion, and intended
communication disruptions [5], [18].

Recently, control-theoretical stealthy cyber-physical attacks
are reported: the replay attack [19], the zero-dynamics attack
(ZDA) [20], the pole-dynamics attack (PDA) [21], and the
covert attack [22]. These stealthy attacks elaborately manip-
ulate control input signals and sensor measurements on the
network. Because conventional computing systems are unable
to detect these stealthy attacks [12], CPS require security
in various layers, such as computation, network-centric, as
well as control-theoretic. Conventional cyber security mainly
focuses on information security such as eavesdropping preven-
tion and encryption [23].

Cyber-physical security introduces the dimension of phys-
ical dynamics in addition to conventional cyber security,
and mainly focuses on the stability guarantee for physical
systems [12], [16]. In CPS, eavesdropping attacks do not affect
the behavior of the physical system [19]. In addition, encryp-
tion techniques can be used as a major countermeasure against

cyber attacks. However, processing delays caused by encryp-
tion and decryption interfere with real-time interaction of CPS.
These delays degrade the control performance of the physical
system [24]. Because of the real-time properties of physi-
cal dynamics, cyber-physical security needs to consider both
physical and network aspects.

There are two aspects that cyber-physical security covers:
passive security and active security [25]. Passive security pre-
vents access by attackers through encryption and strict network
access control policies. Active security recovers CPS when
cyber-physical attacks are launched. In active security, various
recovery strategies, including link-failover and attacker isola-
tion [26] are adopted to guarantee the resiliency of CPS [27].
While many studies have been conducted on passive secu-
rity in traditional cyber security, there have been insufficient
studies on active security that consider both the dynamics of
physical systems and the resiliency of networks.

B. Related Surveys

There are a number of surveys on security for CPS. Most
of the studies are conducted in the context of control theory
or network fields for the Internet of Things (IoT). Table I
shows a comparison between existing surveys and ours. Most
surveys listed in Table I present the contents of attack loca-
tion, attack detection, attack analysis, and prevention and
resilience strategy, which correspond to Sections V, VI, VII,
and VIII of our survey, respectively. These four items are com-
mon contents that conventional CPS security surveys mainly
cover. We classify these four contents into three categories:
cyber-physical attacks, detection strategies, and prevention and
resilient strategies. In this section, we clarify the distinctions
between our survey and the existing cyber-physical security
surveys in Table I. In surveys based on control theory [12],
[23], [28]–[30], the main contents analyze cyber-physical
attacks from the perspectives of time-series and mathematics.
Furthermore, detection methods and resilient control tech-
niques are dependent only on physical system dynamics in
the control-theoretical surveys.

In addition, surveys based on the network knowl-
edge [31]–[34] cover analysis, detection, and prevention for
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the conventional IT security in the IoT environment. Therefore,
the existing surveys in the conventional network area cannot
properly reflect the physical behavior by the cyber-physical
attacks in the real-time perspective.

Furthermore, both control-theoretical surveys and network-
based surveys provide insufficient countermeasures against
cyber-physical attacks; even the countermeasures mentioned
in those surveys mainly focus on attack prevention only. In
contrast to the existing surveys, we provide time response
analysis for cyber-physical attacks using control theory and
anomaly detection. Furthermore, our survey provides adequate
resilient CPS designs to handle cyber-physical attacks from the
perspectives of control, network, and machine learning.

1) Cyber-Physical Attacks (Sections V and VII): From the
viewpoint of cyber-physical attacks, control-theoretical sur-
veys mostly consider cyber-physical attacks as mathematical
modifications of signals of feedback control systems. Thus,
the control-theoretical surveys mainly focus on attack loca-
tion and mathematical formulation of cyber-physical attacks.
Surveys in [23], [28] classify attack location that refers to
the type of data modified by the attacker: sensor attack
and controller attack. Surveys in [12], [29] analyze several
cyber-physical attack strategies against CPS in the context of
control theory and quantitatively show the impact of the cyber-
physical attacks on the physical systems in the time domain.
Among the cyber-physical attacks, stealthy cyber-physical
attacks that avoid control-theoretical detectors, are the most
important issues in the control theory field. Control-theoretical
surveys [12], [23], [29] provide a concept of stealthiness
property and several stealthy cyber-physical attacks. In par-
ticular, authors in [23] provide realistic examples of a stealthy
cyber-physical attack by implementing a testbed.

In contrast, the network-knowledge based surveys regard
cyber-physical attacks as information leakage and fault data
injection, and provide insufficient information about the attack
impact on the physical systems. For the fault data injection
attacks, although the network-knowledge-based surveys do not
strictly classify the attack types, such as sensor attack and con-
troller attack, the sensor measurement manipulation and the
malicious command injection can be considered as the sensor
attack and the controller attack, respectively. Furthermore, the
network-knowledge based surveys have limited information on
the physical impact of the cyber-physical attacks and do not
provide quantitative analysis of the attacks. Network attacks
for IoT are presented in [31] considering passive network
attacks such as leakage of privacy data. The disruption of the
physical systems is out of scope in [31]. Furthermore, most
of the cyber-physical attacks presented in [34] are information
leakages, such as key stroke inferences, in conventional IoT
systems. Extensive vulnerabilities and methodologies that dis-
rupt networked systems are analyzed in terms of device,
network, and software in [32], [33], where the authors present
a realistic threat of cyber-physical attacks. However, similar
to [31], the surveys [32], [33] do not provide specific impacts
on physical systems of the threats.

In our survey, we classify the cyber-physical attacks into
the sensor attack, the controller attack, and the combined
attack. Furthermore, we provide a mathematical representation

of these cyber-physical attacks and constraints for the attack
generation from the viewpoint of the attacker. By provid-
ing numerical simulations of the cyber-physical attacks, we
show the physical impact and stealthiness of the cyber-physical
attacks in the time domain.

2) Detection Strategies (Section VI): Detection strate-
gies are common in both control-theoretical surveys and
network-knowledge based surveys for cyber-physical security.
However, the surveys in these research fields have different
detection approaches for cyber-physical attacks.

The control-theoretical surveys provide limited attack detec-
tion techniques by sensor measurements and control input sig-
nals on the feedback control systems. The control-theoretical
detection approaches provide a real-time attack detection con-
cept that includes an analysis of the impact of cyber-physical
attacks on physical systems. Surveys [12], [23] provide a
basic detection technique for anomaly detection, based on the
deviation between sensor measurements from the networks
and sensor measurement predictions based on control system
knowledge. In particular, the authors in [23] highlight the
real-time attack detection with the testbed implementation. A
survey [29] provides various cyber-physical attack detection
methods against certain cyber-physical attacks. However, these
detection methods are based on the knowledge on the con-
trol system. Furthermore, several machine-learning techniques,
based on sensor measurements and control input signals
are introduced in [28], [30], which support classification of
cyber-physical attack types and locations.

In general, network intrusion detection systems (IDS)
are considered in network-knowledge based surveys as a
basic attack detection technique. In [31], [34], a compre-
hensive survey on IDS is presented in the IoT environ-
ment. Furthermore, a control-theoretical survey [28] introduces
IDS as the cyber-physical attack detection method. A sur-
vey [32] presents not only IDS, but also various network-layer
attack detection techniques such as honeypot, and vulnerabil-
ity assessments for known network vulnerabilities. Overall,
the conventional network IDS and other detection techniques
introduced in network-knowledge-based surveys only focus on
the detectability of cyber-physical attacks, and do not address
real-time detection.

Different from existing surveys, our survey provides details
of various control-theoretical cyber-physical attack detection
techniques. The provided detection techniques support real-
time attack detection.

3) Prevention and Resilient Strategies (Section VIII): In
contrast to attack analysis and detection, there are insufficient
surveys for attack prevention and resilience with considera-
tion of physical system dynamics in both control-theoretical
surveys and network-knowledge based surveys. We focus on
secure control, network management, and data-driven strate-
gies for attack prevention and resilience, where secure control
includes data encryption because the sensor measurements
and control input signals can be encrypted in the packet
transmission processes.

Control-theoretical surveys mainly consider encryption and
various secure control algorithms from the viewpoint of attack
prevention. Surveys [28], [29] focus on attack prevention by
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data encryption, and present various data encryption meth-
ods. A survey [30] provides resilient design methods against
system faults on the ship’s power systems. The authors in [30]
present various fault isolation methods to prevent propagation
faults and system reconfiguration methods to ensure critical
functions related to the safety of the networks.

Along with control-theoretical surveys, all network-
knowledge-based surveys mainly consider encryption, but
present various attack prevention and handling techniques
from the viewpoints of network management and data-driven
methods. Basically, surveys [31], [32] introduce authentication
methods and secure protocols with lightweight cryptography
techniques for cyber-physical attack prevention. The sur-
veys [32], [33] consider strict firewall methods as a basic
defense method against cyber-physical attacks. A survey [33]
introduces other network management techniques, such as
distance-limited communication, to prevent remote control of
the attacker. In [35], the authors mention advanced IDS with
machine-learning techniques and secure routing to mitigate
cyber-physical attacks.

Other existing surveys focus on prevention against cyber-
physical attacks, whereas our survey provides various resilient
CPS designs in three aspects: secure control, network man-
agement, and data-driven strategy. These resilient CPS designs
recover the physical impact of the cyber-physical attacks, and
ensure the safe operation of physical systems under cyber-
physical attacks. Furthermore, we provide two resilient CPS
examples to enhance the understanding of the safe operation
of resilient CPS under cyber-physical attacks.

C. Structure of This Paper

The structure of the paper and relations between sections
are illustrated in Fig. 1. Section III presents basics on con-
trol theory, which serves as a mathematical tool for analyzing
the impact of attacks on physical systems. Section IV intro-
duces the hierarchical CPS structure and presents the physical
system model used for analyzing the physical impact of cyber-
physical attacks. Section V describes the taxonomy of cyber-
physical attacks according to the cyber-physical attack space,
attack location, and stealthiness. Section VI presents general
cyber-physical attack detection strategies that utilize physical
dynamics and network knowledge. Section VII discusses the
physical impact of typical cyber-physical attacks by present-
ing numerical examples, requirements for the attacker, and
detection strategies. Section VIII presents resilient CPS struc-
tures that can withstand cyber-physical attacks and unexpected
system faults. In Section VIII, we classify CPS structures into
secure control, network management, and data-driven strate-
gies. Section IX offers potential research directions. Section X
summarizes this survey. We conclude this survey in Section XI.

It should be noted that we focus on attacks that can
directly damage the physical dynamics. Therefore, conven-
tional network attacks such as eavesdropping and cryptanalysis
are outside the scope of our survey. In addition, we mainly
consider the attacks launched on the network. Thus, soft-
ware malfunctions by malware and destruction of the physical
system by intentional physical impact are not covered.

Fig. 1. Structure and relations of the sections.

Fig. 2. Block diagram of a feedback control loop.

III. BASICS ON CONTROL THEORY

One of the main functions of CPS is to enable multiple phys-
ical systems to be operated as intended by the user. Therefore,
the main objective of a cyber-physical attack is to disturb the
temporal behavior of the physical systems. We adopt control
theory to analyze the time response of physical systems in
CPS with respect to cyber-physical attacks. In this section,
we provide basic concepts and terminologies in control theory
used in this survey.

As illustrated in Fig. 2, a control system consists of four
components: a physical system, a controller, a sensor, and a
state estimator. A physical system is an object having physi-
cal quantities. The sensor measures certain physical quantities
of the physical system. The state estimator calculates all the
physical quantities of the physical system from the sensor
measurements based on a mathematical model of the phys-
ical system. The controller generates a control input signal to
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TABLE II
MATHEMATICAL NOTATION FOR CONTROL THEORY

operate the physical system as intended by the user. The feed-
back control loop with these four components can generate
the proper control input signal to operate the physical system.
The mathematical notation for control theory in the paper is
given in Table II.

A. State of a Physical System

A physical system has multiple time-varying physical quan-
tities. For example, a vehicle has velocity, acceleration, steer-
ing angle, steering angular speed, engine temperature, and
others. In control theory, the state corresponds to a physical
process represented by a vector x (t) ∈ R

n , whose dimen-
sion n is the number of the physical quantities. Each physical
quantity is represented by each element of the state vector x(t),
which is called a state variable. The goal of control is to ren-
der the state x(t) remain as intended by the user with proper
control input signals.

B. System Models

A physical system can have multiple control input signals
u(t) handling the state x(t), and sensor measurements y(t),
by sensors attached to the physical system. From the inputs-
outputs relationship, the physical system is mathematically
represented by a differential equation form. In addition, the
mathematical model of the physical system provides char-
acteristics of the physical system in terms of pole and zero
dynamics and is used to design the state estimator that
estimates internal physical quantities that are not directly
measured by sensors.

1) System Inputs and Outputs: Control input signals u(t)
drive the physical system. Well-designed input signals force
the state x(t) as intended by the user. As a result of the control
input signals, the physical system generates sensor measure-
ments, y(t), which represent a measurement of the state x(t)
by sensors attached to the physical system. However, due to
the limitation of sensor attachment, it is not always possible to
measure all the state variables. For example, a vehicle system
has the following control inputs: the accelerator pedal and the
steering wheel change the speed and the steering angle of the
vehicle, respectively. The dashboard of the vehicle provides a
speed measurement to the driver. Moreover, the eyes of the
driver are a kind of sensor that measures the steering angle
of the vehicle. However, a measurement of the engine tem-
perature is not available because of the limitation of sensor
attachment.

2) Single-Input Single-Output (SISO) Systems: Many phys-
ical systems are multi-input multi-output (MIMO) systems, in
which the control input signal u(t) and the sensor measurement
y(t) are represented mathematically as vectors. However, the
MIMO model is inadequate for providing a proper intuition
because of the complex relationship between the state x(t),
the input signal u(t), and the sensor measurement y(t). In this
survey, we consider the physical system to be a single-input
single-output (SISO) system with one control input signal u(t)
and one sensor measurement y(t).

The control input signal u(t) and the sensor measurement
y(t) have scalar values in the SISO model. Though the SISO
model does not reflect all possible physical behaviors of CPS,
its simplicity provides a valuable intuitive description of the
temporal behavior of the state x(t) and the sensor measurement
y(t). In the vehicle example, one possible SISO model is to
consider one-dimensional motion, where the control input sig-
nal u(t) is the acceleration and the sensor measurement is the
velocity. Though this SISO model does not reflect the steering
of the vehicle as an input at the same time, it provides a clear
relation between the time-varying acceleration and the vehicle
speed.

3) Linear Time-Invariant (LTI) Systems: A linear system is
a mathematical model of a system in which the behavior of the
state x(t) is expressed by a linear operator. The linear system
satisfies both additivity and homogeneity properties between
the physical state x(t) and the control input signal u(t). If the
state x(t) does not satisfy either additivity or homogeneity, it
is called a nonlinear system.

A time-invariant system is defined as a system whose prop-
erties do not change with time. In other words, the state x(t)
has no direct dependency on time, but only an indirect depen-
dency through u(t), or mathematically x(t) = f (u(t)) for a
specific function f (·).

Clearly, most physical systems have nonlinear operating
characteristics. However, the nonlinear system is extremely
hard to analyze in general. Consequently, in most control
applications, nonlinear systems are approximated by lin-
ear systems. The linearization has distinctive advantages for
describing the properties of the system in an intuitive man-
ner and formulating the control problem in a feasible form.
In particular, the LTI system model has distinctive advantages
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for analyzing the impact of cyber-physical attacks. The time
responses of the state x(t) by legitimate control and cyber-
physical attacks at a certain instant can be separately con-
sidered by virtue of the linearity and time-invariant property
of the LTI model. Therefore, in this survey, we consider the
physical system as a linear time-invariant (LTI) system to ana-
lyze the physical impact of various cyber-physical attacks in
a proper manner.

C. Mathematical Description of Systems

The motion of a physical system can be represented in
a mathematical form. Two typical mathematical models for
describing a physical system are mainly used in control theory:
the transfer function and the state-space equation.

1) Transfer Function: In control theory, a transfer function
is used to describe a physical system using only the con-
trol input signal u(t) and the sensor measurement y(t). The
input-output convolution relationship in the time domain can
be described as follows:

y(t) =

∫ ∞

−∞
g(τ − t)u(τ)dτ, (1)

where g(t) is the impulse response of the system, defined as the
output of a physical system when presented with an impulse
input. The transfer function is the Laplace transform of the
impulse response g(t), which can be described as the following
rational function in the s-domain:

G(s) =
N (s)

D(s)
, (2)

where G(s) is the transfer function, N(s) and D(s) are the
numerator and the denominator of the transfer function,
respectively. We can use a transfer function to analyze the
transient behavior and the stability of the physical system by
investigating the roots of D(s) and N(s); the roots of the poly-
nomial N(s) are known as the zeros of the physical system,
and the roots of the polynomial D(s) are known as the poles.
However, the transfer function analysis in the s-domain cannot
consider state variables that are not measured by the sensors.

2) State-Space Equations: A state-space representation is
a set of differential equations to represent multiple state vari-
ables in control theory. A state space representation can be
described as follows:

ẋ (t) = Ax (t) + Bu(t)

y(t) = Cx (t) +Du(t), (3)

where A ∈ R
n×n is the system matrix, x (t) ∈ R

n is the
state vector of the physical system, u(t) ∈ R is the control
input, y(t) ∈ R is the system output, B ∈ R

n is the input
matrix, C ∈ R

1×n is the output matrix, and D ∈ R is the
feed-forward matrix. Note that here we assume the SISO LTI
system. Most control theoretical studies do not consider the
feed-forward matrix D, and hence the matrix D can be omitted.

In contrast to the transfer function, the state-space analysis
can provide an explicit relationship between the control input
u(t) and the system output y(t) in the time domain. In addition,
the state-space analysis considers the internal states that are
not directly measured by sensors. However, compared to the

transfer function form, the state-space representation requires
more operations to express the characteristics of the physical
system. For example, the poles are represented as the eigenval-
ues of the system matrix A, and the zeros are represented by
taking the Byrnes-Isidori normal form [36] of the state-space
form (3).

D. Characteristics of Systems

Using mathematical system models, we can analyze the
physical system and design a proper controller. As already
mentioned above, we can investigate the transient behavior as
well as the stability of the physical system by looking into the
zeros and the poles of the system. In addition, we can design
a proper controller by using the mathematical system models.

1) Zero and Pole Dynamics: Zeros of a system are the roots
of the numerator polynomial N(s) of the transfer function (2).
The zero dynamics of a system corresponds to the behavior of
the system output y(t) = 0 for a specific pair of the system
input u(t) and the initial condition x(0). In other words, for a
special pair of (u(t), x(0)), the system output y(t) will become
zero, and this behavior is called the zero dynamics.

The poles of a system are the roots of the denominator
polynomial D(s) of the transfer function (2), which determines
the stability of the system and how well it performs. A pole
on the right-half plane (i.e., the pole that has a positive real-
part) intrinsically destabilizes the physical system, which can
be observed by the divergence of the output sensor measure-
ment. Furthermore, the imaginary part of a pole determines
the oscillation property of the system output y(t).

2) Stability: The stability condition of the physical system
is defined as a certain range of the state x(t) that is determined
by the specifics of the physical system. For example, the vehi-
cle has a certain state boundary, such as the speed limit or the
engine temperature, and the vehicle becomes unstable if any
of the state variables exceeds the state boundary. If the state
x(t) satisfies the stability condition for all time t, the system
is called stable. In general, divergence of the state x(t) means
instability of the physical system.

Stability can be studied by investigating the poles of the
physical system. If any physical system has at least one pole
in the right-half plane in the s-domain (i.e., the real part of
the pole is positive), the physical system is unstable. Thus,
the poles in the right-half plane are called unstable poles.
Likewise, the zeros on the right-half plane are called unstable
zeros.

3) Controllability: Controllability is defined as the ability
of a control system to reach a definite state from a fixed initial
state in a finite amount of time. If a physical system does not
satisfy the controllability condition, it is impossible to design
a controller. The controllability of a system can be determined
by the system matrix A and the control input matrix B.

4) Observability: Observability is a measure of how well
the internal states of a system can be inferred from knowledge
of its external outputs. If a physical system does not satisfy
the observability condition, it is impossible to design a state
estimator. The observability of a system can be determined by
the system matrix A and the output matrix C.
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E. State Estimator

A physical system has multiple physical quantities.
However, because of the practical limitations of the sen-
sor measurements, it is formidable to measure all the state
variables of the physical system. To control all the physical
quantities with certain measured state variables, we should
estimate the other state variables by using a mathematical
system model. A state estimator is a mathematical algo-
rithm that can estimate the physical state x(t) based on the
sensor measurement y(t) if the physical system satisfies the
observability condition.

The Luenburger observer and the Kalman filter are the most
common state estimators. In this survey, we mainly consider
the Luenburger observer as a state estimator. The Luenburger
observer can be described as follows:

˙̂x (t) = Ax̂ (t) + Bu(t) + L(y(t)− C x̂ (t)), (4)

where x̂ (t) is state estimation and L ∈ R
n is the Luenburger

observer gain that should be determined for each physi-
cal system. As illustrated in equation (4), state estimation
requires the physical system model, the control input signal
u(t), and the sensor measurement y(t). When there is a dif-
ference between the state x(t) in the real physical system and
state estimation x̂ (t), this difference appears as an error term
y(t) − C x̂ (t) in the state estimator (4), and the Luenburger
observer gain L compensates for it. If the state estimator has
a precise model of the physical system and the Luenburger
observer gain L is properly selected, the state estimator can
accurately estimate the actual state x(t) over time.

F. Controller

The goal of control is to enforce the user’s intended state
x(t) by injecting a control input signal u(t). To accomplish
this, the controller must generate an appropriate control input
signal u(t). To design the controller, the mathematical system
model must satisfy the controllability condition.

In this survey, we mainly consider a state-feedback con-
troller generating the control input signal u(t) by state esti-
mation x̂ (t). The state-feedback controller is represented as
follows:

u(t) = Pyr (t)−Kx̂ (t), (5)

where P is a scalar gain, yr (t) is a reference signal, and K ∈
R
1×n is a state feedback controller gain. If the controller gain

K is properly selected, the sensor measurement y(t) arrives at
the reference signal yr (t) in a finite amount of time.

IV. SYSTEM DESCRIPTION

This section provides an overview of CPS in terms of phys-
ical systems, networks, and computing systems. In addition to
the CPS architecture, we provide the overall temporal behavior
of CPS.

A. Hierarchical CPS Structure

We consider a hierarchical CPS architecture with the fol-
lowing three layers: the physical layer, the network layer, and

the application layer. Compared to CPS without any hierar-
chical structure, hierarchical CPS have substantial benefits in
maintaining systems and handling novel security issues. We
can apply this hierarchical CPS architecture to realistic CPS,
such as intelligent transport systems, communication-based
train control (CBTC) systems, smart production systems, and
smart grids [8].

1) Physical Layer: The physical layer represents the physi-
cal systems in the real world. In the physical layer, the physical
systems are connected through networks, and sensors attached
to the physical systems periodically transmit measurements
to a centralized computing system. In addition, the physical
systems perform actuation according to a control input signal
received through the network from the computing system of
the application layer. In general, because of the power limita-
tions on the physical systems, task performance with complex
computations in the application layer depends on the physical
layer.

Unmanned aerial vehicles (UAV) and autonomous trains
are examples of physical-layer components for intelligent
transport systems, where they operate according to physical
dynamics in the real world [37], [38]. In the industrial area,
production facilities such as machines and conveyor belts are
examples of physical systems. Similarly, electric equipment
that physically transmits electricity, power plants, and dis-
tribution stations are part of the physical layer of a smart
grid.

2) Network Layer: The network layer represents the feed-
back loop of CPS and supports interactions between the
physical layer and the application layer. The network layer
connects the physical layer and the application layer through a
wired or wireless network and is responsible for data exchange
between these two layers [4]. Because the network in CPS
must provide services to the physical systems operating in
a continuous-time domain, the network must guarantee data
transmission in real-time [10], [39].

For vehicle-to-everything (V2X) communications, the
802.11p standard [40] and 5G communication protocols are
proposed [9]. In addition, CBTC systems adopt LTE-R [41]
or 802.11-based protocols for train-ground station communi-
cations [8]. In the industrial domain, wired networks such as
Modbus [42] or the S7Comm protocol [43], and wireless sen-
sor networks (adopting, for example, WirelessHART [44] or
Zigbee [45]) carry out the data exchanges between production
facilities [46]. In addition, the distributed network protocol
(DNP3) [47] and IEC 61850 [48] networks connect electric
equipment and exchange data in a smart grid.

3) Application Layer: The application layer represents the
computing systems in the cyber-world. The application layer
supervises the physical systems and provides functions to
CPS users. The computing systems estimate the overall state
of the entire CPS based on sensor measurements received
from multiple physical systems. Then, the computing systems
determine the next state of the physical system and transmit
the control input signal for the physical system to execute
commands in the applications.

In transport systems, a traffic management center estimates
the traffic conditions based on data received from vehicles and
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Fig. 3. Structure of a networked control system.

provides traffic flow and congestion control services to the traf-
fic infrastructure, such as the traffic lights at intersections [49].
In manufacturing systems, the supervisory control and data
acquisition (SCADA) systems are typically the most cen-
tralized application systems. The SCADA systems predict
production throughput, establish production schedules, and
report production machine fault information to an adminis-
trator. In addition, the SCADA systems of a smart grid can
forecast power demands, control power generation, and pro-
vide fault-tolerant power transmission by utilizing sensor data
from the infrastructure.

B. Networked Control Systems (NCS)

CPS are the integration of physical systems, networks, com-
puting hardware, and various application software in a broad
sense. The primary focus of our survey is to specifically
provide the impact of cyber-physical threats and anomaly
detection techniques, based on control theory. Therefore, we
introduce the concept of NCS widely used in the control
theory field. NCS are defined as feedback control systems,
where physical systems and feedback controllers are connected
through networks. NCS have a more concrete concept than
CPS, which focuses on the behavior of physical systems from
a control-theoretical viewpoint.

CPS are basically NCS from a control-theoretic viewpoint.
NCS consist of three main components: the physical system,
the network system, and the computing system. In the hier-
archical structure of CPS, each of these three components
corresponds to the physical layer, the network layer, and the
application layer, respectively. In this survey, we mainly use
SISO-LTI systems as illustrative examples. However, we also
acknowledge studies that handle more complex systems. The
computing system has a state estimator, a feedback controller,
and an anomaly detector, as shown in Fig. 3.

1) Physical System: The physical system implements phys-
ical processes via system dynamics in a continuous-time
domain. The dynamics of the physical system can be described
as follows:

ẋ (t) = Ax (t) + Bu(t)

y(t) = Cx (t), (6)

where A ∈ R
n×n is the system matrix, x (t) ∈ R

n is the
state of the physical system, B ∈ R

n is the input matrix,
C ∈ R

1×n is the output matrix, u(t) ∈ R is the control input,
and y(t) ∈ R is the sensor output. We assume that the pair
(A, B) is controllable and the pair (A,C ) is observable. In
addition, we assume that the matrix A has eigenvalues whose
real parts are positive. The eigenvalues with a positive real
part of the matrix A in the system (6) refer to the unstable
poles of the physical system [50].

2) Computing System: The sensor measurement y and the
control input signal u in NCS are periodically sampled and
transmitted in the discrete-time domain. To control the phys-
ical system with sampled sensor measurements, the state
estimator and the feedback controller in the computing system
are designed with discretized system dynamics. The dis-
cretized system model with the zero-order hold (ZOH) can
be described as follows:

x (k + 1) = Adx (k) + Bdu(k)

y(k) = Cdx (k), (7)

where Ad ∈ R
n×n , Bd ∈ R

n , and Cd ∈ R
1×n are discretized

system, input, and output matrices via ZOH, respectively.
Because the sensor measurement, y(k), does not always cap-

ture all the states of the physical system, the computing system
can use various state estimators (such as the Luenberger
observer and the Kalman filter) to obtain a state estimate x̂ (k)
if the pair (A,C ) is observable. In this survey, we consider
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TABLE III
CATEGORIZATION OF COMMON CYBER-PHYSICAL ATTACKS

the Luenberger observer described as follows:

x̂ (k + 1) = Ad x̂ (k) + Bdu(k) + L(y(k)− Cd x̂ (k))

u(k) = Pyr (k)−Kx̂ (k), (8)

where x̂ (k) ∈ R
n is the state estimation, L ∈ R

n is the
observer gain, K ∈ R

1×n is the controller gain, P is the scalar
gain, and yr (k) ∈ R is the reference signal. We assume that L
and K are properly selected, and that Ad−LCd and Ad−BdK
are Schur matrices to stabilize physical systems (6). The scalar
gain P is selected to satisfy Cd (In − Ad + BdK )−1BP = 1
for sensor measurements to asymptotically trace the refer-
ence signal yr (k), where In is the identity matrix with n
dimensions.

Based on the sensor measurement y(k) and the state estimate
x̂ (k), an anomaly detector checks whether the physical system
is operating normally or is under cyber-physical attack. If an
attack is detected, the computing system handles the counter-
measures, such as changing the control policy to recover the
physical system from the impact of the attack. More details
are covered in Sections VI and VII.

3) Network: The networks construct feedback loops
between the physical systems and the computing systems.
The feedback loops are responsible for exchanging the con-
trol input signals and the sensor measurements [37], [51].
Because of the inherent uncertainty of the network, vari-
ous network faults can occur, such as transmission delays by
an unreliable communication channel or packet collisions. In
addition, as shown in Fig. 3, cyber-physical attacks imple-
mented through manipulation of control input signals or sensor
measurements can be launched against the network. These
cyber-physical attacks can drive the physical system into an
irreparable state. More details on cyber-physical attacks are
covered in Section V and Section VII.

V. TAXONOMY OF CYBER-PHYSICAL ATTACKS

Conventional cyber attacks have been typically classified
according to network layers and protocols. However, because
the purpose of a cyber-physical attack by a malicious attacker
on the network is to destabilize a physical system, the classi-
fication of an attack needs to be extended to the dimension of
the physical system.

Table III categorizes typical cyber-physical attacks: the
eavesdropping attack, the denial of service (DoS) attack, the
replay attack, the (robust) zero-dynamics attack, the (robust)
pole-dynamics attack, and the covert attack. We explain and
analyze each of these attacks in detail in Section VII.

Fig. 4. Cyber-physical attack space.

Cyber-physical attacks can be classified by three perspec-
tives: attack space, attack location, and stealthiness. The attack
space represents the requirements for designing an attack and
the physical impact of the attack. The attack location refers
to the type of data the attacker has to handle on the network.
Stealthiness indicates whether the cyber-physical attack can be
detected by a conventional anomaly detector in a computing
system or not.

In this section, we provide details on cyber-physical attacks
according to attack space, location, and stealthiness.

A. Cyber-Physical Attack Space

The cyber-physical attack space represents the characteris-
tics of cyber-physical attacks [12]. The attack space consists of
three dimensions: system knowledge, disclosure, and disrup-
tion resources. Fig. 4 illustrates typical cyber-physical attacks
in the attack space.

The system knowledge vector is a constraint on the required
physical system model accuracy when designing an attack. In
the system (6), system knowledge corresponds to the system
matrices A, B, and C. The requirement for system knowledge
refers to the difficulties that the attacker faces when con-
structing attack signals because precise knowledge on system
matrices A, B, and C is difficult to obtain. In contrast, the more
accurate system knowledge the attacker has, the more difficult
it is for the anomaly detectors to detect the attack.
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Fig. 5. Man-in-the-middle attack for cyber-physical attack implementation.

Disruption resources refer to the level of the physical impact
that can be inflicted on a physical process when a cyber-
physical attack is launched against the network. Disclosure
resources correspond to the amount of information required
to generate the attack. In contrast to disruption resources, dis-
closure resources have no direct effect on the behavior of the
physical system.

Consequently, a cyber attack that does not exploit any dis-
ruption resources is not considered a cyber-physical attack
because it does not directly damage the physical system. For
example, an eavesdropping attack is fatal in the traditional
cyber-security area because it can directly sniff the packets
exchanged on the network. However, it is not considered a
cyber-physical attack in the sense that it does not directly affect
the operation of the physical system.

B. Attack Location

An attack location in CPS has a different meaning from an
attack location in conventional cyber-security. The attack loca-
tion in conventional cyber-security is defined as the network
devices in which the attacker intrudes. However, the attack
location in CPS is defined as the type of data manipulated
by the attacker. Most cyber-physical attacks, except the DoS,
are implemented by the modification of sensor measurements
or control input signals. The aim of this manipulation is
to destabilize physical systems. Data manipulation of cyber-
physical attacks is typically implemented via MITM attacks.
By exploiting network protocol vulnerabilities or accessing
unauthorized devices, MITM attacks drop legitimate packets
and inject false data into the network, as shown in Fig. 5.

As shown in Fig. 6, cyber-physical attacks in linear
systems (6) are mathematically expressed as adding an attack
signal to the sensor measurement or control input signal in
the feedback loop. In Table III and Fig. 6, data-manipulation
attacks are further classified into sensor attacks, controller
attacks, and combined attacks.

1) Sensor Attack: A lot of sensor attacks targeting
smart phones and general IoT devices have already been
explored. The results of general sensor attacks include pri-
vacy information leakage, task inference, and malfunction of
physical systems [54]. Furthermore, the sensor attacks can be
injected by various methods, such as electromagnetic ways,

Fig. 6. Cyber-physical attack location.

optical ways, malware injection, and network packet manipu-
lation [34]. In this survey, we focus on the sensor attacks that
affect the disruption of the physical systems and consider that
the sensor attacks are only implemented on the networks.

A sensor attack is defined as a modification of a sensor
measurement y(k) as follows:

ỹ(k) = y(k) + ya (k), (9)

where ỹ(k) is the sensor measurement modified by the
attacker, y(k) is the actual sensor measurement, and ya (k) is
the sensor-attack signal added to y(k). When the sensor attack
in (9) is launched against the network, the computing system
defectively estimates the physical state because the modified
value ỹ(k) rather than the actual measurement y(k) is used
in the estimation. This defective estimation may cause control
failure of the physical system.

Existing studies on cyber-physical security typically focus
on sensor attacks [23]. For example, voltage deceiving in
power grids [55], [56] is one of the sensor attacks. One of
the most common sensor attacks is the pole-dynamics attack
(PDA) [21], which adds a sophisticated sensor-attack signal
based on the precise physical system model. A more detailed
explanation of PDA is presented in Section VII-D.

2) Controller Attack: A controller attack is defined as a
modification of the control input signal u(k), which can be
represented as follows:

ũ(k) = u(k) + ua(k), (10)

where ũ(k) is the control input signal modified by the attacker,
u(k) is the actual control input signal, and ua(k) is the
controller-attack signal. When the controller attack (10) is
launched, the physical system does not operate as intended
because of the system’s response to the attack signal ua(k)
modified from u(k).

One of the most common controller attacks is the zero-
dynamics attack (ZDA), which adds an elaborate adversarial
signal to the original control input signal on the network. In
addition, control-message hijacking in a CBTC network [16],
[57], a power plant [58], and in UAV [59] is an example of a
controller attack.

3) Combined Attack: A combined attack is defined as a
simultaneous modification of sensor measurements and con-
trol input signals. For instance, the replay attack [19] and the
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covert attack [22] are typical combined attacks. The combined
attack needs to hijack both communication channels. In addi-
tion, combined attacks incur a higher computation cost than
sensor-only attacks or controller-only attacks. Consequently, it
is difficult to realize a combined attack. Most combined attacks
are more difficult to detect than unidirectional cyber-physical
attacks. The covert attack is the most difficult to detect because
of the bidirectional modification of both the control input
signal and sensor measurement at the same time [53].

C. Stealthiness

To guarantee the stability of the physical system under
cyber-physical attacks, detection of the attack should be pre-
ceded. Stealthiness, which indicates whether an attack can be
detected, is an important property to consider when designing
CPS security against specific attacks. In this survey, we assume
that cyber-physical attacks are launched through the network
by exploiting certain network vulnerabilities. Therefore, it is
assumed that the attacks are not detected by conventional
IDS, and we consider detectors that utilize physics-based
knowledge.

Stealthiness is defined as the property under which an attack
is not detected by an anomaly detector designed based on the
physical system model. A well-designed attack signal deceives
the anomaly detector into realizing a stable state, whereas the
actual state of the physical system becomes unstable. Cyber-
physical attacks composed of arbitrary signals are mostly
detected by an anomaly detector in the computing system,
and the physical impact of the attack can be mitigated by
resilient control strategies. Therefore, from the viewpoint of
the attacker, to destabilize the physical system consistently and
avoid detection simultaneously, cyber-physical attacks must
sustain stealthiness, the stealthy cyber-physical attack.

To avoid detection by the anomaly detector, stealthy cyber-
physical attacks must strictly satisfy stealthiness constraints.
The stealthiness constraints can be obtained from the dynamics
of the physical system. Therefore, to design an attack with
stealthiness, the attacker needs a precise model of the physical
system.

For instance, a DoS attack is one of the typical attacks in the
network domain, which disturbs the communication between
the physical system and the computing system by dropping
packets or inducing network delays. From the viewpoint of
networking, well-designed DoS attacks by exploiting unknown
network vulnerabilities can be stealthy because conventional
IDS cannot detect the sophisticated attacks. However, no mat-
ter what type of DoS attacks are launched on the network, the
DoS attack is classified as a non-stealthy attack from the view-
point of physics because the physics-based detector, which
detects the abnormal behavior of the physical systems based
on the control input signals and the sensor measurements, can
observe the abnormal behavior of physical systems through
burst packet drops or significant network delay.

Except the DoS attack, the cyber-physical attacks in
Table III have stealthiness when the attacker satisfies the
stealthiness constraints. Therefore, to detect these stealthy
attacks, new detection strategies need to be developed.

Fig. 7. Physical model-based anomaly detector.

VI. GENERAL ANOMALY DETECTION STRATEGIES

To guarantee the safety of CPS under various cyber-physical
attacks presented in Section V, attack detection process should
be preceded. In this section, we introduce anomaly detection
methods for sensor measurements and control input sig-
nals. We consider three types of anomaly detection methods:
model-based detection with control-theoretical knowledge,
statistical detection utilizing the noise property of sensor mea-
surements, and learning-based detection with enormous CPS
information. We summarize references for general anomaly
detection methods against cyber-physical attacks and system
faults in Table IV.

A. Model-Based Detection

Model-based detection is defined as determining an anomaly
in a physical system based on the physical state predicted by
the state estimator [23]. A state estimator with the physical
system model of the computing system not only estimates the
physical state, but also predicts the physical state in the next
time step. The computing system can expect the sensor mea-
surement ŷ(k+1) = C x̂ (k+1) in the next time step. There are
two types of model-based anomaly detection, i.e., the safety
checker and the residual-based detector, as shown in Fig. 7.

1) Safety Checker: The safety checker is the simplest
anomaly detection method that can confirm the safety of the
physical system. The safety checker determines whether the
state of the physical system is within its normal operating
range or not. If either the state prediction, x̂ (k), or the expected
sensor measurement, ŷ(k), violates the normal operating range
or the allowable sensor measurement range, respectively, the
computing system determines the anomaly in the physical
system. Because the safety checker only determines whether or
not the physical system violates the normal range, the detec-
tion speed of the cyber-physical attack is slower than other
detectors.

2) Residual-Based Detector: The residual-based detector
compares the measurements from the sensor measurement y(k)
and the expected sensor measurement ŷ(k) received by the
state estimator. The residual, r(k) ∈ R, is defined as follows:

r(k) = ‖y(k)− C x̂ (k)‖. (11)

If the physical system model of the state estimator is strictly
identical to the real physical system and there are no anoma-
lies in CPS, then the predicted state x̂ (k) via the control
input u(k − 1) converges to the physical response x(k). Thus,
the residual r(k) converges to zero in a timely manner under
normal operation.

Authorized licensed use limited to: DGIST. Downloaded on September 01,2022 at 08:42:08 UTC from IEEE Xplore.  Restrictions apply. 



KIM et al.: SURVEY ON NETWORK SECURITY FOR CYBER–PHYSICAL SYSTEMS 1545

TABLE IV
LIST OF ANOMALY DETECTION METHODS

Algorithm 1 Residual-Based Anomaly Detection Algorithm
Input: y(k)
r(k)← ‖y(k)− C x̂ (k)‖
if r(k) > δ then

Γ(k)← 1
Detect attack

else
Γ(k)← 0

end if
Update time
x̂ (k + 1)← Ad x̂ (k) + Bdu(k) + L(y(k)− Cd x̂ (k))
u(k + 1)← Pyr (k + 1)−Kx̂ (k + 1)

When a cyber-physical attack such as packet drop or packet
manipulation is launched, there will be a mismatch between
the sensor measurement y(k) and the predicted sensor measure-
ment ŷ(k). However, anomalies such as packet transmission
delays or sensor noise can also increase the residual r(k)
in (11). This may cause false positive detection of the attacks.

To overcome false detections, a residual-based detector sets
up a detection threshold δ as follows:

Γ(k) =

{
1, if r(k) > δ
0, otherwise.

(12)

When the residual r(k) exceeds the threshold δ, the detection
alarm Γ(k) becomes true, and other resilient countermeasures
handle the anomaly. We provide a pseudo code of the anomaly
detection mechanism in Algorithm 1.

There is a trade-off between the anomaly detection speed
and the detection accuracy with respect to the threshold level δ.
A high-level threshold δ improves the detection accuracy by
lowering the false-alarm rate from noise. However, it consumes
more time from the moment the attack is launched until the
residual r(k) exceeds the threshold δ. In contrast, a low-level δ
improves the detection speed but is vulnerable to false detec-
tion from noise. Therefore, it is necessary to select a proper
threshold δ according to the attack types and system dynamics.
The residual r(k) rises in the detector from most cyber-physical
attacks. However, for well-designed stealthy attacks, the resid-
ual r(k) does not exceed the threshold δ, and consequently, the
detector does not activate the attack alarm.

In [60], an empirical study that detects cyber-physical
attacks with the residual-based anomaly detector is imple-
mented in a water level-control testbed. In addition, the
residual-based detector is adopted to reveal energy leakage
due to a malicious user in a microgrid environment [73].
The residual-based anomaly detector with linear dynamics of
UAV is proposed in [61], in which the authors adopt a real
robotic vehicle to show various cyber-physical attacks, includ-
ing sensor attacks, controller attacks, and control software
manipulation. By considering the nonlinear dynamics of UAV,
the extended Kalman filter (EKF)-based anomaly detector is
proposed in [62], in which the authors compare sensor attack
detection performance with the detector proposed in [61].

To enhance the security level against sophisticated cyber-
physical attacks, a cumulative sum (CUSUM)-based anomaly
detector is proposed in [74], which aggregates past residu-
als. The CUSUM statistic is recursively calculated with the
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residual (11) as follows:

S (k) =

{
0, if k = 0
max (0,S (k − 1) + r(k)− α), otherwise,

where S(k) is the CUSUM statistic, and α is a tuning parameter
based on the noise of residual r(k) during normal opera-
tion. By reflecting historical residuals, the CUSUM statistic
can limit the impact of cyber-physical attacks better than the
conventional residual (11).

From [23] and [63], a residual-based anomaly detector
with the CUSUM reveals undetected attacks on a stateless
residual-based detector (12), and the empirical studies in [23]
and [63] validate CUSUM-based detection. In [75], an anal-
ysis of the worst-case attack impact on a CUSUM-based
detector is provided by formulating a convex optimization
problem, which shows the restriction on the attack impact on
the CUSUM-based detector.

B. Statistical Detection

A χ2 detector, known as the bad data detector, is one
of the typical anomaly detectors adopted in various CPS,
including power grid systems [55] and CBTC [64]. The χ2

detector determines anomalies based on the statistical behav-
ior of the physical system from sensor noises and network
delays [76], [77]. Because most CPS operate in an environ-
ment in which sensor noise and network delays exist, the
χ2 detector is widely used to detect DoS attacks or bad-data
injections [77], [78].

From the given system (7) and the observer (8), the χ2

detector calculates the quantity g(k) with the residue z (k) =
y(k)− C x̂ (k):

g(k) = zT (k)Q−1z (k), (13)

where Q denotes the co-variance matrix of the residue z(k).
It is assumed that the residue z(k) is zero-mean Gaussian and
identically distributed for different k’s [79].

When a random attack signal is injected by an attacker,
the statistical property of the residue z(k) changes, increas-
ing the quantity g(k). If the quantity g(k) exceeds the thresh-
old δ, the χ2 detector determines there was an injection from
a cyber-physical attack [80].

The χ2 detector has a detection limit for historical data-
based attack signals. When a sensor measurement from the
past is injected into the anomaly detector, the χ2 detector is
unable to detect the attack because the noise of the recorded
past sensor measurement was previously determined to be
normal [19].

The χ2 detector is adopted in a smart grid system [55],
[56] and a CBTC system [64] to detect fault-data injection
attacks damaging each system. In [55], a Euclidean distance
based χ2 detector is proposed to overcome the detection limit
in a conventional χ2 detector that cannot detect a sensor
attack deceiving the state estimator. The cosine similarity-
matching χ2 detector proposed in [56] shows an advantage
in the sensor attack detection time and enhanced detection
performance against sophisticated sensor attacks. For sensor
attacks on a CBTC system, the χ2 detector proposed in [64]

shows a higher success rate and a lower false-detection rate
than the conventional intrusion detection system from packet
monitoring.

The Kullback–Leibler (KL) divergence is deployed to reveal
anomalies in sensor measurement, which compares probability
distributions between benign and attacked sensor measure-
ments [81], [82]. The KL divergence is denoted as follows:

D(r̃k ||rk ) =
∫

fr̃k (x ) log
fr̃k (x )

frk (x )
dx , (14)

where r̃k is a compromised residual, rk is a residual (11) under
normal operation, fr̃k (x ) and frk (x ) are the probability density
functions (PDFs) of the residuals r̃k and rk , respectively. From
the definition (14), the KL-divergence D(r̃k ||rk ) has a non-
negative value, in which the KL-divergence becomes zero only
if fr̃k (x ) = frk (x ). In addition, although the KL divergence
is a discrepancy metric between two PDFs, it is generally
asymmetric, which means that D(r̃k ||rk ) = D(rk )||r̃k ) is not
guaranteed.

When an arbitrary cyber-physical attack is launched, the
PDF fr̃k (x ) under attack differs from the distribution of the
PDF fr̃k (x ) of a benign residual rk . If the KL-divergence
D(r̃k ||rk ) exceeds a certain value δ, it can be considered
an attack situation [82]. The KL divergence-based sensor
attack detection method is adopted in DC [65] and AC [66]
microgrids, where the KL-divergence is utilized as a trust-
worthy factor of sensor measurements. A real-time fault
detection method is proposed in [67], which considers the
KL-divergence to determine the faults of an underwater
autonomous vehicle control system.

C. Learning-Based Detection

Machine learning techniques are used for modeling com-
plex CPS, supporting energy management, and controlling
physical systems in the real world [83]. In the context of
cyber-physical security, machine learning techniques can be
utilized to distinguish between system faults and malicious
attacks, to detect intrusions by unauthorized devices, and to
design an optimal detector to minimize false detection. Data-
driven cyber-physical security research has been conducted
with enormous amounts of information from physical systems
and networks in the various CPS.

Supervised learning methods utilize labeled data in normal
and abnormal environments to train machine learning mod-
els; i.e., a detector using the supervised learning technique is
learned based on the sensor measurements and control input
signals that have been previously classified as normal and
abnormal. In [68], incorporation of a model-based detector
and a data-driven detector with supervised learning algorithms
is proposed to detect stealthy sensor attacks targeting building
energy-management systems, where offline learning of normal
operation data was previously conducted for a support vector
machine (SVM) model recognizing anomalies in the system.

A supervised learning-based anomaly detector with an
extreme learning machine (ELM) model that learns control
signals and sensor measurements of a power plant is proposed
in [58]. The proposed detector is evaluated in a heavy-duty
gas turbine hardware-in-the-loop testbed, which shows a low
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TABLE V
LIST OF CYBER-PHYSICAL ATTACKS AND THEIR DETECTION METHODS

false-positive detection rate and a high true-positive detec-
tion rate. A convolutional neural network (CNN)-based sensor
measurement screening method [69] is proposed to mitigate
sensor faults in autonomous vehicles, in which the CNN model
screens anomalous sensor readings, and the Kalman filter with
the screened sensor measurement estimates the states of the
vehicle. A recurrent neural network (RNN)-based sensor attack
detection method for autonomous vehicles is proposed in [70]
under conditions of uncertainty and nonlinearity, in which
the proposed method identifies the combinations of attacked
sensors when multiple sensors are attacked.

In contrast to supervised learning, unsupervised learn-
ing techniques do not require labeled data for training the
model. Furthermore, unsupervised learning techniques cat-
egorize similar samples within the input data, a process
known as clustering. Abnormal sensor measurements or
control input signals are clustered differently from benign
clusters. In addition, unsupervised learning techniques are
also used in conjunction with supervised learning methods
to improve the classification performance by extracting the
internal features of sensor measurements and control input
signals.

An unsupervised dynamic Bayesian network (DBN) model
is proposed in [71] that detects abnormal sensor measure-
ments for large-scale smart grids with time-varying energy
information. For a sensor attack, the proposed DBN model
achieves detection accuracy of 98%, and a false-positive rate
of less than 2%.

An unsupervised machine learning-based fault detection
method is proposed for heater, ventilation, and air condition-
ing (HVAC) systems [84]. In the proposed method, a Gaussian
process estimates the state of the HVAC system, and an
SVM model detects faults in the HVAC system. For sophisti-
cated sensor-attack detection in distributed smart grid systems,
machine-leaning-based detectors with supervised learning and
unsupervised learning are proposed in [72], in which the
authors use singular value decomposition of state observa-
tions to reduce the dimensions of the training data and the
computational complexity.

VII. ANALYSIS OF CYBER-PHYSICAL ATTACKS

In this section, we analyze common cyber-physical attacks:
the DoS attack, the replay attack, the zero-dynamics attack,
the pole-dynamics attack, and the covert attack. We focus on
the time response of physical systems and the stealthiness of
cyber-physical attacks. For a clear understanding of the impact
of each attack, we provide detailed numerical examples for
each attack. Furthermore, we provide an analysis of advanced
cyber-physical attacks and detection methods for each attack.
Table V summarizes improvements and detection methods for
cyber-physical attacks in Table III.

A. Denial-of-Service (DoS) Attack

A DoS attack is one of the typical network attacks
that disturb packet transmissions by exploiting network
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vulnerabilities. A DoS attack mainly causes two communi-
cation faults: packet drops and network transmission delays.
Packet dropping is one of the most common DoS attack meth-
ods. Over the past decades, numerous DoS attack studies have
been implemented in each layer of the OSI network model.
Hence, it is formidable to cover overall DoS attack mecha-
nisms in a subsection. Comprehensive surveys of DoS attacks
can be found in [17], [102]. In this survey, we briefly introduce
common DoS methodologies in conventional networks.

In the physical layer of the OSI network model, packet
dropping is implemented by link cut-off and the emission
of high-gain jamming signals against wired and wireless
networks [103]. In logical ways, it is implemented by MITM
attacks and well-crafted packet injections with protocol vul-
nerabilities. Address resolution protocol (ARP) and Internet
protocol (IP) can be spoofing targets in the data link layer and
the network layer of the OSI network model, respectively [17].
ARP and IP spoofing are the typical spoofing attacks that steal
packets on the network by deceiving communication nodes.
Also, the spoofing attacker can destroy some packet fields
related to packet error detection, such as checksum, resulting
in invalidation of received packets.

Furthermore, a DoS attack can incur significant delays
by exhausting the network resources. DoS attacks such as
ICMP flooding [38], UDP flooding, and TCP connection
flooding exhaust network resources by maliciously enqueu-
ing the memory in network equipment or requesting excessive
responses from the computing system, which result in trans-
mission delays and time-outs. In particular, most DoS attacks
in the application layer of the OSI network model target
protocol vulnerabilities, resulting in exhaustion of network
resources and computing resources. The attacker can incur
massive packet generation by exploiting a vulnerability in the
domain name system (DNS) protocol related to the recur-
sive query property. Furthermore, an attacker can exhaust the
computing resources of the computing system by generat-
ing deformed packets to exploit vulnerabilities in hypertext
protocol (HTTP) [102].

A DoS attack from the CPS perspective is the simplest to
implement among the attacks shown in Table III because an
accurate mathematical model of the physical system is not
required [12], [104]. The physical system can become unsta-
ble by DoS attacks, which cause packet drops and network
delays. Many control theoretical studies analyze a relation-
ship between the stability of the physical system and packet
drops in the network [86]. Furthermore, the delay bounds
for physical stability and delay-induced control performance
degradation are theoretically quantified in [105]. However,
in practical CPS, an excessive network delay is considered
a transmission time-out, and the physical systems hold the
previous control input signal or switch to the fail-safe mode.
Consequently, excessive network delays caused by DoS attacks
are considered packet drops in the network.

In NCS, packet drops due to a DoS attack may cause degra-
dation in control performance and system instability [106]. A
DoS attack can be described by a packet drop model [86],
where transmission failure is generated by packet drops only
on the synchronized NCS in the discrete-time domain, as

Fig. 8. Switched network DoS attack model.

shown in Fig. 8. If a packet drop occurs as shown in Fig. 8 at
time k, it means that neither the sensor measurement y(k) nor
the control input signal u(k) is transmitted. The packet drop
is expressed by the following packet drop model:

θ(k) =

{
1, with packet drop
0, without packet drop,

(15)

where θ(k) is the packet drop indicator. The packet drop indi-
cator θ(k) = 1 represents packet transmission failure in the
network from a DoS attack.

When packet transmission fails due to a DoS attack, the
physical system and the computing system cannot receive
control input signals and sensor measurements, respectively.
According to the updated failure of a control input signal from
a DoS attack, the physical system is actuated from the past
control-input signal with the ZOH as follows:

x (k + 1) =

{
Adx (k) + Bdu(k), if θ(k) = 0
Adx (k) + Bdu(k − 1), if θ(k) = 1.

(16)

In addition, the state estimation of the computing system
depends on the physical system model by considering the
packet drop as follows:

x̂ (k + 1) =

⎧⎨
⎩

Ad x̂ (k) + Bdu(k)
+L(y(k)− C x̂ (k)),

if θ(k) = 0

Ad x̂ (k) + Bdu(k − 1), if θ(k) = 1.
(17)

If there is no transmission delay or sensor uncertainty, regard-
less of a DoS attack, state estimation (17) completely traces
the state of the physical system x(k). However, due to the inte-
gration of noise in NCS by a persistent DoS attack, the state
estimation error between the physical state x(k) and the estima-
tion x̂ (k) is increased, which causes a deterioration of control
performance [86].

DoS attacks are characterized by the duration of the attack
and the frequency with which it occurs within a specific time
interval [107]. Fig. 9 shows DoS attacks in the time interval
[i, j]. The duration of an attack is defined as the time duration
[ak , ak +τk ], where ak is the start time of the k-th DoS attack
and τk is the duration of the k-th DoS attack.

1) Attack Constraints: To implement a DoS attack, it is
necessary for the attacker to access the communication channel
between the physical and computing systems. In addition, the
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Fig. 9. The duration of a DoS attack.

attacker intentionally incurs packet exchange with proper DoS
attack methods including jamming signals, flooding, or well-
crafted packets exploiting network vulnerabilities. However,
in terms of actual attack implementation, the attacker also has
energy constraints based on hardware performance. In [18], a
hardware limitation of the attacker is modeled as the schedul-
ing of packet drops in a certain time interval, illustrated in
Fig. 9. The attacker determines time slots to drop the pack-
ets with the following two constraints: the number of packet
drop attempts and the number of consecutive packet drop time
slots in a packet drop attempt. In other words, packets cannot
always be dropped if the attacker has a hardware constraint.

2) Numerical Example: We consider the physical
system (6) as follows:

A �
[
0 1
−2 1

]
, B �

[
0
1

]
, C �

[
1 0

]
. (18)

From the system dynamics (18), the transfer function form of
the system (6) is presented as follows:

G(s) =
s − 1

s2 − s + 2
. (19)

The transfer function (19) shows that the physical system (6)
has two unstable poles, p = 0.5 ± j1.32, and one unstable
zero, z = 1, on the right-half plane. Furthermore, we properly
design the controller gain K and the observer gain L to bring
the state x(t) to zero.

We implement the MATLAB simulation shown in Fig. 10
to illustrate the impact of the attack on the physical system (6)
with the dynamics (18) when a DoS attack is launched on the
network in the continuous-time domain. In addition, we com-
pare the control input signal u(t) and the sensor measurement
y(t) in an attack-free environment to a DoS attack.

When we launch the DoS attack on the network at time
t = 1.5 s, the physical state x(t) diverges to infinity by the
physical impact (16). In other words, the state response to
the DoS attack is equal to the open-loop system without any
controller.

The control input signal u(t) cannot be transmitted to the
physical system owing to the DoS attack. Therefore, the con-
trol input signal applied to the physical system is held by the
ZOH from the start of the DoS attack. As illustrated in the
second graph of Fig. 10, the control input signal u(t) on the
physical system does not converge to the control input uref (t)
in an attack-free environment.

Similarly, as the control input signal, the sensor measure-
ment y(t) does not enter the computing system under the DoS
attack. From packet drops in the network, the sensor mea-
surement y(t) on the computing system is held by the ZOH,
as illustrated in the third graph of Fig. 10, which does not
converge to the sensor measurement yref (t) in an attack-free
environment.

Fig. 10. Numerical example of the DoS attack.

We assume that the anomaly detector recognizes the DoS
attack at the start of the attack because the sensor measurement
packets are not continuously transmitted to the computing
system. Then, the safety checker in Fig. 7 estimates the
expected sensor measurement ŷ(t), where ŷ(t) diverges to
infinity. Therefore, the safety checker determines that the
physical state is going to violate the allowable region. The
simulation result shows that a sufficiently long attack duration
is required for the physical state x(t) to violate the allowable
region, as illustrated in Fig. 10. However, because the DoS
attack is detected by the safety checker, the attack can be
handled with certain countermeasures.

3) Improved Attacks: Reactive jamming [85] is one of the
optimal jamming attacks, in which the attacker listens to the
communication channel and reacts by colliding with the trans-
mitted signal. The reactive jamming attack has advantages
for hard detection and energy-efficient communication distur-
bances. An optimal DoS attack scheduling [86] is proposed
from the viewpoint of the attacker with a power constraint,
which shows that consecutive DoS attacks can inflict more
damage on the physical system.

A jamming attack targeting a communication based train
control (CBTC) system is proposed in [87], [88], where a jam-
ming attack is amplified by a repeater on the CBTC system. As
a result, the intermittent communication disruption caused by
the attack degrades train operations. An intelligent jamming
attack targeting IEEE 802.11 wireless networks is proposed
in [89], in which the transmitter is deceived with a fake ACK
frame while causing packet collisions with jamming signals.
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Fig. 11. Illustration of the replay attack.

4) Detection Strategy: For a vehicular ad hoc network
(VANET), a real-time DoS attack-detection framework is
proposed in [90], in which a road-side unit (RSU) monitors
the vehicle traffic with a CUSUM and the geometric entropy-
minimization algorithm to detect the DoS attack. A timestamp-
based jamming attack detection scheme is proposed in [91],
in which communication disturbances are detected when the
timestamp of the packet exceeds the delivery deadline in clus-
tered sensor networks. To detect reactive jamming, the authors
in [92] propose a reactive jamming attack-detection algorithm
with an adaptive threshold while periodically checking the
signal strength and packet consistency.

Various DoS attacks, such as powerful jamming signal radi-
ation in physical communication, traffic flooding in each layer
of the OSI network model, and exploiting application vul-
nerabilities, can occur in the CPS networks. Regardless of
DoS attack types, the conventional anomaly detection meth-
ods, illustrated in Section VI, can only detect whether the DoS
attack is forced or not. Therefore, it is hard for physics-based
anomaly detection methods to specify the DoS attack type. To
handle the DoS attack after the detection, DoS attack analy-
sis in the OSI network model should be accompanied by a
physics-based anomaly detector.

B. Replay Attack

The replay attack [19] is a stealthy cyber-physical attack
in which an intruder injects past sensor measurements into
a computing system, as shown in Fig. 11. To implement the
attack, the intruder must be able to break into both the sensor
measurement and control input signal transmission channels.

In contrast to other stealthy attacks, the replay attack does not
require the physical system model. Instead, the replay attack
consists of a recording phase and an injecting phase.

In the recording phase, the attacker only breaks into the
sensor measurement transmission channel. Then, the attacker
sniffs and records the sensor measurement y(k) as illustrated
in Fig. 11(a). Because there is no manipulation of the sensor
measurement and the control input signal in this phase, the
physical systems operate normally.

In the injecting phase, however, the attacker hijacks both the
sensor measurement and control signal transmission channels
simultaneously, as illustrated in Fig. 11(b). Then, the attacker
injects the previously recorded sensor measurement ỹ(k) into
the computing system. At the same time, the attacker injects
the malicious control input signal ũ(k), which renders the
physical system unstable.

The anomaly detector determines that the recorded sensor
measurement ỹ(k) is intact because the past sensor mea-
surement equals the time-shifted sensor measurement from
the physical system. Therefore, the sensor measurement of
the attacker, ỹ(k), does not violate the model-based anomaly
detector. In addition, the χ2 detector cannot detect a replay
attack because the noise of the past sensor measurement ỹ(k)
is already accepted. When the deviation between the original
sensor measurement y(k) and the recorded sensor measurement
ỹ(k) is small enough at the start of the attack, the residual,
r(k), converges to zero. Therefore, the replay attack has the
property of stealthiness.

1) Attack Constraints: To implement the recording phase
and the injecting phase, it is necessary for the attacker to
hijack both transmission channels for the sensor measurement
y(k) and the control input signal u(k). In the recording phase,
the attacker must have enough memory to record the sensor
measurement y(k), which is related to the attack duration; a
successive replay attack requires enough recording time and
sensor samples to inject successive past sensor measurements.
During the injection phase, the attacker’s control input signal,
ũ(k), is designed to cause the state of the physical system to
diverge.

2) Numerical Example: We implement a simulation study
of the replay attack against a physical system with the dynam-
ics (18), as shown in Fig. 12. In this simulation, the recording
phase is the time interval t = [2, 5] s, and the injecting phase
is the time interval t = [5, 8] s.

At the start of the injecting phase, t = 5 s, the state of the
physical system, x(t), becomes unstable because of the false
control input signal ũ(t). However, the state x(t) converges to
zero during the recording phase.

Following the injection of a malicious control input ũ(t) =
0.001, the control input signal u(t) of the controller expe-
riences a temporary perturbation because of the difference
between the original sensor measurement y(t) and the recorded
sensor measurement ỹ(t). However, the control input signal
u(t) of the controller converges to the control input signal in
the attack-free environment, uref (t).

The recorded sensor measurement, ỹ(t), from the recording
phase t = [2, 5] s is injected into the computing system during
the injecting phase t = [5, 8] s, as shown in Fig. 12, where
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Fig. 12. Numerical example of the replay attack.

the sensor measurement ỹ(t) traces the sensor measurement
yref (t) in the attack-free environment. However, the real sen-
sor measurement, y(t), deviates because a malicious control
input signal ũ(t) is injected into the physical system.

We evaluate the stealthiness of the replay attack with the
residual-based detector and the χ2 detector. The residual r(t)
in the fourth graph of Fig. 12 shows the stealthiness of the
replay attack. In Fig. 12, we set the threshold δ = 0.0008
to detect a replay attack. The residual r(t) slightly rises at
time t = 5 s owing to the deviation between the original
sensor measurement y(t) and the recorded sensor measure-
ment ỹ(k). However, the residual-based detector perceives
the replay attack injection ỹ(t) as an attack-free environment
because of the residual vanishing. Furthermore, the quan-
tity g(k) of the χ2 detector (13) has no perturbation against
the deviation by the replay attack, as shown in the fourth
graph of Fig. 12. Therefore, the attack alarm is not acti-
vated. Consequently, the simulation result in Fig. 12 shows
the stealthiness of the replay attack.

3) Improved Attacks: To the best of our knowledge, no
studies have included advanced replay attacks within their
scope.

4) Detection Strategy: A physical watermarking method to
detect the replay attack is proposed in [93]. The controller
in the computing system adds a Gaussian watermarking sig-
nal ζ(k) to the control input signal u(k) and uses the Kalman
filter to predict the state of the physical system in the next
time step. Then, the physical system returns the sensor mea-
surement y(k), including the response to the watermarking

Fig. 13. Illustration of the zero-dynamics attack.

signal ζ(k). As a result, the watermarking signal is returned
to the computing system. When the replay attack is launched,
the previously recorded sensor measurement ỹ(k) is injected
into the computing system. However, the previously recorded
sensor measurement ỹ(k) includes the physical response for
the old watermarking signal, which differs from the cur-
rent watermarking signal ζ(t). Therefore, the residual r(k)
increases because of the unmatched watermarking signal ζ(t),
and finally, the anomaly detector detects the replay attack.

But, the watermarking method has downsides. The water-
marking signal can degrade the control performance of the
physical system and can activate a false-positive detection
alarm. In [94], an optimal watermarking signal scheduling
strategy is proposed to reduce the false-positive alarm rate
and the deterioration of control performance.

C. Zero-Dynamics Attack

The zero-dynamics attack (ZDA) [12], [20] is a control input
injection attack that exploits the zero dynamics of a system
with a non-minimum phase zero. To realize a zero-dynamics
attack, the attacker needs to know the zero dynamics of the
target system and the specific control input that makes the out-
put y(t) = 0. Then, the attacker can render a certain internal
state of the system diverge by adding the specific input to the
ordinary input signal, as illustrated in Fig. 13.

It should be noted that the ZDA cannot be detected by
observing the output y(t) because the effect of the ZDA on
the output is zero. One may think that the ZDA is limited
only to the system with an intrinsic non-minimum phase zero.
However, discretization of a continuous system for digital con-
trol can introduce an additional non-minimum phase zero to
the system, which can be exploited by the attacker [95].

The ZDA is a stealthy controller attack that targets unstable
zeros on the right-half plane in the s-domain. The ZDA is
represented as a controller attack because it adds an attack
signal au(t) to the control input signal u(t) in the physical
system (6) as follows:

ẋ (t) = Ax (t) + B(u(t) + au(t))

y(t) = Cx (t). (20)

To consider the zero-dynamics of the physical system, we
rewrite the system (20) into the Byrnes–Isidori normal form
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as follows:[
żs(t)
˙zu(t)

]
=

[
Ss 0
0 Su

][
zs(t)
zu (t)

]
+

[
Ps

Pu

]
y(t)

η̇(t) = Avη(t) + Bv (ψ
T η(t) + φTs zs(t) + φTu zu(t)

+ g(u(t) + au(t)))

y(t) = Cvη(t), (21)

where Ss , Su , Ps , Pu , ψ, φ are constant matrices with suitable
dimensions, and the eigenvalues of matrices Ss and Su are on
the left-half plane and the right-half plane, respectively. For
constant i ≥ 1, matrices Av , Bv , and Cv can be described as
follows:

Av =

[
0i−1 Ii−1

0 0Ti−1

]
, Bv =

[
0i−1

1

]
, Cv =

[
1 0Ti−1

]
.

From the given system (21), we can design the ZDA as
follows:

˙za(t) = Suz
a(t), au(t) = −1

g
φTu za(t), (22)

where za(t) is the zero-dynamics of the attacker. Owing
to the eigenvalue of matrix Su in the right-half plane, the
zero-dynamics za(t) diverge to infinity, and thus the attack
signal au(t) from (22) diverges. From the combination of the
system (21) and the ZDA (22), we confirm that the ZDA sig-
nal au(t) negates the unstable zero-dynamics term φTu zu(t),
where the attacked η dynamics and the sensor measurement
y(t) remain stable. However, in terms of the system (20), the
state x(t) diverges to infinity because of the divergence of the
ZDA signal au(t).

Although the ZDA signal diverges to infinity, the stable form
of the sensor measurement y(t) from unstable zeros causes an
estimation fault in the state estimator, i.e., the state estimator
calculates the state estimation x̂ (t) as stable though the real
physical state, x(t), becomes unstable. From the estimation
error for x̂ (t), the anomaly detector determines that the sensor
measurement y(t) is normal in spite of the ZDA and does not
activate the attack alarm. Therefore, the ZDA is stealthy.

1) Attack Constraints: To implement the ZDA, the attacker
must hijack the control input transmission channel on the
network because the ZDA is a controller attack that manipu-
lates the control input signal u(t).

For the ZDA to destabilize the physical state x(t), the target
physical system must have at least one zero in the right-half
plane. If all the zeros of the physical system are in the left-
half plane, the impact of the ZDA is eliminated over time. To
design the ZDA, it is necessary for the attacker to have an
accurate model of the physical system (6). When the attacker
has an inaccurate model of the target physical system, the
attacker can only launch a poorly designed ZDA that cannot
fully eliminate the φTu zu(t) term in (21). Then, the ZDA will
be detected by the anomaly detector.

To allow the ZDA to render the state x(t) diverge while
maintaining stealthiness, the actuator of the physical system
must not be saturated by the ZDA signal au(t). Because every
actuator driving the real physical system has a control input
limit, a ZDA signal greater than the input limit will saturate
the control input of the physical system. Then, the elimination

Fig. 14. Numerical example of the zero-dynamics attack.

of the φTu zu(t) term by the ZDA will fail. Consequently, the
ZDA is detected by the anomaly detector when the control
input is saturated.

2) Numerical Example: We implement a simulation study
of the ZDA launched on a physical system with the dynam-
ics (18) as shown in Fig. 14, where the ZDA is injected at time
t = 5 s. Because of the zero dynamics, the state x2(t) diverges
whereas the state x1(t) converges to zero with a short-term
perturbation after the ZDA launches.

The ZDA signal au(t) is designed with an intrinsic zero
z = 1 in the right-half plane. The attacker starts to add au(t)
to the control input signal u(t) from the computing system
at time t = 5 s. We confirm that the modified control input
ũ(t) diverges in contrast to the converging control input sig-
nal uref (t) in an attack-free environment. The received sensor
measurement, y(t), also has a small perturbation at the start of
the ZDA, but the sensor measurement y(t) converges to yref (t)
in an attack-free environment over time.

We evaluate the stealthiness of the ZDA with the residual-
based detector and the χ2 detector. The residual r(t) in the
fourth graph of Fig. 14 shows the stealthiness of the ZDA,
where we set the threshold δ = 0.008 to detect the attack.
The residual r(t) also converges to zero with some perturba-
tion at the start of the ZDA. This small residual r(t) below
the threshold δ allows the ZDA to be stealthy. Similarly, the
quantity g(t) in the χ2 detector (13) shows small perturbation
at the start of the attack. However, the g(t) does not exceed
the threshold δ.
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3) Improved Attacks: Because of the conversion from
a continuous physical system (6) to a discrete physical
model (7) with periodical sensor measurement sampling, addi-
tional unstable sampling zeros can be added to the system
model (7) with the ZOH [99]. In [95], the authors propose a
ZDA targeting the sampling zeros. It is shown that the attacker
can launch a ZDA for a physical system that does not have
intrinsic zeros if the attacker knows the system dynamics (6)
and the sampling rate of CPS.

Implementation of a ZDA requires the attacker to have the
precise dynamics of the physical system. Therefore, it is diffi-
cult to implement a ZDA in practice. However, a robust ZDA
proposed in [52] enables the attacker to design a ZDA signal
with uncertain system dynamics if the attacker can eaves-
drop on the sensor output y(t) on the network. A disturbance
observer of the attacker compensates for uncertainty about
system dynamics with disclosure resources, which provides
stealthiness for the robust ZDA.

4) Detection Strategy: A generalized hold method that
replaces the ZOH is proposed in [96]. A generalized hold in a
discrete-time control system can place the zeros at any desired
positions. Therefore, when the attacker launches a ZDA target-
ing the unstable zeros, assuming a conventional ZOH system,
the targeted zero of the ZDA signal does not match the zero
replaced by the generalized hold. Therefore, the generalized
hold method reveals the ZDA in a discrete-time control system.

System modulation strategies are proposed to detect stealthy
cyber-physical attacks, including the ZDA. Modulations of the
system matrix are proposed in [20] and [97], where the system
dynamics altered by a modulation matrix distorts the ZDA sig-
nal of the attacker. Consequently, the ZDA is detected by the
anomaly detector due to an increased residual r(t) above the
threshold. In [98], a two-way coding method that transforms
the control input signal u(t) and the sensor measurement y(t) is
proposed as a ZDA detection strategy. When the ZDA signal
ua(t) is injected into a network equipped with the proposed
two-way coding, the ZDA signal is distorted. Because of the
distortion of the ZDA, the computing system can detect the
ZDA, and correct the manipulated control input signal ũ(t).

In [99], a multi-rate adaptive controller is adopted to detect
a ZDA for discrete-time feedback control systems. The com-
puting system with a state estimation rate that is faster than
the control input generation rate will detect the anomaly from
the sensor measurement y(t). The experimental results in [99]
show that the proposed multi-rate adaptive controller recov-
ers a quadroter that is under a ZDA and triggers safe model
control.

D. Pole-Dynamics Attack

The pole-dynamics attack (PDA) [21] is a sensor measure-
ment modification attack to deceive the controller by eliminat-
ing the divergence of the unstable poles in the output sensor
measurement, as illustrated in Fig. 15. Through the PDA,
the controller misconceives that the physical system remains
stable, although the physical system is actually becoming
unstable. The PDA can be considered as a dual of the ZDA in
that the PDA exploits the unstable pole dynamics by deceiving

Fig. 15. Illustration of the pole-dynamics attack.

the sensors, whereas the ZDA exploits the unstable zero
dynamics by deceiving the actuators.

The PDA is a stealthy sensor attack that targets the pole
dynamics in the right-half plane. We rewrite the physical
system (6) adding the PDA signal as follows:[

ẋs(t)
ẋu(t)

]
=

[
As 0
0 Au

][
xs(t)
xu(t)

]
+

[
Bs

Bu

]
u(t)

y(t) = Csxs(t) + Cuxu(t) + ay (t), (23)

where matrices As , Au , Bs , Bu , Cs , and Cu have proper
dimensions, and the eigenvalues of matrices As and Au are
in the left-half plane and the right-half plane, respectively. We
assume that the system (23) has at least one unstable pole,
which is described by Au .

From the given system (23), the PDA signal is designed as
follows:

ẋa(t) = Aux
a(t), ay (t) = −Cux

a(t), (24)

where xa(t) is the state of the attacker. Because of the eigen-
values of the matrix Au in the right-half plane, the PDA
signal ay (t) diverges to infinity. From the combination of
the system (23) and the PDA (24), we can confirm that the
PDA signal ay (t) eliminates the unstable pole-dynamics term
Cuxu(t) in the sensor measurement y(t). In [21], elimination
of the pole-dynamics is represented as follows:

lim
t→∞[x (t)− xa(t)] = 0, (25)

which means that the physical state x(t) diverges to infinity
because xa(t) diverges to infinity via the matrix Au .

In the computing system, the state estimator incorrectly esti-
mates the state x(t) as x (t)− xa(t) based on the manipulated
sensor measurement ỹ(t). Thus, the expected sensor mea-
surement C x̂ (t) of the state estimator traces the manipulated
sensor measurement ỹ(t).

As a result of incorrect tracing of the expected sensor mea-
surement C x̂ (t) owing to the PDA, the residual r(t) converges
to zero over time. Therefore, the anomaly detector does not
activate the attack alarm despite the PDA. Consequently, the
PDA is stealthy with an accurate system model.

1) Attack Constraints: To implement the PDA, the attacker
must hijack the sensor measurement transmission channel on
the network because the PDA is a sensor attack that manip-
ulates sensor measurement y(t). For the PDA to destabilize
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Fig. 16. Numerical example of the pole-dynamics attack.

the physical state x(t), the target physical system must have
at least one pole in the right-half plane. If all the poles of
the physical system are in the left-half plane, the impact of
the PDA is diminished over time. In addition, it is necessary
for the attacker to know the system matrix A and the output
matrix C of the target physical system. If the PDA is designed
with inaccurate system poles, the condition on the elimination
for the pole-dynamics (25) cannot be satisfied. This discrep-
ancy will cause the residual r(t) to rise, and the PDA will be
detected by the anomaly detector.

2) Numerical Example: We implement a simulation study
of the PDA launched for a physical system with the dynam-
ics (18) as shown in Fig. 16, where (18) has two inherently
unstable poles of p = 0.5± j1.32 as shown in (19). We inject
the PDA at time t = 5 s. From the start of the PDA at t = 5 s,
the state of the physical system, x(t), diverges, as illustrated in
Fig. 16. The state transition by the PDA shows that the PDA
has disruption resources that can damage the physical system.

Due to the distinction between the state of the physical
system, x(t) at t = 5 s, and the initial state of the attacker,
xa(t), there is a temporary perturbation in the control input
signal u(t). However, the control input signal u(t) asymp-
totically converges to the control input signal uref (t) in an
attack-free environment over time.

The original sensor measurement y(t) from the physical
system diverges to infinity via the PDA. However, the elimi-
nation of pole-dynamics in (25) confirms that the manipulated
sensor measurement ỹ(t) converges to the sensor measurement
yref (t) in an attack-free environment, as shown in Fig. 16.

Fig. 17. Illustration of the covert attack.

We evaluate the stealthiness of the PDA with the residual-
based detector and the χ2 detector. The residual r(t) in the
fourth graph of Fig. 16 shows the stealthiness of the PDA.
Here, we set the threshold δ = 0.008 to detect the attack.
Because of the state of the physical system, x(t), and the state
of the attacker, xa(t), at the start of the attack, t = 5 s, the tem-
porary perturbation is generated on the residual r(t). However,
because of the estimation error by the state estimator, the resid-
ual r(t) does not exceed the threshold δ, and thus no attack
alarm is generated by the residual-based detector. Similarly,
the χ2 detector cannot generate an attack alarm because the
quantity g(t) in (13) does not exceed the threshold δ, as shown
in the fourth graph of Fig. 16. Therefore, the PDA is also
stealthy with respect to the χ2 detector.

3) Improved Attacks: The design of the PDA signal ya (k)
requires a precise model of the physical system, rendering
it difficult to launch the PDA on the network. However, the
robust PDA proposed in [21] enables an attacker with uncer-
tain system dynamics to inject a stealthy attack and maintain
stealthiness. Similarly to the robust ZDA [52], an attacker with
disclosure resources sniffs the control input signal u(t) on the
network. The disturbance observer of the attacker compensates
for the mismatch between the actual physical dynamics and
the nominal dynamics of the attacker by utilizing the sniffed
control input signal u(t).

4) Detection Strategy: A resilient CPS architecture with
a dual anomaly detector algorithm [100] has recently been
proposed for real-time detection of the PDA launched through
the network, where the dual anomaly detector algorithm is
embedded on the distributed network devices. In the proposed
architecture, the network devices periodically collect and
inspect the sensor measurements with the embedded detection
algorithm. When the PDA is detected, the network devices
notify the centralized network manager of the PDA, and the
network manager isolates the network attack point of the PDA
and reconstructs the network paths for recovering the control
performance of CPS.

E. Covert Attack

The covert attack is a stealthy, combined sensor and con-
troller attack that takes over control authority of the physical
system and deceives the computing system, simultaneously,
as illustrated in Fig. 17. In contrast to the replay attack,
which only sniffs the sensor measurement y(t), the covert
attack requires sniffing both the control input signal u(t) and
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the sensor measurement y(t). The covert attack consists of
two processes (deception and injection). Under the covert
attack, these two processes are executed at the same time,
i.e., deceiving the computing system by manipulating sensor
measurements and injecting malicious control inputs into the
physical system.

In the deception process, the attacker hijacks the sensor
measurement transmission channel to inject the malicious sen-
sor measurement ỹ(t), which deceives the computing system.
To design the covert sensor attack signal, we assume that the
attacker has a virtual physical system with a precise model of
the physical system. From the control input signal’s transmis-
sion channel, the attacker sniffs the control input signal u(t)
on the network and calculates the state of the attacker, xa(t),
in the virtual physical system as follows:

ẋa(t) = Axa(t) + Bu(t)

ỹ(t) = Cxa(t). (26)

According to the virtual physical system (26), the attacker
obtains the malicious sensor measurement ỹ(t) and injects it
into the target computing system.

From the viewpoint of the computing system, the malicious
sensor measurement ỹ(t) is similar to the response of the
physical system to the control input signal u(t) in an attack-
free environment owing to the perfect model knowledge of the
attacker. Therefore, under the covert attack, the state estima-
tor estimates the state of the attacker’s virtual physical system,
xa(t), and the controller calculates the control input signal u(t)
to stabilize the virtual state xa(t) rather than the real phys-
ical system state x(t). In other words, the computing system
believes that it controls the real physical system, but it controls
the virtual physical system of the attacker.

During the injection process, the attacker hijacks the con-
trol input signal transmission channel to inject the malicious
control input signal ũ(t). Then, the attacker designs the mali-
cious control input signal ũ(t), which destabilizes the physical
system and injects the input signal ũ(t) into the physical
system. Moreover, the attacker can design the state estima-
tor and the controller to control the physical system in any
desired manner.

If the state x(t) is equal to xa(t) at the start of the attack,
there is no residual perturbation, implying perfect stealthiness.
If the deviation between x(t) and xa(t) is small enough that the
residual r(t) does not exceed the threshold δ, the residual r(t)
in the anomaly detector converges to zero after a small pertur-
bation. Consequently, the anomaly detector does not activate
the attack alarm Γ(t). Therefore, the stealthiness of the covert
attack is guaranteed.

1) Attack Constraints: To implement the covert attack, the
attacker must take over the transmission channels for both
the sensor measurement and the control input signal. In addi-
tion, the attacker can sniff the control input signal to calculate
xa(t) in the virtual physical system (26), which deceives the
computing system.

In the deception process, the attacker must already have a
precise model of the physical system to construct the virtual
physical system (26). If there is a mismatch between the virtual

Fig. 18. Numerical example of the covert attack.

and real physical systems, the malicious sensor measurement
ỹ(t) cannot guarantee the stealthiness of the covert attack.

In the injection process, in contrast to the ZDA and the
PDA, there are no constraints on the physical system before
launching the attack. If the attacker wants to control the phys-
ical system the way it wants, it is necessary to sniff the sensor
measurement y(t) with a proper state estimator and controller
to generate the malicious control input signal ũ(t).

2) Numerical Example: We implement a simulation study
of a covert attack against a physical system with the dynam-
ics (18) as shown in Fig. 18. In this simulation, we simulta-
neously inject the malicious sensor measurement ỹ(t) and the
control input signal ũ(t).

The physical impact of the covert attack illustrated in Fig. 18
is based on the malicious control input signal ũ(t) in the
injection process from the start of the attack at t = 5 s. The
divergence of physical state x(t) shows that the covert attack
renders the physical system unstable.

In the deception process, the computing system functions
as if the original control signal u(t) successfully transmitted
to the physical system. In this case, a small perturbation of
the control input u(t) is triggered by a deviation between the
state of the real physical system, x(t), and the state of the
attacker xa(t). The physical system receives the malicious
control input signal ũ(t) via the injection process of the covert
attack. In this case, the malicious control input signal ũ(t)
is designed as ũ(t) = −0.2(t − 5) in the simulation. The
difference between the control input signal ũ(t) by the covert
attack and the original control input signal uref (t) renders the
physical system unstable.

Authorized licensed use limited to: DGIST. Downloaded on September 01,2022 at 08:42:08 UTC from IEEE Xplore.  Restrictions apply. 



1556 IEEE COMMUNICATIONS SURVEYS & TUTORIALS, VOL. 24, NO. 3, THIRD QUARTER 2022

The original sensor measurement, y(t), from the real phys-
ical system becomes unstable via the injection process of the
covert attack. However, as a result of the deception process,
the computing system receives the manipulated sensor mea-
surement ỹ(t) from the virtual physical system (26) of the
attacker. This deception process causes only a temporary small
perturbation by the deviation between states x(t) and xa(t),
as well as in the control input signal u(t). Following the small
perturbation at the start of the deception process, the mali-
cious sensor measurement ỹ(t) traces the sensor measurement
yref (t).

We evaluate the stealthiness of the PDA with the residual-
based detector and the χ2 detector. We set the threshold
δ = 0.008 to detect the covert attack in two detectors. Because
of the state estimate xa(t) of the state of the attacker in the
deception process, the residual r(t) converges to zero after the
transient perturbation of the initial state of the virtual physical
system xa(t). As illustrated in Fig. 18, the residual does not
exceed the threshold δ. As a result, the residual-based detector
does not activate any attack alarm Γ(t). In addition, the quan-
tity g(t) of the χ2 detector (13) does not exceed the threshold
δ. Therefore, the χ2 detector does not activate any attack alarm
Γ(t) in response to the covert attack. Consequently, the covert
attack is stealthy with disruption resources.

3) Improved Attacks: The constraint that the attacker must
have a precise model of the physical system renders it diffi-
cult for the attacker to launch a covert attack. For relaxation
of the covert attack constraint, a data-driven covert attack is
proposed in [101], where the attack is designed with a sub-
space predictive control method, an intercepted control input
signal, and the sensor measurement of the network.

4) Detection Strategy: A covert attack detection architec-
ture with an auxiliary system is proposed in [53], where a
truthful auxiliary system is equipped in the physical system,
and a switched Luenberger observer is adopted to handle
the auxiliary system. In [97], a modulation matrix insertion
method on the control input signal path, detects both the covert
attack and the ZDA.

VIII. RESILIENT CPS APPROACHES

In previous sections, we presented an in-depth analysis of
existing cyber-physical attacks and the attack detection strate-
gies. However, after attack detection, attack handling and
mitigating strategies are required for CPS to provide sus-
tainable services under attacks. Furthermore, there are other
situations, such as system faults, that can also render CPS
unstable. Therefore, CPS must provide sustainable operations
even when CPS face system faults.

In this section, we introduce resilient CPS design
approaches against cyber-physical attacks as well as system
faults in terms of secure control, network management,
and data-driven strategies. In Table VI, the resilient
approaches against cyber-physical attacks and system faults
are summarized, where data manipulation includes stealthy
cyber-physical attacks. We summarize resilient CPS design
approaches against cyber-physical threats with proper refer-
ences as shown in Table VI.

Fig. 19. Overview of event triggered control for CPS.

A. Secure Control Strategy

As computing technology advances, physical systems in
CPS have light-weight computation resources. From the com-
puting resources, the physical systems can process the control
input signals and sensor measurements, which support various
control methods, including aperiodic control and modulation
of the sensor measurement and the control input signal. By
applying an appropriate control method to CPS, the physi-
cal systems become resistant to some known cyber-physical
attacks.

1) Event-Triggered Control: Event-triggered control (ETC)
is an aperiodic control strategy that transmits the sensor mea-
surement y(k) and the control input signal u(k) when a specific
event occurs [135]. In contrast to the periodic control system
illustrated in Fig. 3, the ETC system has a state estimator in
the physical system as shown in Fig. 19. In ETC, the event
is generated by a triggering function related to the stability of
the physical state, x(k), such as a Lyapunov function [106],
[136]. In most cases, it is formidable for sensors to obtain all
the state variables of x(t). Thus, ETC strategies can be applied
to CPS that enable the embedding of a state estimator in the
physical system to trigger an event based on state estimation
x̂ (k).

The ETC system exchanges the sensor measurements and
the control input signals only when the state estimation x̂ (k)
incurs an event through violation of the stability condition
in the triggering function. In this manner, ETC utilizes the
network resources significantly less than a periodic control
system [110]. Consequently, because of the reduced usage of
network resources, more physical systems can be connected to
the network with ETC, compared to the case when the physical
systems transmit the sensor measurement y(t) periodically.

From the viewpoint of cyber-physical security, ETC pro-
vides advantages for designing resilient CPS. The ETC strat-
egy is well-established for its robustness in the face of
unreliable communication channels and packet drops [106].
In addition, control-theoretical stability analysis of physi-
cal systems under a DoS attack is demonstrated in [108]
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TABLE VI
RESILIENT CPS DESIGN APPROACHES AGAINST CYBER-PHYSICAL ATTACKS AND SYSTEM FAULTS

and [109]. The study in [137] shows the stability guarantee of
an ETC strategy in the distributed NCS environment. An ETC
controller design method is proposed to provide robustness
against the DoS attack in [138].

However, the ETC strategy is vulnerable to disturbances
in the physical system. When continuous physical distur-
bances are forced on a physical system, then the triggering
function is activated during the disturbances. Under this dis-
turbance scenario, ETC is equivalent to a fast periodic control
system. Consequently, the forced external disturbances utilize
more network resources and may cause control performance
degradation owing to delays caused by increased network
traffic.

2) Coding and Encryption of Control-Related Data: By
exploiting disclosure resources, the attacker is enabled to
implement advanced stealthy cyber-physical attacks such as
the robust ZDA and PDA with an uncertain physical system
model. To enhance the security of CPS, it is important
to prevent the leaking of control input signals and sensor
measurements on the network. As a countermeasure against
eavesdropping, encryption and coding techniques for control
input signals and the sensor measurements on the network are
suggested. However, the conventional encryption techniques
illustrated in Fig. 20(a) require complex computation that
can cause processing delays in both physical and computing
systems. These delays in turn result in a degradation of control
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Fig. 20. Coding/encryption of sensor measurements and control input signals
on CPS: (a) traditional coding/encryption, (b) homomorphic encryption.

performance and extra power consumption by the physical
system. Powerful encryption techniques can be adopted for
CPS only when the physical systems have sufficient comput-
ing and power resources. Therefore, lightweight coding and
encryption methods are required to simultaneously ensure the
privacy of CPS and control performance.

In [98], a coding scheme for the control input signal
u(k) and the sensor measurement y(k) is proposed to reveal
stealthiness in cyber-physical attacks. In contrast to the con-
ventional one-way coding, modulations of both the control
input signal u(k) and the sensor measurement y(k) are corre-
lated on the network. The proposed coding scheme restricts the
attacker from designing attack signals and provides correction
of manipulated control input signals and sensor measurements
from the attacks.

The homomorphic encryption technique illustrated in
Fig. 20(b) is proposed in [111], which supports mathematical

operations directly on the encrypted messages. Compared
to the conventional encryption method, this homomorphic
encryption approach reduces the computation stages for
encryption and decryption while enhancing the privacy of
CPS. In conventional encryption methods, as illustrated in
Fig. 20(a), both the physical system and the computing system
implement encryption and decryption. Homomorphic encryp-
tion only requires encryption and decryption on the physical
system because the controller can calculate the control input
signal u(k) without decrypting the sensor measurement y(k) as
illustrated in Fig. 20(b).

In [112], a distributed state observer is proposed with homo-
morphic encryption, which supports decentralized control in
the NCS environment. However, the homomorphic encryption
technique requires significantly more computing resources.
To overcome the complexity of homomorphic encryption and
guarantee the real-time constraint of CPS, a linear homomor-
phic authenticated encryption (LinHAE) scheme is proposed
in [113]. LinHAE supports fast linear operation for encryption
to guarantee the real-time control of the physical system. The
LinHAE scheme is evaluated in a drone control testbed, where
experimental results show that the LinHAE scheme provides
real-time attack detection and has a decryption time of within
several hundred microseconds.

Encryption methods for CPS and real-time IoT should con-
sider not only the processing delay for encryption/decryption
but also hardware limitations, such as memory, battery, and
computing power. In [139], the transmission deadline and
the encryption latency for computing power-limited in-vehicle
networks are analyzed, where the authors evaluate the latency
of the conventional AES encryption method in a hardware-
in-the loop environment. The evaluation result shows that the
worst case latency of the AES algorithm is in the hundreds
of microseconds, whereas the maximum allowable latency is
less than 10 ms.

Because of the real-time constraints of CPS and IoT devices,
encryption techniques must provide high-level security while
maintaining low complexity and latency in limited computa-
tion resources. The ISO/IEC 29192 standard [140] introduces
lightweight encryption mechanisms such as PRESENT [141],
CLEFIA [142], and LEA [143], which are suitable for adop-
tion in IoT systems with limited computation resources.
PRESENT encrypts data with 64-bit blocks, and the other
mechanisms encrypt data with 128-bit blocks. In 2013, the
national security agency (NSA) released lightweight block
encryption algorithms, including SPECK, which support flex-
ible block sizes for data encryption [144]. A lightweight
encryption and authentication methods for smart grid com-
munication are proposed in [145], where communication
nodes have limited memory size and computation capac-
ity. Furthermore, various light-weight cryptography strategies,
including NIST’s upcoming standards [146], can be considered
in terms of battery consumption [147].

B. Network Management Strategy

Although the cyber-physical attacks are detected in a
control-theoretical manner, the actual recovery of CPS against
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Fig. 21. Structure of software-defined networking.

the attacks is performed on the network, which satisfies dead-
line constraints from physical systems. Thus, the CPS network
should be monitored in real-time and provide flexible network
services to handle the attacks. In addition, the stability of the
physical system is jeopardized not only by the attack but also
by the degradation of network performance; for example, the
network should be designed considering both physical aspects
and network resources.

1) Software-Defined Networking (SDN): Software-defined
networking (SDN) is a new networking paradigm that sepa-
rates the control plane and the data plane from the conventional
network equipment with software, as shown in Fig. 21. In
SDN, both the control plane and the data plane are pro-
grammable [148]. An SDN network consists of a centralized
SDN controller and multiple SDN switches. The SDN con-
troller monitors the network and provides various network
services. The SDN switches forward packets based on for-
warding rules from the SDN controller. The interconnection
between the SDN controller and the SDN switches is sup-
ported by a southbound API such as OpenFlow [149].

The SDN controller on the control plane periodically col-
lects network information, including traffic loads for each link
from the SDN switches. The SDN controller also installs for-
warding rules on each SDN switch on the data plane to provide
network services such as a quality of service (QoS) guaran-
tee [120], flexible routing [150], and load balancing [121].
The SDN switches on the data plane transmit the network
status of each switch to the centralized SDN controller and
forward packets according to the forwarding rules of the SDN
controller [151].

An SDN network can mitigate the impact of a DoS attack
by malicious traffic flooding with various network applica-
tions and SDN switch programming. In [114], a FloodGuard
scheme adopts proactive flow rules on SDN switches, which
handle malicious traffic causing saturation of the control
plane of the network. As a prevention measure against a
DoS attack, FloodDefender [115] detects and filters malicious

traffic flooding on the control plane. The experimental result
shows mitigation of the DoS attack by sustaining CPU utiliza-
tion under 0.5% and only a few tens of milliseconds of delay
to handle the packets.

The SDN network also provides link-failover for network
link breakdowns. Link-failover recovers broken feedback con-
trol loops between physical systems and computing systems.
In [5], an SDN network with link redundancy recovers the con-
trol data transmission path under an intentional link breakdown
attack in the CBTC environment. The SDN controller searches
for an alternative data path, and re-establishes the connection
between a train on the rails and a supervision system on the
ground. For micro-grid systems, an SDN-based link-failover
strategy [11] also provides voltage recovery from link dam-
age between the control center and energy storage systems.
The analysis shows resiliency and better recovery speed than
other conventional recovery protocols, such as the spanning-
tree protocol (STP), which fails in voltage level recovery and
rapid STP (RSTP), which requires more time to recover the
voltage level.

Traffic monitoring of the SDN network through a south-
bound API enhances security against false-data injection types
of cyber-physical attacks [116]. The SDN controller with pow-
erful computing performance can directly analyze mirrored
traffic of the data plane with the IDS because the traffic is
transmitted to the SDN controller as well as OpenFlow pack-
ets [117] for malware detection. A placement of the traffic
sampling system is proposed in [118] to reduce duplicated
packets while maintaining security for CPS. On the data
plane, programmable SDN switches with additional comput-
ing resources can detect network anomalies such as MITM
attacks. The distributed SDN switches in the network periodi-
cally capture the packets inserted into each switch and analyze
the anomalies like the IDS with a previously installed detection
engine [116]. If anomalies in the packets are detected, then the
SDN switch informs the SDN controller of the attack alarm,
and a human analyst takes the appropriate actions [116].

A lightweight countermeasure to detect MITM attacks
is proposed in [119], where the features of the OpenFlow
response are utilized for various MITM attacks. In [16], an
empirical study is carried out on MITM attacks to cause train
collisions in the CBTC environment. Here, an SDN switch-
based countermeasure is proposed to detect the attempted
MITM attacks. The results of the empirical study in [16] show
that the proposed countermeasure can operate an auxiliary
emergency breaking system within seconds, and can guarantee
the resiliency of the CBTC system under attack.

However, the SDN is known to be vulnerable to a distributed
DoS (DDoS) attack, where massive communication devices
access and request network connections. When a DDoS attack
is launched on the SDN network, the control plane of the SDN
network becomes vulnerable because the SDN controller and
SDN switches should be able to handle requests from massive
attacker devices, where notorious traffic for simultaneous con-
nection requests is generated. Consequently, massive malicious
network access exhausts the computing and communication
resources of the SDN controller and SDN switches, and SDN
network management functions cannot operate.
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2) Co-Design of Network and Control: CPS network design
should be considered along with the aspects of network sat-
uration [152], energy consumption [153], and the stability of
the physical system [154]. Network performance degradation
caused by any factor should not cause physical instabil-
ity [155]. Most cyber-physical attacks involve network delays,
which can degrade the performance of the physical system,
or render the physical system unstable. In other words, if
the detection and recovery strategies operate normally on the
network, an attack-induced delay can affect the operation of
the physical system. Therefore, to mitigate performance degra-
dation induced by the network in CPS, a significant amount
of research on network design has been conducted, such as
scheduling [156], [157] and data-rate adaptation [157] along
with physical stability [122], [124], [125].

An SDN-based QoS guarantee is proposed in [120], which
classifies and schedules traffic considering task priority. The
experimental result in [120] shows that the proposed SDN
technique handles increased traffic induced by physical faults
and provides fault-tolerant control of the physical system. In
a multi-hop wireless network environment, the SDN-based
traffic scheduling solution in [121] simultaneously considers
the energy consumption fairness of network nodes as well as
handles urgent packets by CPS anomalies within a deadline.

In [122], a data-rate selection strategy is proposed under
DoS attacks, where the authors consider a minimum data rate
to guarantee the stability of the physical system based on the
DoS attack frequency and the average dwell time. A random-
ized transmission protocol for NCS is proposed in [123] to
protect against DoS attacks. The randomized protocol in [123]
renders reactive jamming more difficult to implement for
the attacker. Rate adaptation, proposed in [124] for multi-
hop wireless networks, ensures the stability of the control
system while reducing network energy consumption when a
physical perturbation exists. The cross-layer optimization pro-
tocol (CLOC) for time-division multiplexing access (TDMA)
network scheduling in [125] considers physical dynamics and
network constraints, including routing and concurrent trans-
missions. The CLOC achieves better communication reliability
in terms of the maximum allowable transmission interval
(MATI) requirement and better control performance than fixed
scheduling.

C. Data-Driven Strategy

As CPS become larger and more complex, mathematical
modeling of CPS does not reflect the real CPS with high
accuracy. The CPS components that are not reflected in the
mathematical model can become novel CPS vulnerabilities
that can be further exploited by the attacker with stealthiness.
Data-driven techniques, which represent complex systems with
enormous data and high-performance computing, fill the vul-
nerability gap between the mathematical model and the real
CPS. Furthermore, the combination of control-theoretic and
data-driven techniques can provide mitigation and recovery of
CPS under cyber-physical attacks.

1) Data-Driven Fault Mitigation: The application layer can
acquire various chunks of data from the physical and network

layers, such as the physical state and network statistics. From
the acquired data, machine learning techniques can provide
a secure state estimation against malicious data deception by
cyber-physical attacks. Then, the secure estimation mitigates
the physical impact of the attack. In addition, the machine
learning techniques can guarantee robustness not only against
cyber-physical attacks but also against system uncertainties
such as an unexpected system fault and battery exhaustion that
may cause a violation of CPS safety conditions. To enhance
the robustness of CPS against attacks and uncertainties, data-
driven strategies can be adopted with appropriate machine
learning models in network and physical domains.

For the physical layer, data-driven strategies provide proper
actions to mitigate physical impacts from system faults. A
hybrid controller scheme based on a neural network and
a nonlinear controller for attack estimation and compensa-
tion is proposed in [126], where the learning-based attack
estimator works in an online manner and the nonlinear con-
troller compensates for an attack in real-time. To enhance the
robustness of an autonomous vehicle against cyber-physical
attacks, reinforcement learning techniques considering phys-
ical dynamics are being investigated in [127]. The proposed
technique mitigates the deviation between the ground truth
location and the estimated location of the vehicle against an
attacker that modifies inter-beacon information of the vehicles.
A reinforcement learning-based smart grid recovery method
is proposed in [128], where transient energy is utilized as
a reward for reinforcement learning. Evaluation results of
the proposed recovery method show that current fluctuation
by cyber attack is mitigated, and the mitigation performance
is enhanced compared to the conventional deep-Q network
(DQN) based leaning method.

A physical process-aware cyber-physical attack detection
and mitigation method is proposed in [129], which learns the
types of attacks with a support vector machine (SVM) model
and switches the controller to a recovery strategy against
the attack. The experimental result is provided to categorize
various attacks in normal and disturbance conditions and to
satisfy the stability of the physical process against controller
attacks on the hardware-in-the-loop testbed for a chemical
plant. To mitigate time-delay attacks on a power grid, the
authors in [130] present a machine learning-based attack han-
dling method with two-state classifiers and two mitigation
techniques. When the violation of stability or safety condi-
tions is detected by machine learning methods, the proposed
method handles the impact of the attack with a two-stage mit-
igation strategy: control gain tuning and load shedding, where
the load shedding is executed only if the gain tuning cannot
guarantee stability.

For the network layer, data-driven strategies provide reli-
able networking under attacks and guarantee safety conditions
under system constraints. A secure routing protocol against
jamming attacks on a carrier sense multiple access with colli-
sion avoidance (CSMA/CA) network is proposed in [131] with
a machine learning technique, where the proposed geometric
routing protocol is adaptive to network conditions and provides
better network throughput than other routing protocols under
jamming attacks. A Q-learning technique with radio channel
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state information is proposed in [158], which offers radio layer
authentication to enhance resistance against spoofing attacks.

The authentication performance by the proposed learn-
ing techniques [158] is compared with the fixed threshold
method in terms of the average authentication error rate and
the receiver utility. In [132], a network scheduling method
addressing both the safety and QoS level is proposed with
a deep Q-network (DQN) model, which reduces the average
request delay related to safety and enhances the completed
request percentage related to the QoS level while extending
the network lifetime of a battery-powered vehicular network.

The data-driven approaches require massive data for CPS
operations under normal and attack situations. However, in
the real CPS environment, it is difficult to obtain massive
data for abnormal behavior of CPS because the types of
cyber-physical attacks are limited. Imbalance between nor-
mal and abnormal CPS operation data causes over-fitting or
under-fitting problems in establishing attack decision criteria,
which degrades the attack detection performance and does not
guarantee detection accuracy against a novel cyber-physical
attack.

2) Generative Adversarial Networks (GAN): In [159], an
anomaly detection dataset-generation research is conducted
for any types of attacks, including command modification
and replay attacks. The study is composed of attack selec-
tion, attack deployment, traffic capture, and feature selection.
The generated datasets by target attack features are used to
train other data-driven anomaly detectors for heterogeneous
CPS. However, it is not a simple task to collect sufficient
cyber-physical attack samples for training machine learning
models for attack identification. Lack of attack signal data for
training provides poor performance in terms of accuracy of
attack classification, such as detection miss and false-positive
detection.

Generative adversarial networks (GAN) [160] can be used
to generate a dataset of various cyber-physical attacks, where
the generated dataset can be used to train a machine learn-
ing model for physical anomaly detection. Fig. 22 illustrates
the structure of GAN, which consist of two different neural
networks known as the generator and the discriminator.

The generator creates a malicious signal with a random
noise z and a differentiable generator function G, where the
aim of the generator is to deceive the discriminator. The dis-
criminator with a differentiable discriminator function D is
responsible for classifying a legitimate signal by a dataset and
a fake signal by the generator. The discriminator assigns the
label âĂIJtrueâĂİ to the legitimate signal, and âĂIJfalseâĂİ
to the fake signal by the generator. A classification error
of the discriminator is backpropagated to both the generator
and the discriminator for training, and these neural networks
are updated by various training methods [161] including the
stochastic gradient. This training is conducted until the dis-
criminator no longer differentiates between the legitimate
signal and the fake signal generated by the generator.

To resolve the issue of a lack of fault data from indus-
trial machines, the authors in [133] propose a novel fault
detection method with GAN, where the generator in GAN
artificially creates the machine fault data that resembles the

Fig. 22. Structure of the generative adversarial networks.

original fault signal of the real machine. The proposed fault
detection framework is trained by both real and artificial fault
data. An experimental result on a testbed shows the fault detec-
tion accuracy of the proposed framework, which is higher than
other conventional machine learning models.

In contrast to the conventional GAN that only provides
attack detection, conditional GAN (CGAN) for battery man-
agement systems are proposed in [134], which simultaneously
provide detection and recovery functions of the physical
system against attacks. The CGAN capture and learn the time-
series dynamic behavior of the system, where a certain part of
the state is utilized as conditional data to train both the gen-
erator and the discriminator. When the attack is detected, the
generator estimates the correct state of the physical system
with the conditional data that are part of the sampled state.
From the estimation of the generator, the controller conducts
the recovery process of the physical system after the attacks.
In [162], a GAN framework for multi-variable anomaly detec-
tion is proposed, where the long-short term memory RNN
(LSTM-RNN) model is adopted for both the generator and the
discriminator. A reconstruction score that evaluates the simi-
larity of signals between a test dataset and the generator and
a discrimination score that evaluates anomaly detection on the
discriminator are exploited to determine anomalies in CPS.
The authors in [162] evaluate the proposed GAN framework
on a water treatment testbed.

D. Resilient CPS Example 1: Inverted Pendulum Control
Under DoS Attack

Resilient CPS provide real-time performance recovery under
cyber-physical attacks, where the total time required for attack
detection and recovery must remain within the deadline. We
present an illustrative example of control performance recov-
ery with a resilient CPS strategy against the DoS attack, which
shows the CPS deadline constraint and state transition by the
recovery.

1) Physical System: We consider a linearized inverted pen-
dulum example [163], which is one of the typical physical
systems to evaluate control performance. The dynamics of a
second-order linearized inverted pendulum is given by

ẋ(t) =

[
0 1

(m+M )g
Ml 0

]
x(t) +

[
0

− 1
Ml

]
u(t)

u(t) = −Kx(t),
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Fig. 23. DoS attack recovery scenario.

Fig. 24. Real-time attack recovery of the inverted pendulum.

where x(t) = [φ(t) φ̇(t)]T is the state vector of the inverted
pendulum, φ(t) is the pendulum angle, m is the pendulum
mass, M is the cart mass, l is the pendulum length, and g is
gravitational acceleration. The goal of control is to regulate the
angle φ(t) to zero. In addition, the inverted pendulum has an
angle φ(t) within the range of [−180◦, 180◦]. Therefore, the
inverted pendulum is unstable if the angle φ(t) moves beyond
the angle range.

2) Network Structure: We consider the network recov-
ery example in [100], where the network topology consists
of an SDN controller and four SDN switches, as illus-
trated in Fig. 23. The computing system and physical system
periodically exchange the state x(t), rather than the sensor
measurement y(t) to simplify the state estimation process, and
control input signals u(t) through the upper path S1−S2−S4
with the general UDP protocol. The SDN controller and SDN
switches communicate with the OpenFlow protocol to manage
the entire network and report network status. The role of the
SDN network is to set an alternative data path S1− S3− S4
between the computing system and the physical system when
the original data path suffers the DoS attack. We assume that
the DoS attack is reported by a certain method to the SDN
controller, such as a safety checker of the computing system
or network status monitoring of SDN switches, and that the
SDN control plane is not attacked.

3) Recovery From the DoS Attack: We implement a sim-
ulation study of inverted pendulum recovery against the DoS
attack as shown in Fig. 24. In this simulation, we launch the
DoS attack at the attack start time ts = 1.5 s on the network
with 3.2 s of attack duration, and assume that the recovery of
the inverted pendulum is started at the attack recovery start
time tr = 4.7 s. In a networking viewpoint, the UDP packets,
including the state x(t) and the control input signal u(t) on
the original data path are dropped under the DoS attack, and
the physical system becomes an open-loop system holding the

previous control input signal u(ts). At the recovery start time
tr , the SDN controller completes establishing an alternative
data transmission path, and the exchange of the state x(t) and
the control input signal u(t) is resumed.

According to the simulation result shown in Fig. 24, the
angle of the inverted pendulum exceeds the range at the
recovery deadline td = 4.94 s. Therefore, the attack recov-
ery process must be executed within a real-time constraint of
td−ts = 3.44 s. Consequently, in this example, a resilient CPS
strategy must be designed to guarantee the execution time,
including attack detection and network recovery, within the
real-time constraint.

E. Resilient CPS Example 2: Communication-Based Train
Control (CBTC) Under Controller Attack

The CBTC system is one of the practical CPS that can be
remotely controlled through the wireless networks in real-time.
In our previous studies [5], [16], we analyze the impact of
MITM attacks on the CBTC system, and design the counter-
measure using the SDN technique. Furthermore, we evaluate
the countermeasure in a realistic testbed that consists of com-
mercial train control software, real track information, and
a railway-specific standard communication protocol [5]. We
present an example of safety guarantee against a controller
attack through the wireless network, where the proposed
mechanism [16] provides detection and resiliency within the
deadline.

1) CBTC System: The CBTC system consists of trains
on the railway and control facilities on the ground, such
as automatic train supervision (ATS) and wayside automatic
train protection (WATP), as illustrated in Fig. 25(a). Trains
and ground facilities interact through railway specific wire-
less communication such as LTE-R or IEEE 802.11 wireless
networks. The trains periodically transmit sensor measure-
ments to the ground facilities, and the ground facilities provide
control commands to the trains in a specific packet format.
Therefore, the trains on the railway and ground facilities
establish feedback control loops through the wireless network.

The control commands include the movement authority
(MA) that determines the maximum allowable travel dis-
tance and the most restrictive speed profile (MRSP) that
specifies the speed limit of the trains in a certain section.
Furthermore, sensor measurements from the trains provide the
current speed measured by odometers and the current vehi-
cle position measured by GPS or tags on the railway. In the
ground facilities, the MA and MRSP are calculated by the
sensor measurements, specifications of trains, and geographic
information. Because of centralized control through wireless
communications, CBTC systems provide shorter travel times
than conventional train control systems, while guaranteeing a
safe distance between trains to avoid train collision accidents.

2) Network Structure: In our testbed, we construct an SDN
network including wired and wireless networks as illustrated
in Fig. 25(b), where wired networks and wireless networks
correspond to the backbone networks of ground facilities and
radio-access communication between trains and ground facil-
ities, respectively. The wired networks consist of four SDN
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Fig. 25. Communication-based train control (CBTC) system: (a) illustration
of CBTC operation, (b) the testbed.

switches implemented by Raspberry Pi 3s. One of the SDN
switches includes an IEEE 802.11 wireless network access
point (AP) for the train software to connect to the network.

The SDN switches periodically detect malicious behavior
with packet monitoring software. If a certain cyber-physical
attack is detected by the packet monitoring software, the
SDN switches report the attack to the SDN controller. Then,
the SDN controller provides a resilient solution on the SDN
network in real-time.

3) Recovery From the Controller Attack: In our testbed,
we evaluate the performance of our resilient CPS architecture
against the controller attack through the wireless network. We
consider an attack scenario with two trains on the railway and
an attack device as follows:

1) The preceding train stops at a certain location, and the
following train must maintain a safe distance to avoid
a train collision accident. We set the maximum speed
limit of the trains at 22.2 m/s and the safety distance
between two trains at 260 m.

2) The attack device attempts ARP spoofing between the
ground facility and the following train, which steals con-
trol packets from the ground facilities, as illustrated in
Fig. 26(a).

3) MA information in the control packets is modified by
the attack device and forwarded to the following train.

Fig. 26. Resilient CPS architecture in CBTC systems: (a) proposed resilient
CPS architecture, (b) countermeasure time of the proposed structure.

The modified MA exceeds the location of the preceding
train.

4) After receiving the modified MA information, the fol-
lowing train is authorized to move beyond the location
of the proceeding train, which results in a collision
accident.

In a legitimate situation, the following train stops at a safe dis-
tance behind the preceding train. However, because of the MA
of manipulated control command, the following train incurs
the collision accident.

To avoid the train collision in the attack scenario, we adopt
the SDN network and an auxiliary system, and evaluate the
performance of the proposed resilient CPS architecture [16]
in our testbed. As illustrated in Fig. 26(a), the proposed CPS
architecture consists of an SDN controller, SDN switches, and
an auxiliary system to provide emergency braking to the com-
promised train. In an attack-free environment, the connection
between the SDN network and the auxiliary system is deac-
tivated, and hence the attack device cannot search for and
damage the auxiliary system before the ARP spoofing. In
the proposed CPS architecture, the SDN switches periodically
detect cyber-physical attacks with packet monitoring software.
When a cyber-physical attack is detected, the SDN switches
notify the SDN controller of the attack. The SDN controller
establishes the connection of the auxiliary system. Finally, the
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braking command is transmitted to the following train, and the
following train attempts emergency braking.

In the attack scenario, the emergency braking deadline is
calculated as 11.7 s from the maximum train speed and the
safety distance. To evaluate the performance of the proposed
CPS architecture, we measure the countermeasure time, which
is defined as the time interval from the instant the first modi-
fied packet arrives on the following train until the arrival of the
train emergency stop packet. Fig. 26(b) shows the countermea-
sure time of the proposed CPS architecture. In more than half
cases, the proposed CPS architecture neutralizes the cyber-
physical attack without any impact from the attack device.
Furthermore, even in the worst case, the proposed CPS archi-
tecture handles the controller attack within 2.25 s. From the
experiment, we can verify that the proposed CPS architecture
guarantees the resiliency of CPS in real-time.

IX. POTENTIAL RESEARCH DIRECTIONS

The goal of resilient CPS is to guarantee the stability
of physical systems through proper recovery strategies after
attack detection. The recovery strategies should be designed
in consideration of the deadline constraint, limited resources,
and interaction of each CPS layer illustrated in Fig. 3. This
section presents relevant future research directions for resilient
CPS design.

A. Resilience for Control

Most results for control-theoretical cyber-physical security
focus on attack detection. However, consideration of a time-to-
detect metric as a detection strategy is insufficient in various
cyber-physical security research. Because the physical systems
operate in real-time, the impact of the attack on the stability
of the physical system may vary depending on the dynamics
of the physical system. Therefore, the attack detection method
should be designed with consideration of the attack detection
time. The attack must be detected before the physical system
deviates from the recoverable region because of the attack.

Even after an attack is detected, the attacker can launch
attacks persistently as long as the attacker’s network con-
nection is maintained. In addition, an intelligent attacker can
change its attack location after noticing that the computing
system has detected the attack. Most studies on control-
theoretical cyber-physical security focus on attack detection,
and there is a little research on reactive attack mitigation.
Therefore, it is of great importance to isolate the attacker on
the network in real-time, on top of attack detection strate-
gies. An attacker isolation strategy can be implemented in the
network layer of CPS with recognition of the attacker location
from the network status. Then, various network access control
and authorization methods can cut off the communication link
of the attack device, which will neutralize the attack.

After attacker isolation, the damaged physical system must
be recovered for sustainable CPS operation to guarantee the
stability of the physical system. In addition, network path
recovery is needed because the existing data transmission path
may be destroyed because of attacker isolation. Therefore, it is

required to design a recovery strategy that simultaneously con-
siders the control-theoretical and communication networking
aspects of CPS. In the control-theoretical approach, the state
estimator should estimate the state of the physical system, and
the computing system re-configures the feedback controller
to mitigate the impact of the attack and recover the physi-
cal system safely. Furthermore, the computing system should
provide the deadline constraint for the network to recover
the communication path between the physical system and the
computing system. At the same time, in the network domain,
resilient network management methods should search for and
re-establish an alternative data transmission path within the
deadline constraint from the control-theoretical analysis.

The three processes, i.e., attack detection, attacker isolation,
and system recovery, should be performed sequentially in real-
time. In these processes, the knowledge of the physical system
gives the deadline constraint. Also, the network is responsi-
ble for attack isolation and data path recovery within a given
deadline constraint to guarantee the stability of the physical
system. In this manner, co-design of the network and con-
trol is required for the resilience of CPS under cyber-physical
attacks.

B. Resource Management of Security Mechanisms

Most of the existing cyber-physical security research
requires embedding software for specific attack detection,
adopting novel network protocols, or extending the conven-
tional system with an auxiliary system. However, the intro-
duction of additional security mechanisms consumes com-
puting, networking, and power resources. Excessive use of
resources for security may adversely affect the safety and
control performance of physical systems, particularly when
the resources are limited. Therefore, resource management is
crucial to guarantee the physical stability of CPS.

Recent machine learning-based cyber-physical security
techniques require very high computing performance.
However, the computing resources used to detect and mitigate
cyber-physical attacks are limited because of hardware con-
straints of the computing system. Multiple physical systems
can be connected to the computing system in CPS. If most
of the computing resources are used for the attack detection
task of a certain physical system, the stability of other physi-
cal systems under normal operation may be compromised due
to the increased processing delay in the computing system.
Therefore, the introduction of attack detection and mitiga-
tion techniques with high computational complexity should
be avoided to satisfy the overall real-time constraint of CPS.

A network resource is related to network congestion that
causes a transmission delay when multiple physical systems
coexist. Certain network recovery protocols generate sig-
nificant network overhead, which disturbs the transmission
of the normal packets even without any malicious users.
Furthermore, network resources such as the transmission rate
of sensor measurements can be reallocated to an attacked
physical system for recovery of control performance when a
cyber-physical attack is launched. However, excessive resource
reallocation can render the other physical systems unstable
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because insufficient network resources caused by the reallo-
cation violate the maximum allowable transmission interval
(MATI) constraint of the other physical systems. To resolve
the network resource allocation problem, a real-time network
monitoring technique is needed, such as an SDN controller.
QoS management and adaptive transmission rate optimization
for each physical system with the network status are required,
which can prevent physical systems from being unstable owing
to an increased transmission delay.

In battery-powered CPS such as UAV and industrial sen-
sors, the energy constraint is also a critical resource, which is
closely related to the lifetime of CPS. In the meantime, there
is a trade-off between the CPS lifetime and the sampling rate
of sensors that determines the control performance. When the
physical systems frequently collect the sensor measurements,
the control performance is improved while consuming more
energy. In terms of the network layer, CPS with wireless sensor
networks should consider the network lifetime due to battery
constraints on communication nodes [164]. There is a trade-
off between redundant transmission and energy consumption
in the entire network [165], in that redundant transmissions
enhance reliability with increased energy consumption while
reducing the network lifetime [166]. Also, transmission fair-
ness is an important issue for the entire network lifetime
because nodes with excessive traffic consume more battery
power. Therefore, an energy management technique that con-
siders both the control performance and the network reliability
is required to extend the CPS lifetime.

C. Resilient Architecture Design

To design a resilient CPS architecture, various approaches
illustrated in Table VI should be adopted with consideration
of the CPS structure as shown in Fig. 3. In the physical
layer, if the physical system does not have any unstable poles,
there is no need to embed the detection strategy against the
PDA. In the network layer, if the wireless network proto-
col is adopted for CPS, signal interference for each physical
system needs to be additionally considered. Furthermore, the
adopted approaches should be compatible with each other.
For example, because the ETC strategy non-periodically gen-
erates sensor measurement packets, the network scheduling
technique in TDMA networks is not suitable for ETC.

From Section VI to VIII, we present detection and mit-
igation strategies against various cyber-physical attacks. In
real-world scenarios, integration of the detection and mit-
igation strategies is required. In particular, these strategies
should be properly adopted according to the specific proper-
ties of each CPS domain. For example, industrial sensors with
restricted computational resources cannot adopt the ETC strat-
egy because the computing power of the sensors has limited
programmability.

To enhance the overall CPS security level, cross-layer secu-
rity between the CPS layers illustrated in Fig. 3 should be
considered. In Section V, we only consider physics-based
cyber-physical attack detectors. However, a resilient CPS
architecture includes both designs for physical systems and
networks in real CPS environments because each security

component can be designed to complement each other. For
example, when a cyber-physical attack with unknown network
vulnerabilities is launched, the physics-based detector can
detect anomalies and provide an appropriate recovery process
against the attack. In contrast, in the case of a covert attack
that cannot be detected by the conventional anomaly detector,
the network IDS can reveal the covert attack by monitoring
traffic and network behavior.

X. SUMMARY AND LESSONS LEARNED

In this survey, we provide a comprehensive analysis of
cyber-physical attacks, detection methods with physical system
knowledge, and resilient CPS approaches. The main focus of
this survey is that the primary objective of cyber-physical secu-
rity is to ensure the stability of the physical systems under
cyber-physical attacks. To represent the behavior of physical
systems, we adopt the basic control theory throughout all sec-
tions, and emphasize the stability of the physical systems. In
this section, we summarize the contents of this survey, discuss
the benefit of the introduction of control theory on cyber-
physical security, and provide lessons learned in a qualitative
manner.

A. Basics on Control Theory

Cyber-physical attacks can affect and disrupt physical
systems. Hence, the analysis of the cyber-physical attacks
should show their impacts in physical ways. Therefore, we
provide basic knowledge of control theory for general network
engineers to understand the behavior of the physical systems
of CPS in Section III. We mainly focus on three components
for controlling the physical systems: the physical system, the
state estimator, and the controller.

1) Physical System: The main focus of Section III is
modeling of the physical systems that represents the behavior
of the physical systems. We consider single-input single-output
linear time-invariant (SISO-LTI) models for the physical
systems.

To represent the input-output relationship of the physical
systems, we introduce two mathematical system description
methods: the transfer function and the state-space equation. To
show the behavior of the physical systems in the time domain,
we mainly consider the state-space equation in this survey.

From these mathematical system models, we derive four
physical system characteristics: zero and pole dynamics, sta-
bility, controllability, and observability. These characteristics
are essential to controlling the physical system as intended by
the user.

2) State Estimator: The state estimator is an algorithm
to estimate an unmeasured physical state with the physical
system model and sensor measurement, such as the Kalman
filter and the Luenberger observer. To estimate the unmeasured
state, the physical system must satisfy the observability con-
dition. In this survey, we consider the Luenberger observer as
the state estimator.

3) Controller: The controller generates control input sig-
nals to operate the physical systems as intended by the user.
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A proper physical system model and the controllability con-
dition are essential to design the controller. In this survey, we
consider the state-feedback controller with a state estimator.

B. Cyber-Physical System Description

To handle the CPS security issues, we introduce hierar-
chical CPS structure consisting of the physical layer, the
network layer, and the application layer. The physical layer
represents the physical systems in the real world, such as
autonomous vehicles and manufacturing facilities, which can
be described by mathematical models. The network layer
represents wired/wireless networks, including various indus-
trial network protocols, which creates feedback loops between
computing systems and physical systems. The application
layer represents the computing systems in the cyber world,
which monitors the physical systems and provides control
services.

We consider CPS as NCS from the control-theoretical view-
point. NCS consist of the physical system, the network, and the
computing system, where each component corresponds to each
layer of the hierarchical CPS structure. The physical system is
considered a SISO-LTI system in the continuous time domain.
Because of the discrete-time data transmission through the
network, the computing system must provide control input
signals in a discrete manner. For the computing system, we
derive a physical system model, and design the controller and
the observer in the discrete-time domain.

C. Taxonomy of Cyber-Physical Attacks

Cyber-physical attacks are a type of network attacks that
destabilize physical systems. Therefore, cyber-physical attacks
should be classified according to their impact on physical
systems. We provide the taxonomy of well-established cyber-
physical attacks with three perspectives: attack space, attack
location, and stealthiness.

1) Attack Space: The attack space consists of three dimen-
sions: system knowledge, disclosure resources, and disruption
resources. The system knowledge represents the level of the
physical system knowledge revealed to the attacker when the
attacker designs an attack. The system knowledge require-
ment is proportional to the difficulty of designing an attack
and detecting it on the computing systems. The purpose of
disclosure resources is to provide information to the attacker
to generate the attack. Disclosure resources can supplement
the lack of system knowledge for generating sophisticated
attacks. Disruption resources are related to the damage of
cyber-physical attacks on the physical systems.

2) Attack Location: The attack location is a type of data
modification manipulated by the attacker on the network,
where the attacker can manipulate two types of the data: sen-
sor measurements and control input signals. Therefore, there
are three types of the cyber-physical attacks: sensor attacks
that manipulate sensor measurements, controller attacks that
manipulate control input signals, and combined attacks that
manipulate both sensor measurements and control input sig-
nals simultaneously. From the viewpoint of control theory, data

manipulation of a cyber-physical attack is represented as the
addition of an attack signal to legitimate data.

3) Stealthiness: Stealthiness is a property under which an
attack is not detected by an anomaly detector based on the
physical system model. A cyber-physical attack with stealthi-
ness can destroy the physical system while avoiding an attack
detection alarm on the anomaly detector. To ensure the stealth-
iness, the attack signal must satisfy the stealthiness constraints
imposed by the dynamics of the physical systems. Therefore,
most cyber-physical attacks with a high-level of system knowl-
edge have stealthiness because the atacker with the high-level
system knowledge can satisfy the stealthiness constraints.

D. General Anomaly Detection Strategies

We provide anomaly detection strategies with system char-
acteristics, sensor measurements, and control input signals. We
consider three types of anomaly detection strategies: model-
based detection, statistical detection, and learning-based detec-
tion.

1) Model-Based Detection: Model-based detection is based
on the state estimation of the physical system. From the
physical system knowledge, sensor measurements, and con-
trol input signals, the state estimator on the computing system
can predict the physical state of the next time step. If the
predicted state violates safety conditions or has differences
in sensor measurements, we regard it as an anomaly of the
physical systems.

The safety checker confirms the safety of the physical
systems with state prediction. If the state prediction or sen-
sor measurement deviates from a normal operation region, the
safety checker will generate an alarm for anomaly.

The residual between the sensor measurements and the state
estimation is a detection metric for anomalies. The residual
is calculated as the deviation between sensor measurements
from the network and estimated sensor measurements from
the state estimator. If the residual exceeds a certain threshold,
the residual-based detector generates an alarm for anomaly
detection.

2) Statistical Detection: The basis of statistical detection
is that the attack signals generated by the attacker cannot
perfectly imitate the probabilistic nature of sensor noises. A
statistical detector extracts abnormal behaviors of probabilistic
properties from network delays and sensor noises. However,
statistical detectors are vulnerable to replay attacks because the
recorded signals of the attacker are not artificially generated,
and include probabilistic properties of CPS.

The χ2 detector is widely used to detect DoS attacks
and general sensor attacks. In the χ2 detector, the noises
are considered independent and identically distributed zero-
mean normal random variables for each time step. The KL
divergence-based detector is another typical statistical detec-
tor. The KL divergence compares the probability distribution
of benign sensor measurements and malicious attack signals.

3) Learning-Based Detection: Machine learning has
recently been used for modeling complex physical systems.
Distinguishing system faults and cyber-physical attacks on
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computing systems becomes feasible with the acquired model
from machine learning.

Generally, supervised learning techniques are mainly used
to detect cyber-physical attacks by training the behaviors of
physical systems under normal operation and cyber-physical
attacks, respectively. Furthermore, unsupervised learning can
enhance the cyber-physical attack detection performance by
clustering and extracting abnormal behaviors of the physical
systems.

E. Analysis of Cyber-Physical Attacks

We analyze five well-established cyber-physical attacks: the
denial-of-service (DoS) attack, the replay attack, the zero-
dynamics attack (ZDA), the pole-dynamics attack (PDA), and
the covert attack. For these attacks, we provide a numerical
analysis of attack signals with physical system dynamics. In
particular, some cyber-physical attacks require a high-level of
physical system knowledge, such as the ZDA, the PDA, and
the covert attack. For these attacks, we show the stealthiness
property in a mathematical way.

For each attack, we provide the attack constraints from the
viewpoint of the attacker. By numerical examples, we present
the physical impact of the cyber-physical attacks and the
response of the anomaly detectors, which shows the stealth-
iness of the attacks. Furthermore, we provide advances and
detection strategies for each cyber-physical attack.

1) Attack Constraints: From the viewpoint of the attacker,
we provide the constraints for the attacker to generate each
cyber-physical attack. The attack constraints include the attack
location and system knowledge for the attack generation.

2) Numerical Examples: For each cyber-physical attack, we
provide numerical examples to show the physical impact and
stealthiness. In each numerical example, we show the states,
control input signals, sensor measurements, and responses
of the anomaly detectors under normal operation and under
cyber-physical attacks. Numerical examples show that the
physical state diverges to infinity because of cyber-physical
attacks, which means disruption of the physical systems. In
addition, we show that the typical cyber-physical attacks are
stealthy with respect to the residual-based detector and the χ2

detector, with the exception of the DoS attack.
3) Improved Attacks: There are two directions for cyber-

physical attack improvement: exploring novel vulnerabilities
and relaxing attack constraints. Exploring novel vulnera-
bilities aims to develop a novel cyber-physical attack with
stealthiness. A cyber-physical attack with a novel network pro-
tocol vulnerability is not detected by conventional network
intrusion detection systems. Furthermore, a cyber-physical
attack containing an unknown control-theoretical vulnerabil-
ity is not detected by the anomaly detectors introduced in
Section VI.

Realistically, designing stealthy cyber-physical attacks is
very hard because it is formidable for the attacker to acquire a
precise model of the physical systems. By relaxing attack con-
straints, improved cyber-physical attacks can be realized. For
example, a robust ZDA and a robust PDA enable the attacker

to generate the attack signals without precise physical system
models.

4) Detection Strategies: In particular, we show that typical
cyber-physical attacks, except the DoS attack, have stealth-
iness against conventional physics-based anomaly detectors.
To detect these cyber-physical attacks, we introduce detec-
tion strategies for each attack. In the case of a DoS attack,
the detection methods do not contain the physical system
knowledge because the DoS attack cannot require the phys-
ical system dynamics. However, most detection strategies
for stealthy attacks utilize physical system knowledge and
the mechanisms of each attack. As necessary, some detec-
tion methods require auxiliary hardware to detect a certain
cyber-physical attack.

F. Resilient CPS Approaches

Security of CPS not only includes attack detection, but also
attack handling and mitigation to ensure the stability of the
physical systems under cyber-physical attacks. Therefore, we
provide resilient CPS design approaches in terms of control,
network, and data-driven strategies against system faults and
cyber-physical attacks.

1) Secure Control: As computing technology advances,
the physical systems have more computation resources avail-
able to support aperiodic system controls and data encryption.
The use of computing resources on physical systems provides
resilience against cyber-physical attacks.

Event-triggered control (ETC) is an aperiodic control tech-
nique. The physical systems with ETC determine the need
for control and then request control input signals from the
computing systems. These aperiodic control properties provide
robustness against packet drops by DoS attackers. However,
the ETC physical systems are vulnerable to externally imposed
disturbances. The disturbance on the ETC physical systems
degrades not only control performance but also network
performance by utilizing network resources.

The computing resources can be used for coding and
encryption of sensor measurements and control input sig-
nals. The distorted sensor measurements and control input
signals by proper coding methods can restrict the design of
the cyber-physical attack signals.

However, the encryption techniques that provide high-level
security require complex computations. Processing delays for
the encryption may destabilize the physical systems by vio-
lating the real-time constraints of CPS. Thus, light-weight
encryption standards can be adopted for the physical system
to strictly ensure the real-time constraints while enhancing the
security levels.

2) Network Management: In resilient CPS, networks are
responsible for handling cyber-physical attacks. A software-
defined networking (SDN) can provide resilient functions
against cyber-physical attacks in real-time. Furthermore, co-
design of network and control is required to support the
resilient functions and to ensure the stability of the physical
systems.

Software-defined networking (SDN) is a novel network
paradigm that separates the control plane and the data plane.
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SDN devices on the data plane report abnormal behavior of
the attackers to a centralized SDN controller. Then, the SDN
controller on the control plane manages separated network
devices on the data plane and provides various resilient func-
tions to the networks, such as link-failover to recover the
broken feedback loops between the physical systems and the
computing systems. The SDN networks are vulnerable to dis-
tributed DoS (DDoS) attacks targeting the connection between
the control plane and the data plane. The DDoS attack exhausts
the network and computing resources of the SDN controller
and the SDN devices, resulting in the shutdown of the SDN
network.

In the recovery process, the CPS networks must support
various resilient CPS functions. Therefore, the CPS network
design must consider both network properties and physical
stability simultaneously. Network scheduling and data rate
adaptation with consideration of the physical systems can
mitigate performance degradation of the physical systems.

3) Data-Driven Strategies: Machine-learning techniques
can mitigate the impact of cyber-physical attacks. By training
cyber-physical attacks, the machine-learning techniques pro-
vide compensation for the impact of the cyber-physical attacks,
recovering the control performance of the physical systems.
Machine-learning techniques can also be applied to networks.
However, the machine-learning based mitigation methods usu-
ally require massive data of CPS operations under attack
situations, where the lack of abnormal CPS behavior data may
cause over-fitting or under-fitting problems. The generative
adversarial networks (GAN) are machine-learning techniques
that can resolve the lack of fault data on CPS.

4) Resilient CPS Examples: To highlight the effect of
resilient CPS design, we provide two examples of cyber-
physical system recovery: inverted pendulum recovery against
a DoS attack and an emergency braking on a CBTC system
against a controller attack. The first example provides a
resilient CPS design from a control-theoretical viewpoint. In
addition, the second example provides a resilient CPS design
in a realistic scenario.

The first example is a recovery scenario against a DoS
attack. In this example, we consider the DoS attack targeting
NCS to sustain the stability of an inverted pendulum. From the
numerical simulation, we derive a deadline constraint for the
network recovery against the DoS attack. Finally, we show the
timely recovery of the inverted pendulum under DoS attack.

The second example is an emergency braking scenario
against a controller attack on a CBTC system [16]. In this
example, we consider the controller attack that causes a train
collision accident. From the attack scenario, we derive a dead-
line constraint to avoid the train collision, and show the
resiliency of an SDN-based attack handling method.

G. Potential Research Directions

The goal of resilient CPS is to guarantee the stability of
the physical systems under various cyber-physical attacks and
system faults. To advance the resiliency of CPS, we pro-
pose three future research directions: resilience for control,

resource management of security mechanisms, and resilient
CPS architecture.

1) Resilience for Control: By the cyber-physical attacks,
the physical state diverges to infinity. However, most cyber-
attack detection methods focus on the detectability of the
attacks without properly considering the required time for
detection. Future attack detection studies must highlight
real-time detection performance with time-to-detect metrics.
Furthermore, resilient CPS must include not only attack detec-
tion, but also attacker isolation and recovery from the effects
of the attack.

2) Resource Management of Security Mechanisms: In real-
istic scenarios, CPS can have some limitations such as network
and computing resources, conventional system extension,
and battery capacity. For example, machine-learning-based
resilient CPS functions enhance the resiliency, but accelerate
battery consumption in battery-powered CPS. Also, frequent
sensor measurements enhance the security level, but may vio-
late the delay constraints of the physical systems owing to
network congestion. To implement resilient CPS designs in
real systems, resilient CPS mechanisms must properly consider
these CPS resource limitations.

3) Resilient Architecture Design: To enhance the CPS
security level, cross-layer security should be considered. For
example, DoS attacks are implemented in various layers
of the OSI network model, which can be detected in the
physics-based detectors. However, to fundamentally remove
DoS attacks, intrusion detection systems and attack handling
methods are required at the network layer. Furthermore, the
cross-layer security can reveal stealthy cyber-physical attacks.
A physical stealthy attack cannot be detected by physics-based
detectors. However, this stealthy attack can be easily detected
by detecting abnormal behaviors on the networks. In contrast,
a cyber-physical attack with unknown network vulnerabilities
can be detected by physics-based anomaly detectors with the
system dynamics.

H. Discussion on the Integration of Control Theory

As an integration of networks and control systems, cyber-
physical security extends a dimension of the physical state in
conventional IT security. While network-only security meth-
ods do not reflect the physical system disruption, considering
the physical state provides control failure under cyber-physical
attacks. Physical systems have operation ranges of the physi-
cal state, where the violation of the operation ranges indicates
an irreparable state of the physical system.

We can derive the deadline constraints for CPS under cyber-
physical attacks from mathematical system models and the
operation range. The deadline constraint is essential for design-
ing attack-resilient CPS; CPS function for resiliency must be
executed before the deadline to prevent the physical system
disruption. The execution of the function ensures the stabil-
ity of the physical system before the physical state enters an
irreparable state.

Furthermore, the conventional network-based security
strategies may defend the cyber-physical attacks through the
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networks. However, there are some limitations for network-
based security to deal with cyber-physical attacks. The con-
ventional network intrusion detection systems cannot reveal
the cyber-physical attacks that exploit network vulnerabilities.
Then, the control-theoretical attack detection algorithms can
compensate make up for the vulnerabilities of the network
vulnerabilities. When the sensor measurement or the control
signal are manipulated, the physics-based anomaly detectors
on the computing systems can detect the cyber-physical attacks
when the cyber-physical attacks are launched by exploiting
network vulnerabilities.

XI. CONCLUSION

Cyber-physical systems combined with wired and wireless
networks can be compromised by malicious attackers through
the networks. These attacks may cause significant damage to
physical equipment and disastrous human casualties. To ensure
the safety of CPS from cyber-physical attacks, it is necessary
to analyze and detect cyber-physical attacks and to design CPS
with reliability and resiliency.

This paper has provided a comprehensive analysis of cyber-
physical attacks and has surveyed detection strategies against
cyber-physical attacks from the perspective of networking. We
have modeled CPS as hierarchical networked control systems,
including the physical layer, the network layer, and the appli-
cation layer. Then, we have introduced the functions of each
layer. We have categorized cyber-physical attacks from three
perspectives: the attack space, attack location, and stealthiness.
Each of these three perspectives provides the requirements for
cyber-physical attacks, i.e., the target data for manipulation,
the intrusion channel, and the dynamics of physical systems.
Moreover, we have discussed cyber-physical attack detec-
tion strategies in the context of physical dynamics, network
anomalies, and machine learning techniques.

We have systematically analyzed the most common cyber-
physical attacks, including the DoS attack, the replay attack,
the zero-dynamics attack, the pole-dynamics attack, and the
covert attack. We have further introduced the constraints on
each attack implementation, the response of CPS to each
attack with a numerical example, advanced attacks, and detec-
tion strategies for each attack. We have also discussed three
resilient CPS design approaches: secure control, network man-
agement, and data-driven methods. Finally, we have identified
possible future research directions with major research issues
in resilient CPS design.
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