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Abstract: Resiliency of cyber-physical systems (CPSs) against malicious attacks has been a topic of active research
in the past decade due to widely recognized importance. Resilient CPS is capable of tolerating some attacks, operating
at a reduced capacity with core functions maintained, and failing gracefully to avoid any catastrophic consequences.
Existing work includes an architecture for hierarchical control systems, which is a subset of CPS with wide applicability,
that is tailored for resiliency. Namely, the architecture consists of local, network and supervision layers and features
such as simplex structure, resource isolation by hypervisors, redundant sensors/actuators, and software defined network
capabilities. Existing work also includes methods of ensuring a level of resiliency at each one of the layers, respectively.
However, for a holistic system level resiliency, individual methods at each layers must be coordinated in their deployment
because all three layers interact for the operation of CPS. For this purpose, a resiliency coordinator for CPS is proposed
in this work. The resiliency coordinator is the interconnection of central resiliency coordinator in the supervision layer,
network resiliency coordinator in the network layer, and finally, local resiliency coordinators in multiple physical systems
that compose the physical layer. We show, by examples, the operation of the resiliency coordinator and illustrate that RC
accomplishes a level of attack resiliency greater than the sum of resiliency at each one of the layers separately.
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1. INTRODUCTION

Cyber-physical systems (CPSs) refer to architectures
where physical and computing components are tightly in-
tegrated by wire/wireless communication networks [1–
3]. Almost all modern complex systems, such as power
grid, metros, airplanes, and vehicles that involve the use
of computers fall into this description. An essential ele-
ment of the CPS is that through sensors and actuators,
the cyber components, i.e., computers do interact with
physical systems. Such arrangements have been devel-
oped over an extended period of time, beginning well be-
fore the term CPS was coined. The trend has only been
accelerated with the advancement of communication, au-
tomatic control, and real-time computing technologies.

From the very idea of computers affecting the phys-
ical systems such as cars and airplanes, a critical con-
cern has been computer malfunctions due to various rea-
sons. Even a seemingly minor miscalculation in the com-
puting unit, e.g., inconsistent units used for computing
variables, may result in a significant failure for the con-
nected physical systems. Apart from innocent malfunc-
tions or faults, miscalculations induced by adversaries
with malicious intent have been one of the major con-
cerns in the past decade. The concern became a reality as
shown by the incident of Stuxnet in 2010 [4, 5]. Specifi-
cally, Stuxnet is a computer virus-like pieces of code that
targets supervisory control and data acquisition systems
(SCADA) of the Iranian nuclear facility. Stuxnet intrudes
on the SCADA system through its networked communi-
cation and manipulates the output of programmable logic
controllers (PLCs) leading to the malfunctioning of the
nuclear facility. Moreover, while changing the output of

PLCs, the Stuxnet hides the physical damage to the main
control center by feeding the previously recorded data,
which is obtained by recording data received from PLCs
to the SCADA’s monitoring systems. It has been observed
that conventional security solutions, e.g., cryptography
and intrusion detection systems, are insufficient to pro-
tect the CPS from such attacks. Other incidents followed
[6, 7].

The term resilience CPS implies systems that toler-
ate a certain level of malicious external attacks or inter-
nal faults, that secure core functions if full operation is
not possible, and that degrade gracefully when inevitable
[1–3, 8–11]. Clearly, resiliency becomes more important
as CPS becomes more complicated with the increasing
number of interconnected components because each one
of them becomes a potential target by attacks [12, 13].
Furthermore, the wire/wireless communication network
can be exploited by adversaries to maliciously manipulate
the data exchanged between components or compromise
computing systems.

Recent work of [11] substantiates the idea of resilient
CPS by narrowing down the considered CPS to what is
known as hierarchical control systems and by propos-
ing an architecture tailored for resiliency by design. In
[11], the considered CPS consists of three layers: physical
layer where multiple agents (physical plant and feedback
controllers) belong to, supervisory layer where central su-
pervising functions reside for involved agents, and net-
work layer responsible for communication between the
two layers. See Figure 1. It is pointed out that existing
metro systems, to-be intelligent transportation systems
where cars and infrastructure are connected for semi-
and/or full autonomous operation, and a fleet of drones
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Fig. 1. An instantiation of CPS: Hierarchical control sys-
tems [11].

deployed for civil and military missions all fall in the
class of hierarchical control systems.

The tailoring for resiliency of Figure 1, proposed in
[11], is shown in Figure 2. Here, features to support re-
siliency at each one of the layers are proposed: agents
in the physical layers adopt simplex structure [14] where
high assurance (HA) controller and high performance
(HP) controller co-exist. For the computing hardware
where HP resides, hypervisors or the likes exist for com-
puting resource isolation in case of failures. Also, re-
dundant sensors/actuators are considered to support re-
silient operation with appropriate algorithms. Network
layer is designed with software defined network capabil-
ities, so that attack resilient algorithms such as network
level physical property based anomaly detection are im-
plemented with flexibility. Supervisory layer collects op-
eration data from all agents, which inherently provides a
level of information redundancy that can be exploited if
necessary. In addition, [11] illustrates several resiliency
algorithms residing in each one of the three layers and
demonstrates resilient operation scenarios.

What this paper proposes is resiliency coordinator
(RC) for the system shown in Figure 2, which fully ex-
ploits the resilient architecture designed in from the out-
set. It enables attack detection and toleration in a coor-
dinated way by the three layers so that attack scenarios
that are not able to be defended without the coordination
are able to be tolerated. This is the main contribution of
the work: we propose Resiliency Coordinator, a software
that runs on the architecture of 2 and fully exploits the
features for ensuring the resiliency from a holistic point
of view.

The outline of the paper is as follows: Review of the

Fig. 2. Attack-resilient CPS architecture proposed in [11]
for hierarchical control systems.

related work is given in Section 2, the construction and
operation of Resiliency Coordinator are given in Section
3, illustrating examples are discussed in Section 4, and
finally Section 5 formulates the conclusions.

2. RELATED WORK

Research for resilience enhancement of CPS has re-
ceived attention for a long time. Reference [15] proposes
a hierarchical security architecture and emphasizes the
need for resilience algorithms considering the interdepen-
dency between layers, which are introduced in [16] and
[17]. Reference [16] proposes a cross-domain security
analysis framework for novel cross-domain attack models
and attack detection methods, and a cross-layer frame-
work for CPS relying on the connections between the
cryptography with control theory and leveraging game
theory is introduced in [17]. Reference [12] introduces
a cross-layer security framework for smart grid, where
the concept of mobile agents are responsible for inter-
layer communication and data exchange tasks to enable
cross-layer interaction between layers in real-time. How-
ever, the validation of cross-layer security via simulation
is not performed. Reference [18] proposes contract-based
hierarchical resilience management for CPS, where the
hierarchical architecture of resilience managers based on
contracts allows multiple components to flexibly respond
to a failure of one component. This framework, how-
ever, deals with only component failures. In [19], a dis-
tributed multi-agent framework for resilient CPS is pro-
posed. This framework enhances the resilience for com-
plex CPS, consisting of a diversity of distributed phys-
ical devices, in the context of heterogeneous commu-
nication networks. Especially, master agents in such a
multi-agent framework that are responsible for guaran-
teeing that subordinate agents are working properly pro-
vide the resilience of CPS from a holistic perspective.
However, they do not deal with situations where the sys-
tem is gracefully degraded when inevitable.

3. RESILIENCY COORDINATOR

3.1 Purpose
The resiliency coordinator is a piece of software that

runs on the architecture to support attack detection and
response to attack in a systematic and coordinated way.
It does book keeping of when an attack occurs and how
long it persists and does book keeping of which coun-
termeasures (e.g., algorithms for resiliency) are already
deployed or reserved for future use. Most importantly, it
coordinates the deployment of multiple countermeasures
from different layers to tolerate those attacks that are not
tolerable without coordination.

It has been pointed out that resilient CPS is capable
of tolerating a certain level of malicious external attacks
or internal faults, capable of securing core functions if
full operation is not possible, and capable of degrading
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(failing) gracefully when inevitable. All three capabili-
ties are of system level behaviors: success or failure of
attack detection and resilient algorithm deployment in a
single layer is insufficient to determine which of the three
behaviors the system shall operate by in the given circum-
stances. Such decision making is feasible by the role of
RC. RC maintains the holistic view of countermeasure
deployment at each layer and decides which behavioral
mode the CPS shall operate in. Detailed descriptions are
given in the subsequent subsections.

3.2 Construction and operation
The resiliency coordinator is the interconnection of

central resiliency coordinator (CRC) in the supervision
layer, network resiliency coordinator (NRC) in the net-
work layer, and finally, local resiliency coordinators
(LRCs) in multiple physical systems that compose the
physical layer. Figure 3 shows the presence of CRC,
NRC, and LRC with the communication between them.
At this point, the communication between NRC and
CRC, and between multiple LRCs and CRC are assumed
to be secure by some means.

The three types of resiliency coordinators continu-
ously monitor attacks on each layer with attack detection
response (ADR) tables. An instantiation of the ADR table
for LRC is shown in Figure 4. A row is assigned for an at-
tack and a column is assigned for an algorithm equipped
in the agent where LRC resides. Capabilities of an algo-
rithm for an attack are described by ‘Detection’ if the al-
gorithm is able to detect the said attack, by ‘Response’ if
the algorithm is able to counteract the attack or nullify the
effect, and by ‘Detection & Response’ if the algorithm
does both. Figure 4 lists five attacks and three algorithms
as an abstracted example. Algorithm 1 is able to detect
Attack 1 and counteract, is also able to only detect At-
tack 2, but is irrelevant with Attacks 3 to 5. Algorithm 2
detects Attack 3, and Algorithm 3 can react to Attack 3.
No countermeasure exists for Attacks 2, 4 and 5.

We point out that this way of maintaining attack de-
tection and response capability in tabular form is scal-
able. When new attacks are discovered or speculated, new
rows are added to the ADR table. New algorithms add
corresponding columns to the table and the capabilities
are listed where the row and column meet.

Fig. 3. Local resiliency coordinators (LRCs), network
resiliency coordinator (NRC), central resiliency co-
ordinator (CRC) and their connections shown in the
attack-resilient CPS architecture.

Fig. 4. An instantiation of ADR table for LRC.

Network resiliency coordinator maintains an ADR ta-
ble of its own, similar to what LRC does. In contrast,
the CRC maintains its own ADR together with ADR ta-
bles for NRC and LRCs so that coordinated algorithm de-
ployment is possible. See Figure 5 as an example. Here,
ADR table for LRC is color coded by light orange, that
for NRC is coded by light green and the ADR table for
CRC is in light blue for visual distinction. Clearly, it now
provides a holistic view that Attack 2 can be tolerated if
LRC and NRC work in coordination to deploy Algorithm
1 and Algorithm 5, respectively. Alternatively, Algorithm
1 in LRC and Algorithm 7 in CRC may be coordinated to
counteract Attack 2.

Fig. 5. An instantiation of ADR table for CRC

It should be pointed out that there are as many LRCs
as the number of local agents with embedded controllers.
Hence, in reality, the ADR table CRC maintains may look
like the one in Figure 6. This is simply a graphical illus-
tration for the case with multiple LRCs. The layers of
NRC and CRC in the figure are not operating indepen-
dently, which does not appear clearly in this graphical
representation. The actual software implementation may
take an appropriate measures to connect all of them in
coherent manner.

Fig. 6. An instantiation of ADR table for CRC in the case
of multiple LRCs.
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CRC monitors the situation for attack detection and
response in all the layers. LRC and NRC periodically
send information on detecting and responding to attacks
to the CRC through hidden secure communication net-
works. When being informed that the LRC or the NRC
could not respond to a detected attack, the CRC finds the
proper response algorithm in another layer and request
the corresponding resiliency coordinator to activate the
selected algorithm.

We further describe the behavior of the resiliency co-
ordinator using an example of the ADR table for CRC in
Figure 5. As shown in Figure 5, the LRC can detect and
respond to Attack 1 and Attack 3. Similarly, NRC can de-
tect and respond to Attack 4 and Attack 5. However, the
LRC can detect Attack 2 but cannot respond to it. There-
fore, when detecting Attack 2, LRC notifies the CRC that
Attack 2 is detected but is not responded to. Then, CRC
searches the countermeasures of Attack 2 in its ADR ta-
ble and CRC requests NRC to activate Algorithm 6, or
CRC activates Algorithm 7 by itself.

Figure 7 shows an instantiation how LRC, NRC, and
CRC record, respectively, the state at a moment. CRC is
updated by NRC that no attack is detected in the network
layer, while updated by LRC that Attack 1 is present start-
ing from time t1, and the attack is responded upon by
Algorithm 1.

Fig. 7. An instantiation of attack status information for
RC when reacting to Attack 1.

Figure 8 illustrates similar information but at a differ-
ent time. Here Attack 1 shown in Figure 7 is no longer
present and three status table at each layer reflects the
change.

Fig. 8. An instantiation of attack status information up-
date for RC when Attack 1 disappeared at t = t2.

At the right end of the tables in Figures 7 and 8 show
the mode. In these particular cases, the mode is written
as TM which stands for tolerate mode. The modes are
explained in the subsequent subsection.

3.3 Three modes: tolerate, reduced capacity and
graceful degradation

As alluded in Section 3.1, resilient CPS operates in
three different modes. They are tolerate mode (TM), re-
duced capacity mode (RCM), and graceful degradation
mode (GDM). When the system operates in TM, attacks
may be present. However, some algorithms are active and
counteract the effect of the existing attack. The whole
functionality is maintained. The system goes into RCM,
for instance, the HP module in the Figure of 3 is cor-
rupted and the local embedded system must operate with
HA module. In this case, some of the algorithms that are
implemented in HP become not available. Such situation
is shown in Figure 9, where a column is marked with ‘De-
activation’.

Fig. 9. An instantiation of ADR table for LRC in RCM.

Finally, if majority of the algorithms are not available,
and the system functionality is severely affected, CRC
puts the system in GDM mode to initiate gradual termi-
nation of the operation. NRC and LRCs can change the
operation mode of themselves according to the situation,
but the change of the operation mode to the GDM can be
determined only by CRC.

All resiliency coordinators are in the TM at first. If any
countermeasure becomes unavailable after responding to
an attack, the resiliency coordinator that has the corre-
sponding countermeasure changes the operation mode to
the RCM. If even one of three resiliency coordinators
change to RCM, all resiliency coordinators change the
operation mode to the RCM. Also, in the RCM, the re-
siliency coordinator ensures that the target system is in
a minimally safe state, then requests the system inspec-
tion. In the case of train control systems, for instance, the
resiliency coordinator moves a train to the nearest plat-
form and requests to check the train. Meanwhile, in the
case where the CRC changes the operation mode to the
GDM because it cannot respond to an attack, the system
is gracefully degraded to avoid catastrophic system injury
and accident.

4. ILLUSTRATIONS

Suppose that either a sensor or an actuator in one of
the agents is compromised by the adversary. The nature
of the compromise could be a damage exerted on the in-
strumentation, or malware executed in the local embed-
ded computing device so that internal network communi-
cation between sensor/actuator to the feedback controller
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is corrupted. Another possible attack is jamming on sen-
sors so that without physical destruction or damage, and
temporarily hinders the operation of the sensor. Several
algorithms that detect sensor attacks have been proposed
in [20–22] and actuator attacks in [23, 24] as candidates
for the algorithms. In the scenario described, LRC alone
is able to decide which algorithm to deploy and counter-
act.

Another scenario for NRC is link failure in the net-
work. Then, communication between agents and supervi-
sory layer that uses the link is hindered. Upon detection,
NRC alone is able to counteract by an appropriate algo-
rithm, e.g., [25].

An example of coordinate countermeasure is as fol-
lows. Suppose an agent is unable to operate because its
embedded controller is compromised by malicious code.
Upon recognizing the situation by the update from LRC,
CRC may start to initiate resetting the controller by ap-
plying a measures such as hot-patching [26] of the corre-
sponding functionality. In this way, the malicious code is
successfully removed for the time being.

Another example may be that adversary connects to
a particular access point (AP) in the network and be-
gin corrupting information exchange for those agents that
are connected to the network layer through the AP. CRC
may provide a coordinated response in the following way.
First, it has LRC to change, again by hot-patching or the
likes, the communication code so that the agent connects
to a different AP. Next, it has NRC to re-route the link
so that the compromised AP is removed in the commu-
nication route. NRC maintains to monitor the AP to de-
termine if the attack is persisting or discontinued. This
information is sent to CRC to update the holistic view of
the system capabilities.

5. CONCLUSIONS

This paper has proposed resiliency coordinator that
operates on the attack resilient hierarchical control sys-
tem architecture to fully exploits the individual features
to achieve system level resiliency. The resiliency coordi-
nator maintains the holistic status of the system including
presence of attacks if detected, either they are responded
or tolerated by which countermeasures. It enables coordi-
nation of countermeasures, and able to determine which
operation mode is adequate for a given situation. In sum,
the proposed resiliency coordinator is a key operational
software in order to achieve the maximum level of re-
siliency for the whole system. Multiple examples are
given to illustrate the benefit of the resiliency coordinator.
Actual implementation of the resiliency coordinator is fu-
ture work, and in fact under way for communications-
based train control systems testbed [27] and scale truck
platooning testbed [28], respectively.
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